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  140 Characters of Pain 
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What’s the Problem with Social Media? 

No security strategies in place 
No enterprise-wide social media policies 
No legal oversight of practices and uses 
No training of employees 
No measurement of reputation risk 
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What’s the Top Threat Landscape? 
1) Employees 

2) Customers 

3)Mobile 

4) Competitors 5)Hacking 

6)Location3 

7)Brandjacking 
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1) Employees 

1. Inadvertently compromise the brand by saying 
negative things 

2. Posting sensitive or confidential information 
3. Allowing information to be leaked through social 

media 
4. Untrained in security  
5. Click inappropriate websites / phishing links 
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1.  Dissatisfied customers will generate negative 
content  

2.  No control over customers 
3.  ONE unhappy customer will tell NINE friends 

 Social media can expedite this sharing:   

2) Customer Attacks 
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1. Mobile device security not mature  
2. An infected application on a mobile device can 

potentially access other data on your phone 
3. New social network apps could be malware and 

allow access to the users data 
 
 

3) Mobile 
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4) Competitors 

1. Competitors attack your brand image 
2. Can even steal data  
3. Easily hide behind fake profiles  
4. Spread lies about your company 
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1. Leverage all the free data available 
2. Work on behalf of competitors 
3. Shortened URL attacks like tinyurl.com or bit.ly  
4. Use social profiles to launch botnet attacks, use 

“apps” to gain access 
5.Easy  to take over accounts, spreading across different 
users 

5) Hacking 
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6) Location 

1. Easy to track people using a wide range of 
applications 

2. Check-in at locations can provide confidential 
information to competitors 

3. Employees uneducated about using location based 
services 

4. A company can overstep privacy rights by invasive 
tracking of employees 
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7) Brandjacking  
1. Can “assume” your brand identity or 

impersonate your company 
2. Can use the reputation to profit somehow or 

can try to destroy the brand equity 
3. Can be used to steal a specific targets 

identity 
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H.U.M.O.R. – Matrix Controls 
• Provides the policies, procedures and guidance in the 

company for authorized use of social media. Human Resources 

• Defines capabilities of SM tactics and how they are 
implemented across technologies and polices. Utilization 

• Resources  dedicated to SM and security strategy 
have to be aligned to best serve the company. Monetary 

• Day to day processes implemented as ongoing 
maintenance to ensure that SM is handled securely as 
technologies change. 

Operations 

• Good or bad implementations of SM strategies. 
Provides a monitoring / reporting function to maintain 
an acceptable level of security and polices. 

Reputation 
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BEST PRACTICES 
Implement a Social Media/ Security Policy 

 
Implement Reputation Management Tools 

 
Create a Response Plan to Coordinate Legal, Human Resources, 
Marketing and IT Security departments 

 
Build a Training Program for Social Media usage 

 
Implement the H.U.M.O.R. Matrix™ framework 



Gary Bahadur 
CEO KRAA Security 
 
Author: Securing the 
Clicks: Network Security 
in the Age of Social Media 
 
e: baha@kraasecurity.com 


	Top Attacks in Social Media
	Slide Number 2
	Slide Number 3
	Slide Number 4
	Slide Number 5
	Slide Number 6
	Slide Number 7
	Slide Number 8
	Slide Number 9
	Slide Number 10
	Slide Number 11
	Slide Number 12
	Slide Number 13
	Gary Bahadur�CEO KRAA Security��Author: Securing the Clicks: Network Security in the Age of Social Media��e: baha@kraasecurity.com

