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Big Social Data Incidents in 2012 - 2013 
 Dec 2013: Snapchat – 4.6M Usernames, Phone #s 

 Dec 2013: Facebook, Google, Yahoo!, Twitter – 320K Email Accounts 

 Oct 2013: Adobe – 130M User Emails, Passwords  

 June 2013: Facebook – 6M User Emails, Phone #s  

 Apr 2013: LivingSocial – 50M Users Impacted 

 Apr 2013: Twitter – @AP hacked, $100B valuation drop in stock market 

 Feb 2013: Twitter – 250K User Passwords Reset 

 June 2012: LinkedIn –  6.5M Passwords 
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Goal and Objectives 

 Understand  
 Current Trends of Malicious Attacks on Social Networks 

 How to Defend Yourself? 
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User Stats 

 Facebook (2013) 
 Monthly active users: 1.23 billion 

 Fake or Misclassified Users: 5.5% ~ 11.2% or 68M ~ 138M 

 Twitter (2013) 
 Monthly active users: 241M (but estimated* 900M+ registered) 

 Fake Users: 5% (~10% estimated by researchers) 
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* Estimated values retrieved from http://twopcharts.com/twitteractivitymonitor on Feb. 19, 2014  

http://twopcharts.com/twitteractivitymonitor
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Facebook: Fake Accounts 
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Facebook: Fake Accounts 
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Facebook: Adding Games 

   
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   

Example: Facebook Spam App Auto-creation 

STEP 1 

STEP 2 

STEP 3 
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Solutions to Facebook Attacks 

 Do not friend sexy people on Facebook 
 Let me friend them; that is my job  

 

 

 Do not click freebies or play games or approve infamous Apps 
 Don’t give your keys to spammers 
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Twitter: Underground Market for Fake Followers 

 Booming market 

 Hackers 

 Sellers/Middle Men 

 Abusers/Buyers 

 Hackers/sellers earn 
$1000/day 

 Fake accounts: 1 in 10 

 Market: 10 – 100 
millions 
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Twitter: Lots of Abusers/Buyers 
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Twitter: More Sophisticated Fake Accounts 

 Fake duplicated 
accounts found: 
62,982 

 Analyzed from 
latest 100K 
followers of a 
“famous” Twitter 
account 
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Twitter: Adding Lists to Spam 

   
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Solutions to Twitter users 

 Do not buy Twitter Followers or pay for Tweets 
 Not worth it for your business 

 

 Do not easily trust Twitter users with big number of fans 
 Many might be fake 

 Check them with detection engines 

 

 Do not trust regular Twitter users 
 They look so real, but still maybe robots 
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LinkedIn: Buy Connections or SocialKlepto Tool 

   
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LinkedIn: Company Espionage 

   
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Google: Spam Apps on Chrome Web Store 

   
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Google: Spam Apps on Chrome Web Store 

 40+ popular websites injected with ads 

 Oct 2012: 82K users affected within a week 

 Jan 2014: 180K users affected by 12 extensions 
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Take Away Points 

 Social Networks are booming – Spammers know this 
 Underground market on fake social accounts: 100+ million dollars 

 

 Be vigilant on social networks 

 

 Do not trust all users on social networks 
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Resources and Contact 

 More details at http://barracudalabs.com  
 http://barracudalabs.com/2013/11/q4-2013-update-on-twitter-abuse-trends-and-stats/ 

 http://barracudalabs.com/2012/08/the-twitter-underground-economy-a-blooming-business/  

 http://barracudalabs.com/2013/07/twitter-underground-economy-still-going-strong/ 

 http://barracudalabs.com/fbinfographic/ 

 http://barracudalabs.com/2012/10/free-web-version-of-rovios-bad-piggies-installs-ad-injector-into-over-82k-chrome-browsers/ 

 http://blog.spiderlabs.com/2013/12/look-what-i-found-moar-pony.html 

 Contact Info 

 Jason Ding, jding@barracuda.com, @dingzj1 
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http://barracudalabs.com
http://barracudalabs.com/2013/11/q4-2013-update-on-twitter-abuse-trends-and-stats/
http://barracudalabs.com/2012/08/the-twitter-underground-economy-a-blooming-business/
http://barracudalabs.com/2013/07/twitter-underground-economy-still-going-strong/
http://barracudalabs.com/fbinfographic/
http://barracudalabs.com/2012/10/free-web-version-of-rovios-bad-piggies-installs-ad-injector-into-over-82k-chrome-browsers/
http://blog.spiderlabs.com/2013/12/look-what-i-found-moar-pony.html
mailto:jding@barracuda.com
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Appendix 

 Appendix is for reference or more examples, won’t be discussed 
during the talk (due to time limitation) 
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Facebook: Adding Games (2) 
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Facebook: Affiliate Spam Campaign & Click-jacking 

   
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YouTube: Fake Views 

   
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Pinterest: Spamming Pics with Amazon 
Commission 
 Did This Pinterest Spammer Make $30,000 in a Month? 
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Instagram: Buy followers and Spam Apps 

   
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Tumblr: Porn pictures and Malware 

 Porn is everywhere 

 Facebook Phishing and Malware via Tumblr Redirects 
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Price List of Fake Social Interactions 

   
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Social Platform Average Price Social Platform 
 

Average Price 
 

Twitter $11/1k followers Instagram $14/1k followers 

Facebook $28/1k likes Pinterest $45/1k followers 

Google+ $84/1k votes LinkedIn $35/1k connections 

YouTube $4/1k views SoundCloud $14/1k followers or 
plays 

Vine $64/1k views Tumblr $49/1k likes 

Viemo $4/1k views 
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