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Two Type of Security Awareness Metrics 

 Metrics that measure the deployment of your awareness 
program.  - Are you compliant? 

 Metrics that measure the impact of your awareness 
program. – Are you changing behavior? 

 

 Focus on a few good metrics. 
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Just Ask 

 What is one thing you have learned as a result of this 
training? 

 What behavior have you changed as a result of what you 
learned? 
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Traditional vs. Human Security Metrics 

 Often human metrics are assessments. Just like any 
other assessment, make sure you have approval. 

 Unlike computers, people have feelings.  The challenge is 
creating / implementing metrics that people like. 

 Having trouble getting approval?  Do a trial against HR / 
Legal. 
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Why Phishing? 

Recreate the very same attacks that the bad guys are 
launching.  Excellent way to measure change in behavior. 
 

 Measures a top human risk 
 Simple, low cost and easy to repeat 
 Quantifiable measurements 
 Actionable 
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Key Points for Success 
 Recommend monthly or quarterly. 
 Explain program ahead of time, then start slow & simple. 
 Never embarrass people, no Viagra phishing emails nor release 

names who fell victim.   
 Only release names to senior mgmt for repeat offenders. 
 Ensure at least 2-3 ways people could have detected test. 
 90% of victims in first hour. 
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Feedback 

If an end user falls victim to an assessment you have two 
general options 

 Error message / no feedback 
 Immediate feedback 
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Follow-up 

 Send results of test to all employees 24 hours later. 
 Explain results and how they could have detected 

phishing email and what to look for in the future.  Include 
image of phishing email. 

 Include your monthly security awareness newsletter. 



#RSAC 

Trends 

 First phish:    30-60% fall victim. 

 6-12 months later:  Low as 5%. 

 The more often the assessments, the more effective the impact. 
 Quarterly:    19% 
 Every other month:  12% 
 Monthly:   04% 

 Over time you will most likely have to increase difficulty of phishing 
tests, as they become too simple. 

13 



#RSAC 

Human Sensors  

 Another valuable metric is how many reported the attack. 
 At some point, may need to develop a policy on what to 

report.  On example. 
 Do not report when you know you have a phish, simple delete. 
 Report if you don’t know (think APT) 
 Report if you fell victim. 
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Summary 

 There are numerous ways to measure human behavior, 
focus on a few metrics that focus on the key humans risks 
to your organization. 

 Phishing assessments are a common example of how to 
measure (and reinforce) one of the top human behaviors. 

 
www.securingthehuman.org/resources/metrics 
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