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Agenda

+ Your Data
+ EXxploits to target enterprise data on mobile devices
+ Your information
+ Point & Click mRATSs to target business activity
+ Your Life
+ Mobile device Trojans as a Service (M-TaaS) to target it all

+ Hacking iIOS devices?
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TOP SECRET//COMINT//REL TO USA, FVEY

DROPOUTJEEP

ANT Product Data

(TS/ISW/REL) DROPOUTJEEP is a STRAITBIZARRE based software implant for —1
the Apple iPhone operating system and uses the CHIMNEYPOOL framework
DROPOUTJEEP is compliant with the FREEFLOW project, therefore it is supported 1o/01/08
in the TURBULENCE architecture. |
I

NSA ROC Encrypt and send
operator exfil data
Load specified Retrieves
module requested
SIGINT data

Send data request [Phione actepts . .. .

request

(UIIFOUO) DROPOUTJEEP - Operational Schematic . . . .
(TSHSIW/REL) DROPOUTJEER is a software implant for the Apple iPhone that . . . .
utilizes modular mission applications to provide specific SIGINT functionality. This
functionality includes the ability to remotely push/pull files from the device, SMS
retrieval, contact list retrieval, voicemail, geolocation, hot mic, camera capture, cell . ' '

tower location, etc. Command, control, and data exfiltration can occur over SMS
messaging or a GPRS data connection. All communications with the implant will be ' .
covert and encrypted.

(TSHSIWREL) The initial release of DROPOUTJEEP will focus on installing the
implant via close access methods. A remote installation capability will be pursued
for a future release.

Unit Cost: $0

Status: (U) In development

poc: urFouo . s32222, [ .o o0

Derived From: NSAICSSM 1-52
Dated: 20070108
Declassify On: 20320108
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UAE Blackberry update was spyware

By Ben Thompson
BBC Middle East Business Report, Dubai

An update for Blackberry users
in the United Arab Emirates
could allow unauthorised
access to private information
and e-mails.

The update was prompted by a
text from UAE telecoms firm
Etisalat, suggesting it would
improve performance.

Instead, the update resulted in
crashes or drastically reduced
battery life.

Blackberry maker Research in
Motion (RIM) said in a statement
the update was not authorised,

Etisalat sent a text to its 145,000
developed, or tested by RIM. Blackberry users

Etisalat is a major telecommunications firm based in the UAE, with

LACQ ON 145,000 Blackberry users on its books.
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http://www.youtube.com/watch?v=R63CRBNL
E20
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Part O.
Why Hack Enterprise
Mobile Devices?



.......

. '-.‘r'\

smartphones and tablets

“By 2016, 65% of

will be used in BYOD environments”
IDC Research
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Mobile Devices: an Attractive Attack Target

+ Snooping on corporate emails and application
data

+ Infiltrating internal LANS
+ Eavesdropping

¢ Extracting contact lists, call and text logs
+ Tracking location
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Enterprise Mobile
Data Protection.
Solutions?

11



Enterprise Security and Data Protection Solutions

+ Mobile Device Management (MDM)
¢+ Secure Containers

+ Wrappers

+ VDI

LACCON S -
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MDMs, Secure Containers & Wrappers

—

+ 3 features
+ Encrypt business data
+ Encrypt communications to the business

+ Detection Jailbreak/ Rooting of devices

Self-Defense Apps

LACCON S -
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Part 1.
Your Data
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12 Hours | 1000USD
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Step 1: Attack the Device

&' WUC's Conference in Geneva - Mozilla Thunderbird o =] 5]

File Edit View Go Message OperPGP Tools Help
ZGetmail - # wiitt B chat B Address Book % Tzg - L Decrypt =]

rron I 4 %= 4 ketya| | 3 o] @] @ -

Subject WUC's Conference in Geneva 3:26PM

— -

22 March 2013 World Uyghur Congress -

In what was an unprecedented coming-together of leading Uyghur, ' \
Mengolian, Tibetan and Chinese activists, as well as other leading A

international experts, we were greatly humbled by the great enthusiasm,
contribution and desire from all in attendance to make this occasion
something meaningful, the outcome of which produced some concrete, —!
action-orientated solutions to our shared grievances.The attachment is

a letter on behalf of WUC,UNPOQ and STP.

bl @ 1attachment: WUC's Conference.apk 219 K5 I & save -| .

B | (G)o (Save (Copy | 7

=l
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Step 2: Install a Backdoor / aka Rooting

+ Administrative

+ Every process can run as an administrative (root) user if it is able to
trigger a vulnerability in the OS

+ Vulnerability

+ Each Android device had/ has a public vulnerability
+ Exploit

+ Detection mechanisms don’t look at apps that exploit the vulnerability
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Step 3: Bypass Containerization

Storage
LACCON . ; e
MOB[LE SECURITY RSACON F E R E NCE 201 4



Step 3: Bypass Containerization

Storage
LACCON . ; e
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Step 3: Bypass Containerization

Hi, This
IS an
emalil

Storage
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Step 3: Bypass Containerization

Hi, This
IS an

Storage
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How Many Privilege Escalation Exploits in the Wild?

Date Name

Affected Devices

12/2012  Exynos

CVE / Bug #
CVE-2012-6422

Most Samsung Devices
(Galaxy S2/3, Note...)

6/2013 MasterKey 1 CVE-2013-4787 All devices
8/2013 MasterKey 2 #9695860 All devices
11/2013  MasterKey 3 #9950697 All devices

11/2013  V-Root

CVE-2013-6282

All devices, bypass

SEAndroid... |
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Part 2.
Your Information
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Point n’ Click | Free (O USD) c——-—‘
| &5 | T—
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Mobile Remote
Access Trojans
(MRATS)



AndroRAT — Point n’ Click mRAT Generator

+ Injects polymorphic mobile remote access Trojan to any Android
application

+ Released as Open Source on Nov 2012
+ https://github.com/DesignativeDave/androrat
+ Forked many times

+ Available on many dark forums

LACCON 29 /c;fc
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AndroRAT Demo
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Read the Manual | 60 USD Per Year
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| FIRL/ A | Imm= e _— L ===} =

Reviewer Comments
Bu !Inw Bu !Inw
Lowest Yearly Price W @ !

$49.97 $159.00 $998.97 $59.40 $89.99 $99.99 $349.00 $49.95 $69.95 $149.00
Ratings 9.70 9.68 8.78 8.65 815 815 7.80 7.40 6.90 6.38

W Qverall Rating

B Reporting & Logging

W Features

B Tracking & Security
Help & Support

P A I AR R

Reporting & Logging

Report Display (percentage) 95 100 80 g0 70 €0 40 50 40 20
Call History/Details v v v v v v v v v v
Text/SMS v v v v v v v v v v
Email v v v v v v v v v v
GPS v v v v v v v v v v
Eicture v v v v v v v v v
Internet v v v v v v v v v
Contact Details v v v v v v v v v
v v v v v v v
v v v v v v
Bockmark v v v v v v

Commercial Mobile Surveillance Tools

RSACONFERENCE2014
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Survey: Cellular Network 2M Subscribers
Sampling: 650K

mRAT Distribution by OS Infection rates:

June 2013:

1 / 1000 devices

Couni
LACCON S -
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Survey: Cellular Network 2M Subscribers

Sampling: 650K

A%
49% kil

Spy2mobile 0.4%
CellPhoneRecon

0.4%

WebWatcher

0.4%

SpyEra

0.5%

EmobileSpy

4%

Om:gaSpy 1 %
4% MobShield
2%
SniperSpy
3%

SpyBubble

LACCON

MOBILE SECURITY

SpyPhone Clients
spy2mobile 296
Mobile Spy 50
UControl 43
FlexiSPY 40
StealthGenie 38
PhoneTail 34
MObileMonitor 27
OmegaSpy 27
SpyBubble 19
SniperSpy 14
MobShield 8
EmobileSpy 3
SpyEra 2
WebWatcher 2
CellPhoneRecon 2
eBLASTER 2
PhoneSheriff 1
Grand Total

RSACONFERENCE2014
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Step 1: Attack the Device

Jailbreakhﬂe

LACCON ;; T
MOB[LE SECURITY RSACON F E R E NCE 201 4



Step 2: Install a Backdoor

+ Use the Jailbreak
+ Perform the hooking to the secure container

+ Remove any trace of the Jailbreak

LACCON - S Y
MOB[LE SECURITY RSACON F E R E NCE 201 4



Step 2: Install a Backdoor

Community

Jailbroken

xCon

Lﬂ\w“,.“ \iN

MOBILE SECURITY

' Forbes -

Evasion Is The Most Popular
Jailbreak Ever: Nearly Seven T
Million iOS Devices Hacked In
Four Days

’ The trade in software winerabilities has bacome big business in recent years. According to a report in the Nev
ﬁ claiming that a security vulnerability in its iOS operating system was sold for 500,000 (£332.000) to an unnamed buyer by two

hackare |uini Auriemma_32_and Danatn Farranta 78 Buyaers want thosa slnarahilitios tn hraak intn the comauter suctams of

10 Reasons Why You Should Jailbreak
Your iPhone

Dylan Love | Feb.4,2013,2:31 PM | § 192,667 | 85

Bypassing Jailbreak Detection

Recently, a sizable handful of applications in Apple’s own App Store have been implementing procedures to ch
risks of jailbreaking your device (e.g. banking companies don't want the blame for some rogue keylogger disgui
their apps. Video streaming apps are notorious for this: the companies don't want users bypassing restrictions
malicious intent or lack thereof.

e

AC
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Step 3: Bypass Containerization

Load
malicious
dylib into

memory

LACCON

/ MOBILE SECURITY

Hook using

standard

Objective-
C hooking
mechanisms

43

Get
notified
when an
email 1is

read

Pull
email

the
from

the UI
classes

5 ‘.""‘--.\___
s | o
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Current Solutions in Use to Protect Mobility

Mobile Device O,
Management (MDM) Q
and Multi-Persona Optimized for %0
. Web Browsing 9
Network Gateways
= Protects
Big holes are open | against known,
Foratiackerton ! widespread
target organization attacks

using unknown and

=
o
=
&
zero-day attacks &
o
5
N
e
&
(e)

Device Protection
(Antivirus/Blacklisting)

O
. O\
e

‘ What are we missing?
K S By e?
3Cklisting, Data °
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Mitigation: Current Controls

[ Mobile Device Management
(MDM)

[ Multi-Persona

[ Wrapper

[ Active Sync

LC“U‘N ;’m
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Mitigation: Current Controls

[ Mobile Device Management ]
(MDM)

[ Multi-Persona ] 5'
« ]
l.l.l ==
[ rapper ] ::/“
/
[ Active Sync ]

NAC ]
47
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Application

Malware Behavioral
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Device
Behavioral
_Anal_SiSf_ ffl
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Application

Behavioral
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Analysis

= Threat - Device
=== Intelligen e Behavioral
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michael@lacoon.com
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