
SESSION ID: 

Security: The Hardest Career 
 (and 3 patterns of those who don’t find it so hard) 

PROF-M06 

Michael Murray 
Email: mmurray@episteme.ca 
Twitter: @mmurray 
Facebook: michael.l.murray 





#RSAC 

 



Constant Evolution 



#RSAC 

Innovators 



#RSAC 

Early Adopters 



#RSAC 

Early Majority 



#RSAC 

Late Majority 



#RSAC 

Laggards 



#RSAC 

Vulnerability Distribution 



11 

Patterns 



Network Human / 
Organization 

Service / 
Server 



Network 

Client 

Human / 
Organization 

Application 

Service / 
Server 



WiFi Security 

Vulnerability Management 

IDS IPS  

Web Application  
Security 

Endpoint Security 

Application 
Whitelisting 

Database Security 

Secure Coding  
/ SDLC 

APT Data Extrusion 

GRC  

Phishing 

Spear Phishing 

Mobile Apps 

BYOD 







 
 

Security 
Training 

Role-Based Security 

End User “Awareness” 



#RSAC 

Least Technical Most Technical 

Security Awareness  Architecture Audit Management Forensics/IR Operations Hacking 



#RSAC 

 



Certifications Fail due 
to Misaligned 

Incentives 







Key #1:  
Constant Learning 
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I  use the following information sources somewhat frequently: 



Key #2: 
Skills, Not Credentials 
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Key #3:  
Just-In-Time (JIT) 
Education 
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Constant Evolution 

 Materials needs to evolve as our 
industry does 
 

 Educators need to be rewriting 
courses on a monthly timeframe, 
not a yearly or every 3 year 
timeframe. 
 

 This is especially required in 
security 



SESSION ID: 

Questions? 

PROF-M06 

Michael Murray 
Email: mmurray@episteme.ca 
Twitter: @mmurray 
Facebook: michael.l.murray 


	Security: The Hardest Career�	(and 3 patterns of those who don’t find it so hard)
	Slide Number 2
	Slide Number 3
	Constant Evolution
	Innovators
	Early Adopters
	Early Majority
	Late Majority
	Laggards
	Vulnerability Distribution
	Patterns
	Slide Number 12
	Slide Number 13
	Slide Number 14
	Slide Number 15
	Slide Number 16
	Slide Number 17
	Slide Number 18
	Slide Number 19
	Certifications Fail due to Misaligned Incentives
	Slide Number 21
	Slide Number 22
	Key #1: �Constant Learning
	Slide Number 24
	Key #2:�Skills, Not Credentials
	Systems Thinking
	Key #3: �Just-In-Time (JIT)�Education
	Slide Number 28
	Constant Evolution
	Questions?

