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Discussion Outcomes 
1. What Do They Want? 
2. How Did We Get Here? 
3. Weapons Grade Arsenal 
4. Low Hanging Fruit-Web Apps! 
5. Cost Effective Counter Measures 
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How Did We Get Here?  Some Simple Googe Fu! 
• Google Dorking/Hacking Trending UP… 
• Easily Boil the Ocean! 
• Vulnerabilities Found in Milliseconds 
• Find the needle in the haystack of needles 
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What Do They Want? It’s All About the Benjamins… 
• 75%1 Attacks focused on economic gain 

• 94.5% of World Currency is Electronic 
• 20%1 Attacks are state sponsored/secrets 
• Professionalism and Business Model Proliferation2 

• Consulting Services ($350+) 
• Infection/Spreading Services ($100 per 1k installs) 
• Botnet Rentals ($2- $600+) 
• VPN ($7+) 
• Bulletproof Hosting ($3/month) 
• AV Crypters ($10/month) 
• Mule/Casher Services (25%-30% commission) 

1 – Source: Verizon Data Breach report 2013 
2-Source: Kyle Wilhoit- Sr. Threat Researcher-Trend Micro 
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Yes, the Chinese are still very relevant but… 
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Weapons Grade Arsenal 
• We are facing a “weapons grade threat”. Sam Visner, VP and General Manager-CSC Global Cybersecurity 

• Eastern Euros Executing on a High Level 
• Russian organized crime fully migrating to Cyber in 2014 

• Top Collaboration Forums 
 antichat.ru 
 xeka.ru 
 carding-cc.com 
 hackforums.net 

• Key Tactics Leveraged: 
• Spear phishing attacks 
• Lateral movement 
• Targeting weakest link in the chain (Often Humans) 
• Persistency 
• Data theft 
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Weapons Grade Arsenal 
Goals and Desired Outcomes 
•Build on available technology - can't wait for new breakthroughs (no magic) 
•Undetectable by anti-virus 
•Stealth - undetectable by forensics investigation 
•Able to withstand normal disinfection methods like reinstalling OS 
•Calling home should be undetected by data leak prevention and IPS/IDS 
•Able to penetrate the most secure computers even those with air gap (no connection to the internet) 
•Data extraction, command and control even across an air gap 
Cyber Arms Bazaar 
•Seeing tool utilization “bleed over” 

• Citadel (Arx Group) 
• Zeus  
• Miniduke 
• Z-Lom 

•Utilization of 0-days 
• Had access to CVE 2013-3906 before researchers identified. (Sept. 2013) 
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Web App Security Challenges 
Many different applications and 
security solutions 

Proliferation of web apps  
High value target 

Frequent app 
changes  
Infrequent 
testing 

Scarce Resources 
Balancing  
Security & Uptime 

Business critical apps 
Revenue & brand 
reputation at risk 

Hard to get single view 

66% of data breaches are not discovered for months1 

 
1 – Source: Verizon Data Breach report 2013 
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Web Applications are a 
favorite target for 
attackers1 
 

 

 

Top 20 Critical Controls  
Application Software Security 
(known initial entry point for attacks) 

of initial compromises were rated as 
low or very low difficulty2  78% 

Web Apps are an Easy Target 

1 

2 

Easy to develop 
exploits 

High potential 
value of data 

Source:  1 - IBM X-force 2013 mid year Trend and risk report , 2 - Verizon 2013 Data Breach study 

Top 10 Web App 
Security Risks 
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Broken authentication 
XSS 
Sensitive data exposure 
Cross site request 
forgery 
Insecure direct object 
references 
Security 
misconfiguration 
Missing Function level 
access control 

Unvalidated redirects 
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s Site defacement 
Access to databases  
& internal networks 
Loss of sensitive data 
Google search 
blacklisting 
Malware 
User accounts hijacked 
Web server downtime 

Bu
sin
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s I

m
pa

ct
s Damage to brand 

reputation  
Loss of customer 
trust 
Revenue loss 
Fail PCI Compliance 
 
 

The impact of vulnerabilities WILL be huge… 
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#1 Most Critical Risk - Injection example 

1. Application presents a form to the attacker 

2. Attacker sends an attack in the form data 

3. Application forwards attack to database  
in a SQL query 

Account Summary 
 

Acct:5424-6066-2134-4334 
Acct:4128-7574-3921-0192 
Acct:5424-9383-2039-4029 
Acct:4128-0004-1234-0293 

4. Database runs query containing attack and 
sends encrypted results back to app 

5. Application decrypts data as normal 
and sends results to the attacker 

Account:  
       SKU:  

Account:  
       SKU:  

"SELECT * FROM 
accounts WHERE 
acct=‘’ OR 1=1--

’" 
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Broken Authentication & Session 
Management 
Top 10 Risk that highlights the importance of SSL certificates 

1. User logs into site with credentials 

2. Site uses URL rewriting (add session ID to URL) 
 
3. User clicks on link on page to www.hacker.com  

4. Hacker checks referrer logs on www.hacker.com and 
finds user’s JSESSIONID 

5. Hacker uses JSESSIONID and takes over account on 
original site 

www.hacker.com 

www.boi.com?JSESSIONID=9FA124… 

http://www.hacker.com
http://www.hacker.com
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Finding web app vulnerabilities 

• Automated tools crawl websites, 
imitating user interaction to find 
errors in code 

• Finds common coding errors like 
SQL injection, cross site scripting, 
ineffective security controls 

Technical Flaws 

• Looking at site in context to find 
potential weaknesses  

• Manual testing uncovers flaws 
that are difficult or impossible to 
find with automated tools 

• Proven hand testing techniques 

Logical Flaws 
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Proper Counter Measures for Securing Web Apps 

   DETECT 
 

 

• App and Platform 
scanning 

• Web reputation 
monitoring 

• Malware scanning 
• Hands on application 

logic testing  
 

 PROTECT 
 

 

• WAF rule generation 
• Intrusion prevention 
• SSL certificates 
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Apps Span Ecosystems… 

Physical Virtual Public Cloud 

Cloud and Data Center Security Contextual 
Threat Intel 

Anti-Malware Integrity 
Monitoring SSL Encryption Intrusion 

Prevention 
Vulnerability 

Scanning 

Data Center Ops 
Security  Ops 

Private Cloud 
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DETECTION 

16 

AUTOMATED 
SCANNING 

Continuous or  
scheduled scans of   
applications & platform  
to find technical flaws  

LOGIC 
 TESTING 

Experts test apps  
for logical flaws  
and provide  
proof of exploit 

THREAT  
VALIDATION 

Removal of  
false positives from 
application scan results 

Comprehensive, Intelligent Vulnerability Testing  

In-depth evaluation for testing criteria from OWASP, PCI and WASC 
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1
 

DETECTION 
Automated Malware Detection  

 Simulated user interaction 
discovers hidden malware 

 “Neighborhood” checking for 
higher risk awareness 

 Backed by massive threat intel 

 

17 
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DETECTION 
Web Reputation Management    

 Deploy a solution that 
checks ALL links on your 
site including foreign links 
for safety and content 

 Platform should highlight 
potential dangers that 
could lead to being 
blacklisted by Google or 
blocked by browsers  

 
18 
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PROTECTION 

Intrusion Prevention  

19 

• Leverage virtual patching to 
shield against known and zero-
day platform vulnerabilities  
 - no code push and/or 
configuration fixes  

• Should include coverage for all 
major web servers and OS  

Intrusion Prevention 
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PROTECTION 

SSL Certificates 
 

20 

• Adding an SSL layer to your web applications furthers defense in depth 

• Obtain from a globally trusted Certificate Authority 

• Certificates must be supported in all of the major browsers 

• Acquire a platform that is highly scalable and has a simplified 
management console to meet the needs of the largest organizations 
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Comprehensive Detection: Continuous, automated scanning of 
applications and platforms, plus app logic testing by security experts 

Automated Protection: Virtual patching of discovered platform 
vulnerabilities and WAF rule generation 

Strategy should consist of best of breed proprietary tools as well as 
open source capabilities 

1 

2 

3 

4 Policy, Training and build into requirements/design phase of SDLC 

21 

Web App Security Platform DNA  



Thanks for your time! 
@jdsherry 

jd_sherry@trendmicro.com 
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