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Your Pad or Mine?
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- Market Situation

OF COMPANIES WILL
ALLOW USE OF
BYOD BY 2014

OF COMPANIES HAVE
NO BYOD POLICY

OF EMPLOYEES USE OF ATTACKS
PERSONAL MOBILE TARGETED USER
DEVICES FOR WORK MOBILE DEVICES

~ BYOD and mobility aren’t anomalies.
jnoper - —  1neyarethe nomm

| W ¥ e
RSACONFERENCE2014



Business View:

Connect seamlessly Collaborate anywhere Mobile flexibility Stay Connected

Secure and Simple Enablement =
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I'T BYOD View

Enable worl=nvtime and

Enable simple and secure
experience

Balance productivity with security.
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Solving the Problem?
Essential Elements to enterprise-class BYOD
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UNIFIED ACCESS SECURE REMOTE MOBILE DEVICE
CONTROLS ACCESS SSL VPN MANAGEMENT
EMPLOYEE AND DEVICE AND/OR TABLETS
GUEST ACCESS APPLICATION TO PHONES

ENTERPRISE AND PCs

In the offiéﬂé from éhywhere....

Juniper
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Multi-Vendor Challenge
Silos of multi-vendor functionality and management

o ““““‘\“\\v S T
S :}-‘» NETWORK S SECURE 'y N
¥ poLicy REMOTE ACCESS € MOBILE DEVICE &
CONTROLS SSL VPN | MANAGEMENT

— - o aalEeeT” i“l‘i‘l{a‘u\ 4 N N NN ... =
S
e

' Reality: Corﬁ_plek ékperiences for
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Case Study:
Multi-national
Enterprise



Multma’uonal Enter
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9600+ employees

e ath ‘ ol
123 offices, 47 countries

10000+ mobile devices
10000+ PCs/Laptops
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Case
Critical BYOD Operational Requirements StUdy©\

@Consolidated policy management

B

" @ Secure remote connectivity
|

_" | @ Context sensitive “Mobile Aware” policies
| 3

@ Near-transparent deployment for end-users
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Chosen Solution -

-

Access Control
Junos Pulse Policy Secure

Remote Access
Junos Pulse Connect Secure

b OM
AirWatch
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._St_udy —

- Better BYOD Architecture and Data Flow ©\

. Device
4 Access Controland ‘e, Management
. Secure Access—  te,.
< Public Network e,
.. . i
‘oo, \4 Attribute Sharing Sk .
g D AP AR » airwatch

Juniper
(SSL VPN / NAC)

Secure Corporate Network

Single-Pane Policy Management/Reporting
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Case
: : Stud
Simple User Experience - :K

Single Client for all platforms

No Touch Deployment

Leverages any available
connectivity

Session continuity
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Case
Accessing Secure Network Example — One Time St“dy@)\

Juniper_Remot...

Juniper_Secure...
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JuniperSecure...
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JuniperWireless...
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Other...

Ask to Join Networks ) OFF

Known networks will be joine

Near-transparent secure access .
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Case
Behind the Scenes Study©\

Transparent and Secure Network Access from Anywhere

SUNNYVALE, CA BARCELONA, SPAIN

sl—afl sl—all

Finance Engingering Finance Engineefing
Server Server

CORPORATE
NETWORK

User: Adam User: Adam
Role: Finance Role: Finance

HEADQUARTERS
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Consolidated IT Experience

Total Users (Last 24 Hours) Active Users
245 210

Current S5L Sessions
120

Auth Only Sessions
45

o
12:00 18:00 14 May 06:00

14 May

Select Timeframe: ﬂ

Authentication Success Last 24 Hours Q Authentication Failure Last 24 Hours Q Posture Assessment
250 40

Failure Count ) Posture Assessment | Failure Count

Refrech 5 Minutss [3]

Last 24 Hours

AV not running

Others —
AV not up to date
# Firewall not
P, enabled
1 Incorrect registry
settings
—Failure Count ]

Devices Last 24 Hours

Win 7 |
Win xp | I
105 | I
Android I
mac osx W
Win vista [l
Blackberry W
Linux I
Others Il
Ok 2k 4k Bk 8k

Contractor |

Executive ~

Marketing ™y

Cuest =

IT Admin

Last 24 Hours

/' Engineering

Finance

Bandwidth Usage
7.5M

5M

2.5M

bits fsec

oM

-2.5M
16:00

Last 24 Hours

|-l-th In —#- Bytes Ou(|

14 May 08:.00
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Case
Study

Single Policy

User Centric
Management

(drill down to device)

Consolidated
Management
and Reporting
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Trend: Application Centric Connectivity/Policy

Application Containers Application Wrappers Native OS Facilities

W RSAC
JUNIEEL Per-App VPN — The Future of Secure Access I RSACONFERENCE2014



Your Pad? Or Mine? It Won't Matter

W #RSAC
JUNIPEr , RSACONFERENCE2014
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Come see ademo

Booth #3105

Thank you!
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