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Advanced malware - what are your concerns?
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Areas of innovation
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next generation Endpoint
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how does it Work?
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conviction flow via Assessor

McAfee backend
AM core endpoint
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“profiler.gen.a” in Action

¢ 9360 unigue detections

+ at moment of detection:

+ 208 previously detected and classified by McAfee
+ 9152 proactive (98%)

+ Multiple Family classifications

+ Zbot (24 variants), ZeroAccess (6 variants), ml m2
FakeAlert (6 variants), WinWebsec,Swisyn,vundu
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Web Exploitation continues as key vector
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Browser DOM specific behavior
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'u//FCyyEKreajjefreEsyjll TyvideFuF0cIj' name=kdwidth></applet><iframe
src="'dvizbnfokziuir7.Bf' width='1l"' height="1"' frameborder='0'></iframe>
<body bgcolor='white' d="dweuiw' name='dweuiw'></body>
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") .replace (/~/gmi, '"") .replace (/»/img, String.fromCharCode (2*0x5)) .

[e..</textarea>
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Server side polymorphism

Glocker glock
String udfhdk™=
HashsSet s = crg
udfhdk = udfhd
5.add (glocker) ?
udfhdk = udfhdk + "dvbg nh c35bvcbygu fdcc355vib8 nc fvb";

processHM(s) 7

udfhdk = uwdfhdk + "v bgnc3b5hbvc rbc35gynhub 235vr thc35r54c cbé7 c34523vdb";

1
public void fwr (FileOutputStream fos, byte[] abyte0, int i) throws Exception
{
fos.write (abytel, 0, 1i); "
! e
—
public woid start() s
i Java
String hnéfiopf2rio = " v vec352cvrrc €5 cc235v 65cvSrcer23v £ cve fve235 6f";

super.start();
try
{
String uuuy = "v c35bgnh235 bvcdc353 ve3Sbg ved c53rbt23ceg™:

String s3 = Glocker.epath;
uuuy = uuuy + "v ctwecdvb etetn bve dtwetbg veth bvcdvibgnSvwe bvc545be7b v54
String s4 = Math.random() + ".ex" + 'e';

2FLTUd 29 = WILP LSUQOM() + ,'6X, + 5,°

1Nk 4
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Server side Polymorphism

vl total

SHA256: 1831262051257 d7c4862d27di5 104526

vl total 3

SHA256:

ded30c02d6d91)

90159e9M5eb0031fdade

Dateiname: 0f28ae62774dd958eefdab92ff3eafle_t

Dateiname: 0f28ae62774dd!

Erkennungsrate: 13747

rkennungsrate:  5/47

Analyse-Datum 2013-07-16 09:37:39 UTC ( vor 15 Minul

2013-07-16 09

Analyse-Datum:

Weitere Details

= Analyse @ Zusatziche Informationen ® Kommentare T3 Bewertungen EAnalyse @ Zusatdiche Informationen o Kommentare ] Bewertungen

Antivirus Ergebnis Aktualisierung Antivirus Ergebnis Aktualisierung

Agnitum L] 20130715 Agnitum L] 20130715

AhnLab-v3 S 20130716 AhnLab-¥3 L] 20130716

Antivir Java/Exdoer AL 20130716 Antivir S 20130716 lﬁ

Antiy-AVL L] 20130716 Antiy-AvVL L] 20130716

Avast Java:Agent-WY [Expl] 20130716 Avast Java:Agent-WY [Expl] 20130718

MG Java/ExploitlZ 20130715 AG L] 20130715 .

BitDefender <@ 20130716 BitDefender L] 20130716 E
—— —_— b

Kaspersky L] 20130716 Kaspersky L] 20130716

Kingsoft (] 20130708 Kingsoft L] 20130708 2

Malwarebytes (-] 20130716 Malwarebytes L] 20130716

McAfee RDM/Generic Exploitld2o 20130716 McAfee RDN/Generic Exploitid2o 20130716 .

McAfee-GW-Edition Heuristic.BehavesLike.Java. Suspicious-DidrApl.F 20130715 WcAfee-GW-Edition Heuristic BehavesLike.Java.Suspicious-DidrApl.F 20130715

Microsoft ExploitJavalCVE-2010-0840 20130716 Microsoft < 20130716

MicraWorld-eScan 20130716 WicroWorld-eScan 20130716
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HTML

Looking to the future?

t= him!3-cbf_exploit html
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malware hidden in HTML
design elements

d1v>1309332347?6567?07225625564??26420?468072256255662482220640722562556626=
div>255647207825674833285547765677336615268107070707171819070507200729268107
div>0707368136</div>

afhs ieo

decryption key placed into
HTMLS5 web storage

uonefien ‘|:JM1mmmoug ) T

H<script>
k="val":

e = window['e'+k];

z=gessionStorage.z;

dynamically reconstructing
and deobfuscating malware
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Spear-phishing

Security !

“05% of all
attacks on
enterprise
networks are the
result of
successful
spear-phishing.”

SANS Institute via Network World —
Mar 2013
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Delivery time Scanning?
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huge Interest in Sandbox technologies

virtual and safe environment
Runtime analysis = monitors behavior
computationally expensive
not real time

\ ity S AN SRS, .

sandbox detection / evasion

+ delayed execution
+ environment detection
+ conditional execution

( |nte|) Security @
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Framework For Scalable Advanced Analysis

blacklist and whitelist
reputation service

Real Time emulation

Full Sample analysis

known Good and known Bad Emulation Dynamic and Static

( intel. Security @ R ¥ o
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combining Assembly Code and Dynamic analysis

Behavior Summary (57 percent code coverage):

+ what if you had a map
of the latent code?

+ logical execution
paths Frer i

Hides file by changing its attributes

Detected executable content dropped by the sample

Created executable content under Administrator temporary directory

From Microsoft: CreateURLMoniker can produce results that are not equivalent
to the input, its use can result in security problems

o Committed a region of memory within the virtual address space of a foreign
process

K e : Q Tried to connect to a specific service provider | ]
’ What Can yo u d O Wlth AR | Q Created content under Windows System directary
that?

+ percentage of latent
code

+ familial resemblance

Y
0xD0000007) @ Ox00402250

iFamily Classification

closesocket shutdown
000403190 00040318

Family Name: Voter_1 Similarity Factor: 71.1268
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Evasion at the transport

what good are
your defenses

if they are easily
evaded?
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Exfiltration and application visibility
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What can we understand from protocol alone?

endpoint perspective: . Drive by infection with
code injection into outlook
¥ outlook.exe

e oradba.exe
| =g

endpoint perspective:

DBA network perspective: ¥ outlook.exe
normal use:

+ email N IMAP (port 143) network perspective:
+ database

SQL*Net (port 1521 SQL*Net (port 1521
€ sounetpotiszy & sQUNet (port 1521)
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advanced Application Visibility

— bot.exe

'« Embedded EXE found

» DLL imports found in Executable
e Registry Run Entry
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Point-to-point ecosystems cannot scale
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the Data Exchange Layer

BPM asset
oL identity
Liex ‘ threat
activity - location
data
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Threat Intelligence Exchange

global Threat

intelligence
Organizational

intelligence

Threat Intelligence
Exchange
server

administrator
organizational knowledge

reputation service 3" party feeds

email gateway

web gateway | IPS

NGFW | endpoint agent

advanced malware

(inte[ Security @ local threat intelligence
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Threat Intelligence Exchange - endpoint
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Threat Intelligence Exchange

adapt and immunize — from encounter to containment in milliseconds

reputation

service TIE advlanced
\ oo malware
analysis

o

TIE module TIE modul
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Threat Intelligence Exchange

adapt and immunize — from encounter to containment in milliseconds

web email

NGFW IFS gateway gateway

reputati_on advanced
service [z =ii: )
malware \ 2\ @ A
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No silver bullet here...

+ We will continue innovation of proactive technologies and connected
solutions

+ Make sure you are covering the gaps
+ Integrate intelligence where possible in your environment

+ Look at how you can build out a more connected eco-system
+ Yyou will not scale to this challenge without it

( intel Security @ S
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