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The Security Problem

. Changmg & Dynamlc Complexity
Business Models Threat Landscape and Fragmentation
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The Industrialization of Hacking

Sophisticated Attacks,
Complex Landscape

Hacking Becomes
an Industry
Phishing, Low

Sophistication
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Would you do security differently if
you knew you were going to be
compromised?
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The New Security Model
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The New Security Model
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Lessons of the Attack Continuum

+ Security Technologies have a Scope of Application
¢+ Due to Scope, there can be no Silver Bullet technologies

¢ An advanced, modern approach to security will share information and
capabillities across all phases of the Attack Continuum

~4

—~———y

llllllllu W oiwrsac
CISCO. RSACONFERENCE2014



Strategic Imperatives

Visibility-Driven Threat-Focused Platform-Based

Broad SensorBase, @ Protection, Cloud-Based  Built for Scale, Consistent Control,
Context and Automation Security Intelligence Management

Network Endpoint Mobile Virtual Cloud H
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Visibility-Driven
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Need Both Breadth and Depth

Who What Where When How
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t Protect What You Can’t See
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Threat-Focused
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Detect, Understand, and Stop Threats

Collective Security
Intelligence

What @@QQ@@@O@OOO

Where

Threat Recorded
ldentified

Context Enforcement
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Continuous Advanced Threat Protection

)llective Security
Intelligence

@@QQ@@@O@OOO

Context s smmmiicicemeni Continuous Analysis

AMP, Threat Defense

ISE + Network Appliances (NGFW/NGIPS) AMP, CWS, Appliances
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Today’s Security Appliances
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Context-
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Traditional Malware
Firewall Functions

Functions
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Reduce Complexity and Increase Capability
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Centrallzed Management
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Network Control Device Control Cloud Services
Platform Platform Control Platform

Agpliances yirtua ost, Mobile, Virtual Hosted
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Only Cisco Delivers

Unmatched Continuous Advanced Threat Complexity
Visibility Capability Protection Reduction

Global Intelligence Point-in-Time and Detects and Stops Fits and Adapts

With Context Continuous Advanced Threats to Changing
Protection Across Business Models
the Network and where ever the

Data Center Threat Manifests
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Thank you.
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