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Today’s World: 
It’s not a matter of if, but when 
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1. Information wants to be free 

2. Code wants to be wrong 

3. Services want to be on 

4. Users want to click 

5. Even a security features can be used for harm (e.g. fake AV) 

6. The efficiency of a control deteriorates with time  

Our environment is naturally working against us 

Protect to Enable by Malcolm Harkins, 2012 

Why: Six irrefutable laws of information security 
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What: Attacks will eventually bypass defenses given time and persistence 

Mandiant M-Trends, 2012 
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And to further complicated things… 



#RSAC 

Why are you telling me what I already know? 

Because something has to change 
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Information security solutions market today 
Reactive 
Largely 
untapped 

Preventative   
 Saturated by 
hundreds of 
products 

Detective 
Mostly Fragmented 
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Typical enterprise resource allocations follow the market 
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What’s wrong this with picture? 
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The results can be messy 
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How do you respond when you cannot see? 
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Guess what is on that plane too? 
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So what is the answer? 
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Must Improve Our Visibility 

Change #1 
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Learning from the physical world 
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Change #1: Adjusted enterprise resource allocation 
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Need More Intelligence: 
Understand what is happening in the world 

around you, and how it applies to your 
environment 

Change #2 

Must also understand your adversary 
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What is Intelligence? 

 Tracking, analyzing and countering of digital security threats to 
determine: 

• Indicators of compromise 

• Techniques, tactics and procedures 

– Are we being targeted?  

• Threat actors 

– Who would target us and why? 

• Vulnerability intelligence 

– What is being exploited on the 
wild? 

• Attack attribution 

– Is this commodity or targeted? 
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Example: Cyber Espionage & Cyber Crime Vulnerabilities Exploited 

Mauricio Velazco - Blackstone, 2013 
 iSight Partners, 2013 

~5000 per year 
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Provide actionable recommendations  
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Change #2: Adjusted enterprise resource allocation 
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Shift From Reactive To Response: 
Now that you are more aware, you need 
capabilities, process and tools to respond 

 

Planned 

Change #3 
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This is nothing new, but… 
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Pages 7-18: Incident Response Plan 
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Pages 7-18: Incident Response Plan 
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Forensics is a key component of incident response often overlooked 
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•  Data Breaches currently require experts to figure 
out what happened with limited visibility and 
resources 
 
•  Response Costs increased by 75% 
from 2010 to 2011 ($200k → $341k) 
 
•  Likely due to an increase in attack 
sophistication, ease of attack new regulatory 
requirements, and shortage of skilled experts and 
solutions $0

$100,000

$200,000

$300,000

$400,000

2010 2011

$200K  
$341K  

Response / Forensics Costs per Breach 
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Breach Attacker Cost Defender Cost 
0 $2,795 $0 
1 $2,935 $200,000 
2 $3,075 $400,000 
3 $3,215 $600,000 
4 $3,355 $800,000 
5 $3,495 $1,000,000 
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Breach Attacker Cost Defender Cost 
0 $2,795 $0 
1 $2,935 $200,000 
2 $3,075 $400,000 
3 $3,215 $600,000 
4 $3,355 $800,000 
5 $3,495 $1,000,000 

2416 $341,035 $281,800,000 

Cost to respond in 2011 = $341K 
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This Is Simply Not Sustainable 
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Change #3: Adjusted enterprise resource allocation 
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Bringing It All Together 
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 Visibility 

– Detailed awareness of what is happening on the network and the host in real-time 

– Close collaboration with development, infrastructure and networking teams (e.g. Solarwinds) 

 Intelligence 

– Tuning defenses based on adversary actions and attack profiles 

– Risk-based intelligence patching for flaws commonly exploited by cyber espionage and cyber crime 

 Response 

– Workstation / laptop build methodology (e.g. offline files) 

– Automated integration of alerts for response / forensics in minutes down to the host level 

Examples of responding to this Call To Action 
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 Improve our visibility 

 Acquire more intelligence 

– Understand what is happening in 
the world around you 

– Understand your adversary 

 Shift from reactive to planned response 

 Don’t let the market drive your program 
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