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Presentation Outline 

 Reputation Management  
 What is Crisis Communications  
 Building Your Communications Strategy 
 Q & A 
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Reputation  
Management 
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Reputation Management 

 
“There’s no such thing as bad publicity”  
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Reputation Management  
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Bald Britney 
Carlos Danger (aka Anthony Wiener) 

Paula Deen 
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Target 
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• 313,000 results for “Target 
Breach” - vast majority of these 
are negative press articles 

• Blow to Target’s stellar corporate 
reputation and loss of trust 

• Damaged brand equity 
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Lots of Breaches 
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Reputation Management  

 Attacks and Data Breaches = Big News (why?) 
 Impact to customers  

 Financial losses due to fraud  

 Hacktivists, and other colorful cybercriminals 

 

 Security Events are Newsworthy…. 
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Reputation Management 

 
“It takes a lifetime to build a good reputation, 

but you can lose it in a minute.”   
              Will Rogers  
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How to Build Your 
Communications 
Strategy 



#RSAC 

According to the Internet (thanks Wikipedia)… 
 Crisis communications is a sub-specialty of the public relations profession that is designed to 

protect and defend an individual, company, or organization facing a public challenge to its 

reputation.  

 Communicate to major stakeholders (customers, partners, shareholders) 

 Mitigate reputational damage with facts  

 Affect the press “coverage trajectory” 

 Basically, put the fire out…from a PR standpoint  

 The best program can’t change the facts 

11 



#RSAC 

Getting Started – Operationalize 

3 Steps for Crisis Preparation  
 

 Understand the Risks  

 Write the Crisis Plan 

 Don’t Forget Social Media 
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Step 1: Understand the Risks 

 Who is motivated to attack your company? Why? 
 What are the technical vulnerabilities? Risks? 
 What are the risks to customers? Partners? 
 Engage your executive team with what you know 
 Know who is on your crisis team 
 And…why it is important for PR to be involved from “Zero Day”? 
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Step 2: Write the Crisis Plan 

 Work with your PR team/security staff  
 Lay out protocols for different attack scenarios 
 Prepare blanket public statements for various communications 

channels (analysts, investors, employee comms, ect.)  
 Set up coverage monitoring plans for online and social media 
 Outline your media strategy 
 Revisit and update the plan quarterly  
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Who do you notify? 
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Step 3: Don’t Forget Social Media  

 Understand how your company manages social media channels 
 Set up protocols in case your social media channel is the attack 

vector 
 Have your social media manager on speed dial 
 #Monitor 
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In an Attack – The Rules of Engagement 

 Gather the facts 
 Share what you know with your audience – be transparent 
 Communicate remediation! Tell people what you’re doing to fix 

technical issues 
 Equip your people and partners with the facts (*leave the press for 

your PR people) 
 If customers are impacted – do the right thing proportionally 
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Q & A 
 



Thank You! 
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Who do you notify? 
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In California 
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