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The Security Fog 
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standards SDL 

supply-chain security 

security bulletins 
user awareness training 

browser isolation two-factor authentication 

encryption 
incident response 

security controls 

threat intelligence 

whitelisting need-to-know 

SIEM virtualization 
sandbox 

compliance 

maturity model 

anti-malware 

penetration testing 

audit logs 
baseline configuration 

risk management framework 

continuous monitoring 
DLP 

threat feed 

certification 

assessment best practice 

governance 
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The Critical Security Controls 
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1) Inventory of Authorized 
and Unauthorized Devices 

11) Limitation and Control 
of Network Ports, 
Protocols and Services 

2) Inventory of Authorized and 
Unauthorized Software 

3) Secure Configurations for 
Hardware, Software on Laptops, 
Workstations, Servers 

4) Continuous Vulnerability 
Assessment and Remediation 

5) Malware Defense 

6) Application 
Software Security 

7) Wireless Access Control 

8) Data Recovery Capability 

9) Security Skills Assessment, 
Appropriate Training to Fill Gaps 

10) Secure Configuration of 
Devices such as Firewalls, 
Routers, and Switches 

20) Penetration Tests and Red 
Team Exercises 

19) Secure Network Engineering 

18) Incident Response Capability 

17) Data Protection 

15) Controlled Access 
Based on Need to Know 

14) Maintenance, Monitoring 
and Analysis of Audit Logs 

13) Boundary Defense 
12) Controlled Use of 

Administrative Privileges 

16) Account Monitoring 
and Control 
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A Community Approach 

 Gather the entire community 
 An ecosystem approach of People, Technology, Policy 

 Find what works  
 Identify, Validate, Promote, Sustain 

 Build a support network 
 Use Cases, working aids, communities-of-interest 

 Align to ongoing systems 
 Mappings, threat data, the marketplace 
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The Council on CyberSecurity 

 Website: www.counciloncybersecurity.org 

 Email:  info@counciloncybersecurity.org 

 Twitter:  @CouncilonCyber 

 Facebook:  Council on CyberSecurity 

 Address: 1700 N. Moore Street, Suite 2100, Arlington, VA 22209 
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