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Lessons We Will Learn: 
 I grew up ANALOGUE… 

 Security Folks Need to Think Less Binary (~Digital) 

 Music Industry / Security = Not so Different 

 

 Cyber-Physical Convergence was a GIVEN 
 The Show MUST go on = Mission Critical 

 Teach Failure First 

 

 Feedback is Your Friend 
 Time-Based Security Saves the Show! 

 High-Speed (Analogue) Detection, Reaction and Remediation 
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My Mom (1943) 
NBC Mastering Engineer 
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My Dad, NBC (1946) 
Oscilloscope and Radar Dev. WWII 
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Winn As Young TV Repairman 
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My Electronics Store 
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1961 
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High School Computer 



Going Pro at 16 
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My First Sessions 
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My First Lathe 



#RSAC 

Winn’s EPIC FAILS 
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Stevie Wonder & Bob Marley – 1975 
“Holiday Jamaica, Mon” (Free!) 
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Restoring Power 
(Remediation) 
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Stevie Wonder:  
Security Take-Aways 

 Cyber is Physical. 
 

 Power is GOD! 
 

 When the IT hits the fan…ask for forgiveness, not 
permission. 
 

 Let the crazy guy try something crazy. What do you 
have to lose when 100,000 people start to riot? 
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Liza With a ‘Z’ 
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Auto Sync (No Contingency) 
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Manual Sync (DR + Remediation) 
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Liza Minneli:  
Security Take-Aways 

 Can U Go Manual Synchronization Mode? 
 Develop test 

 Develop skills 

 Have the manual tools in a kit 

 Test the process 

 Regularly 

 Sync 
 Policy, AD, AS, Mobile, Backup, DR, etc. 

 Manual Mode available? 
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More Sync Failures  
(Single Point of Failure) 
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The Reality of Remotes: 
Take-Aways 

 “You know, it’s always 
something.” 

 Murphy has a tent city here. 
 One backup is not enough. 
 Always – always! – have 

Plan-B and Plan-C ready to 
go. 

 Overstaff. 
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Studio R-1: 
Flop, Flop, Fizz, Fizz 
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Supposed to Be… 
(Single Point, no DR) 
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What We Had To Do… 
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Studio R-1: 
Security Take-Aways 

 Learn How to ‘Patch’ Around Systems 
 

 Disaster Recovery 
 

 Graceful Degradation 
 

 Have a backup… Always! 
 



Systems 
(Think Analogue) 
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My First Studio (16 yrs. Old) 
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1969-1970: Complex Systems 
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Automation 
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Complexity 
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Turn All The Knobs 
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Turn All The V-Knobs 
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Complexity: 
Take-Aways 

 Breeds Problems 

 Tracing 

 Finding 

 Fixing 

 Introducing Error 

 Breeds Insecurity: 
 Too many options! 

 Engineer for Robust Simplicity 



It’s All About   Time 
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Time Based Security 

 Common Metric 
 Security 
 Privacy 
 Risk 
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Time Based Defense in Depth 

  P > D + R 
   

       P(d1) > D(d1) + R(d1) 
      
              P(r1) > D(r1) + R(r1) 
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Feedback 

Acoustic 

Electrical 

Mechanical 
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Adding TBS to Protection Process 

Protection  
Process 

Reaction Channel 

Start Clock 

Stop Clock 

If T > x, then R 

Process Request 

Process Approval 

Process Stopped? 
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Time Based Security: 
Take-Aways 

 Time is the under-utilized security metric 
 Feedback is a Time-Function 

  f(t) 
 Without feedback  

 Runaway Conditions 
 Resonance can be your friend… or your enemy 
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Final Rant 

 Think Analogue 
 

 Embrace Failure 
 

 More Hands-On Engineering 
 

 Learn Systems Thinking 
 

 Inter-Disciplinarianism  
 

 Always Employ Feedback 
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Comments, Q & A? 

Winn Schwartau 
 

+1 727 393 6600 
 

Founder, TheSecurityAwarenessCompany.com 
 

Winn@TheSecurityAwarenessCompany.com 
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