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Agenda

+ Anatomy of an Android app
+ Obtaining our target apps

+ Getting our hands dirty: reversing the target application

+ Demo using Santoku Linux
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Anatomy of an
Android app



Anatomy of an Android app

+ Simple ZIP file, renamed to
“APK” extension

+ App resources
+ Signature
+ Manifest (binary XML)
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& test.apk - + x
Archive Edit View Help
o g Open » T Extract |8 ® @
<] Back ﬁ Location: | &/
MName * |Size Type Date Modified
| META-INF 2.6kB Folder
|l res 5.9kB Folder
| AndroidManifest.xml 2.4kB XML docu... 19 December ...
classes.dex 38.5kB unknown 19 December ...
resources.arsc 3.2k unknown 19 December ...
5 objects (52.7 kB)
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Obtaining our target
apps



Getting the APK from the phone

3 &

O Fd@nsss

+ Backup to SD Card:
+ APKOptic

+ Astro file manager

Authenticator 2.49

Run
¢ €lc... |
Uninstall

Backup to SD Card

View in Market
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Getting the APK from the phone

+ Using ADB (Android Debug Bridge):
+ adb shell pm list packages

+ adb pull /data/app/package-name-1.apk

01
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santoku@santoku-VirtualBox:~$ adb shell pm list packages |egrep -v
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Downloading the APK from Google Play

+ Using unofficial Google Play API:
¢ https://github.com/eqirault/googleplay-api

+ Using a web service or browser extension:

o http://apps.evozi.com/apk-downloader/

« http://apify.ifcOnfig.com/static/clients/apk-downloader/
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Downloading the APK from Google Play

. Package name or Google Play URL
+ Using

_

com.evozi.deviceid

+ httg
Please make sure package name or URL is valid

VAR |

* USlng J/ % Android Device ID - Andr x L INGOOGIE PIAY URL
L C & ﬁ'ttps:.-"_.-"pIa}f.gmgle.t:ﬂm_.-"stor-t'—._.-":'.p:ai_.-"rif-taiﬁs:'i:I - ;‘;GI'I'I.F"-.-'I.')?i.d-Ek-'i-CF'I’EL
+ htty

3 m Generate Download Link

Advanced Setting «

L
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Getting our hands
dirty: reversing the
target application



Disassembling
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Apktool

+ apktool -
https://code.google.com/p/android
-apktool/

p/apk$ apktool d test.apk

+ Multi platform, Apache 2.0 license

+ Decode resources to original form
(and rebuild after modification)

+ Transforms binary Dalvik bytecode
(classes.dex) into Smali source
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Smali

B santoku@santoku-VirtualBox: /tm.../smali/com/viaforensics/android
File Edit Tabs Help

tName ()L

! #RSAC
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Decompiling — Java Decompiler

W wmc
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Dex2Jar

+ dex2jar - https://code.google.com/p/dex2jar/

+ Multi platform, Apache 2.0 license

+ Converts Dalvik bytecode (DEX) to java bytecode (JAR)

+ Allows to use any existing Java decompiler with the resulting JAR file

santoku@santoku-VirtualBox:/tmp/apk$ unzip test.apk classes.dex
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Java Decompilers

) Java Decompiler - ForensicsProviderListitem.class - + x
File Edit Navigate Search Help
- : = | ™| e
+ Jd-gui - http://jd.benow.ca/ classes-dexcjarjar .
~ H# com.viaforensics.android 4 ForensicsProviderListitem.class % | ForensicsProvii b =

¢ Multl platform i gaﬂotgic.:l_ose backage com.viaforensics.android.view;
conten

P [J] LargeContentManager | |#|import com.viaforensics.android.providers.ForensicsProv

’ Closed Source v M logs public class ForensicsProviderListItem

P [J] DebuglLogger f

v Hos private Boolean isChecked;

¢ JAD = http ://Varan eCkaS : CO m/l ad/ P [J] ExternalStorageHand] private ForensicsProvider provider;

<~ {8 providers

b [J) CSVCharEscapeWrapp public ForensicsProviderListItem(ForensicsProvider pz
- ) ) {
’ MUItI platforl I l P [I) CSVForensicsProvider this.provider = paramForensicsProvider;
P [1] CallLogProvider this.isChecked = paramBoolean;
P [J] ForensicsProvider 1
¢ Closed Source P [J] MmsPartsProvider .
, public Boolean getIsChecked()
~ 8 util {
- P[] PackageManagerHelpe return this.isChecked;
2 CO“““and Ilne i view }

R — hd nuhlier CnranciccBrouidnr andDrowridned |

+ Others: Dare, Mocha, Procyon, ... - "
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Decompiling — Android (Dalvik) decompiler

W wmc
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Dalvik Decompilers

+ Transforming DEX to JAR looses important metadata that the
decompiler could use.

+ Pure Dalvik decompilers skip this step, so they produce better output

+ Unfortunately there are not as many choices for Android decompilers
as for Java decompilers:

+ Open Source: Androguard’s DAD - https://code.google.com/p/androquard/
¢ Commercial: JEB - http://www.android-decompiler.com/
+ Others?

) S
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Demo — Santoku Linux

¢ Santoku Linux -
https://santoku-linux.com/

+ Mobile Forensics
+ Mobile Malware analysis

+ Mobile application
assessment
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santoku-devel (Vialab 1.0.2) [Running] - Oracle VM VirtualBox

@A ogu

(28 Accessories P

&% Games [ = AntiLVL

# Graphics > B = & APKTool

@ Internet 3 -_ & Baksmali

™ Office » B & [ Bulb Security SPF
»

8 = dex2jar §
i Development Tools P | = jad e | > Sponsored BY
3 sound & video » | & Device Forensics P Jasmin ol - =
< system Tools » ‘ i Penetration Testin P | % JD-GUI .‘_ ‘\\ VIA
[%] Preferences 3 ‘\;' g | % Mercury Framework : § D
| | | ’ e secury
Run ‘ @ Wireless Analyzers P v radarez OdVGnCmQ mobl Se(,l.my
“ Logout | @ Help = smali
-_— W [ © Tutorials I vialab ) 8 71659 O

D@80 @ BALGr+Left Alt

20
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Summary

+ APK files are ZIP files, can be extracted with any unzip utility

+ Apktool helps extracting binary resources, and allows repacking
+ Dex2jar converts Dalvik Bytecode to Java Bytecode

+ Pure Android decompilers are better

+ Santoku Linux has all the tools you need to reverse engineering
mobile apps

ﬂ wilf
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Q&A | Contact | Feedback

+ Thanks for IiStening... |

20 @pof
& github.com/poliva

poliva@viaforensics.com
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