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Setting Context: Increasing Trust

+ Devices include open environments with many applications being downloaded

+ More and more services are accessible with more and more value

+ At the same time, users and services providers are looking for trust and convenience

+ Mobile is now becoming the first entry point to digital life (more mobile than PCs)

+ Hacking activity is also now focusing more and more on mobile and other devices

« Security technology must answer to increasing needs and hopefully be ahead of malicious activities
+ Continuous investment and innovation is also key in security

+ Ensuring a ‘trust path’ for service delivery is a critical component for any Mobile ID strategy
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Setting Context: Threats are Real
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= TIMES 1 .
THE TRISH — E In one year, Android malware up 580%, 23

elégraph: 39 I;,#, - of the top 500 apps on Google Play deemed
IHE IRISH 1 NEWS | —Pen, ‘high risk’

vV News

LLI%E EES—T-:-LLGQ—;GQ How to hack a cell phone

into a spy device (YouTube)

How to hack a cell phone to have free phone calls?
Control a cell phone remotely and make ‘free’ calls with
the Bluetooth Hack (You Tube)

Data hacking — somebody viewing or stealing information stored
on your phone e.g. phone numbers, bank account details and emails.
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Context Setting: Device Technologies

Rich OS Trusted Execution Secure Element
Environment Environment (TEE) (wh!ii)sem)
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GlobalPlatform Positioning
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GlobalPlatform Positioning
GlobalPlatform is the standard for managing applications on secure
chip technology
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Three Mobile Environments

Only software

No extra cost Low protection

RichOS

Software and Hardware

Low extra cost Medium protection

Software and Tamper resistant HW

Extra cost High protection

Trusted
Execution
Environment

Secure Element
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Standardizing the Secure Element
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Definition — Secure Element (SE)

+ An SE is a tamper-resistant platform (typically a one chip secure microcontroller)
capable of securely hosting applications and their confidential and cryptographic
data (e.g. key management) in accordance with the rules and security
requirements set forth by a set of well-identified trusted authorities.

+ There are three different form factors of SE: Universal Integrated Circuit Card
(UICC), embedded SE and smart microSD. Both the UICC and smart microSD
are removable. Each form factor links to a different business implementation and

satisfies a different market need.
UICC Embedded Smart microSD

gt

O

- - =

GLoBALPLATFORM® Aco}i?m_gﬁcézom



= =  GlobalPlatform is form factor agnostic

= O== Secure Element : ,
= \_/_= (SE) OBJECT e Configurations today support:
e UICC

e Embedded SE
e Smart microSD

* Endorsed by

Qualified Product Available Today
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Standardizing the Trusted Execution
Environment
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Definition — Trusted Execution Environment
(TEE)

+ The TEE is a secure area that resides in the main processor of the mobile handset and
guarantees that data is stored, processed and protected in a trusted environment. It
assists in the control of access rights and houses sensitive applications, which need to
be isolated from the rich operating system (OS).

Content " ' Mobile Financial Services j. Corporate
Protection '
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The TEE

Open to increasing
threats

=

Rich OS Application Environment Y

TEE provides
from rich OS such as Android

TEE runs on the

TEE has to platform
and device resources

Technology already massively
deployed
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TEE: The Security Tool Box for Services

GLOBALPLATFORM

Hardware-based
TEE Functions

e Code and data isolation

» Secure cryptography

e Secure storage

e Secure clock

e Trusted user interface

e Secure Element interface
e Administration scheme
 Network interface

* Biometry

C-Language based environment

GLOBALPLATFORM-
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Value for Secure App Providers
includes

« Device authentication

e User authentication

* Protection of any sensitive SW
engine

» Digital signature and encryption

e Secure mass storage

e Secure communication to server
and/or SE

e Secure functionality to be
managed over-the-air
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Growing TEE Momentum

£ More and more TEE
=§ Trusted Execution Environment fO”OWE!‘S Within

’ = (TEE) OBJECT
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SoC and hardware IP vendors Service providers
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http://www.arm.com/
http://www.sprint.com/?INTNAV=ATG:HE:Logo
http://www.globalplatform.org/membershipcurrentview.asp?id=81
http://www.trusted-labs.com/

Complying with the Standards
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GlobalPlatform Compliance Program
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Resources
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GlobalPlatform Members
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http://www.ftsafe.com/
http://www.arm.com/
http://www.felicanetworks.co.jp/index.html
http://www.barclays.co.uk/
http://www.sprint.com/?INTNAV=ATG:HE:Logo
http://www.trusted-labs.com/
http://www.globalplatform.org/membershipcurrentview.asp?id=108
http://www.poste.it/en/index.shtml
http://www.globalplatform.org/membershipcurrentview.asp?id=81
http://www.globalplatform.org/membershipcurrentview.asp?id=155

Visit us @ www.globalplatform.org
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The Standard for Managing Applications
on Secure Chip Technology

Become a Member Spotlight

Influen

Specifications

Join Now >

Technical Priorities GlobalPlatform News
Mohile Task Force 22 Dec 10 - GlobalPlatform Redefines Industry
owvernment Task Force Positioning
7lard Committee 20 Dec 10 - GlohalFlatform Announces MNew /2 \
evice Committee Board GLOBALPLATFORM lons. Learn more
fysterns Committes 03 Dec 10 - Compliance Program Update W, =W aboutthis a
02 Dec 10 - Executive MNewslettar FFIND qualified products

Wore news
atest GlobalPlatform Technology Events a CISEEIFERE{HH RS ENMEUNEEE) [

2010 Global Events Calendar Board of Directors for fiscal yvear

2011 following its annual elections. a_
Find out the results here

To download GlobalPlatform's
UICC Configuration and other
documents {free to members) click Enter Email Address Member
L here. 3 GlobalPlatform has repositioned its

tagline and mission staterment to

I want to receive specfication updates

align with its changing position in
the marketplace. Read the full
press release.




Thank youl!
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