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Setting Context: Increasing Trust 
 Devices include open environments with many applications being downloaded 

 More and more services are accessible with more and more value 

 At the same time, users and services providers are looking for trust and convenience 

 Mobile is now becoming the first entry point to digital life (more mobile than PCs) 

 Hacking activity is also now focusing more and more on mobile and other devices 

 Security technology must answer to increasing needs and hopefully be ahead of malicious activities 

 Continuous investment and innovation is also key in security 

 Ensuring a ‘trust path’ for service delivery is a critical component for any Mobile ID strategy 
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Setting Context: Threats are Real 

How to hack a cell phone to have free internet  

How to hack a cell phone  
into a spy device (YouTube) 

In one year, Android malware up 580%, 23 
of the top 500 apps on Google Play deemed 
‘high risk’ 
 

Data hacking – somebody viewing or stealing information stored  
on your phone e.g. phone numbers, bank account details and emails.  

How to hack a cell phone to have free phone calls? 
Control a cell phone remotely and make ‘free’ calls with 
the Bluetooth Hack (You Tube) 
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Context Setting: Device Technologies 

Rich OS 
Environment 

Trusted Execution 
Environment (TEE) 

Secure Element 
(SE) 

(when present) 

Functionality    

Performance    

Memory Size Access    

Peripherals Access (display, 
touchscreen, video 
decoder/renderer, …) 

  N/A 

Attack Resistance  
 

(designed for SW-based attacks 
resistance) 

 
(tamper-resistant) 
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GlobalPlatform Positioning 

Across several market sectors and in converging sectors 

GlobalPlatform is the standard for managing applications on secure 
chip technology 

 

Trusted 
Execution 

Environment 

Secure  
Element 

AND 
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Three Mobile Environments 

8 
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Standardizing the Secure Element 

9 
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Definition – Secure Element (SE) 
 An SE is a tamper-resistant platform (typically a one chip secure microcontroller) 

capable of securely hosting applications and their confidential and cryptographic 
data (e.g. key management) in accordance with the rules and security 
requirements set forth by a set of well-identified trusted authorities.  

 There are three different form factors of SE: Universal Integrated Circuit Card 
(UICC), embedded SE and smart microSD. Both the UICC and smart microSD 
are removable. Each form factor links to a different business implementation and 
satisfies a different market need.  

10 

UICC Embedded  
SE 

Smart microSD 
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SE 
• GlobalPlatform is form factor agnostic 
• Configurations today support: 

•  UICC 
•  Embedded SE 
•  Smart microSD 
 
 
 

•  Endorsed by 

Qualified Product Available Today 

http://images.google.fr/imgres?imgurl=http://www.mobigeeks.fr/reviews/3gsm2006/gsma.JPG&imgrefurl=http://www.generation-nt.com/3gsm-2006-la-lutte-contre-le-spam-mobile-s-organise-actualite-39073.html&h=91&w=113&sz=4&hl=fr&start=3&sig2=BfXT5e3R_2ugNqcbzZ41yw&tbnid=xqqgdzPE0bCFqM:&tbnh=69&tbnw=86&ei=NZE0R77pMJWIgQLCvujYDA&prev=/images?q=GSMA&gbv=2&svnum=10&hl=fr
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Standardizing the Trusted Execution 
Environment 

12 
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Definition – Trusted Execution Environment 
(TEE) 
 The TEE is a secure area that resides in the main processor of the mobile handset and 

guarantees that data is stored, processed and protected in a trusted environment. It 
assists in the control of access rights and houses sensitive applications, which need to 
be isolated from the rich operating system (OS).  

Content 
Protection 

Key Protection 
Content 

Protection 

 

Mobile Financial Services 

User Authentication 

Transaction validation 

 

Corporate 

User Authentication 

 Data Encryption 
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The TEE 
• TEE provides hardware-based 

isolation from rich OS such as Android 

• TEE runs on the main device chipset 

• TEE has privileged access to platform 
and device resources (user interface, 
display controller, memory controller, 
hardware decoder/renderer, crypto 
accelerators, SEs…) 

• Technology already massively 
deployed 

Open to increasing 
threats 

Isolation of sensitive 
assets 
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TEE: The Security Tool Box for Services 

• Code and data isolation 
• Secure cryptography 
• Secure storage 
• Secure clock 
• Trusted user interface 
• Secure Element interface 
• Administration scheme 
• Network interface 
• Biometry 

Hardware-based  
TEE Functions • Device authentication 

• User authentication 
• Protection of any sensitive SW 

engine 
• Digital signature and encryption 
• Secure mass storage 
• Secure communication to server 

and/or SE 
• Secure functionality to be 

managed over-the-air 

Value for  Secure App Providers  
includes 

C-Language based environment 
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Growing TEE Momentum 
More and more TEE 

followers within 
GlobalPlatform 

SoC and hardware IP vendors 

TEE OS vendors Device vendors 

Service providers 

Mobile network operators 

Test and security labs Trusted service managers 

http://www.arm.com/
http://www.sprint.com/?INTNAV=ATG:HE:Logo
http://www.globalplatform.org/membershipcurrentview.asp?id=81
http://www.trusted-labs.com/
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Complying with the Standards 
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GlobalPlatform Compliance Program 

18 

36 Test Tools from 
5 Member Companies 

7 Qualified Test Labs 
Operated by  

5 Member Companies 

64 Qualified Products 
Card and TEE  from  

13 Different Companies 
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Resources 
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TM 

GlobalPlatform Members 

http://www.ftsafe.com/
http://www.arm.com/
http://www.felicanetworks.co.jp/index.html
http://www.barclays.co.uk/
http://www.sprint.com/?INTNAV=ATG:HE:Logo
http://www.trusted-labs.com/
http://www.globalplatform.org/membershipcurrentview.asp?id=108
http://www.poste.it/en/index.shtml
http://www.globalplatform.org/membershipcurrentview.asp?id=81
http://www.globalplatform.org/membershipcurrentview.asp?id=155
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Visit us @ www.globalplatform.org 

kevin_gillick@globalplatform.org 

White 
Papers 

Specifications 

Become 
a 

Member 
 Organization 
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Thank you! 
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