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How do you build a bunker?

+ Focus on assets
+ Design and architect systems
+ Leverage worked examples

+ Recognize your are managing risk
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Focus on assets to protect truly critical information
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Design and architect systems

Key Elements

e Presentation services
e Service Connectivity

e Business Services
e Data Services

e Backend Connectivity

¢ Instrumentation and
monitoring

e Identity Management

e Malicious Activity
Detection

Data Sources ! Services f
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Worked Example — Online Banking Systems
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Asset Protection and Controls

Key Considerations

» Enable System and
Users to identify
suspicious activities
and transactions

 Limit transactions to
minimize threat surface

* Layered defenses and
feedback
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Recognize you are managing business risk

Threat Actors
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Takeaways

+ System architecture begins with security

+ Manage the transaction surface

+ Plan for multi-layer prevention, detection, and remediation
+ Leverage knowledge, experience, and existing systems

+ Build to specific requirements

+ System architecture ends with business
— making your business resilient
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