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How do you build a bunker? 

 Focus on assets 

 Design and architect systems 

 Leverage worked examples 

 Recognize your are managing risk  
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Focus on assets to protect truly critical information  
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Design and architect systems 
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Worked Example – Online Banking Systems 
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Asset Protection Controls 
Key Considerations 

 

• Enable System and 
Users to identify 
suspicious activities 
and transactions 

• Limit transactions to 
minimize threat surface 

• Layered defenses and 
feedback  
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Recognize you are managing business risk 

7 

Threat Actors 

Ac
tio

ns
 

Controls  

• Capability 
• Intent 
• Activity 

• Sophistication 
• Privilege  
• Access 

Competent 
Attempt 

• Sophistication 
• Access 
• Detectability 

• Monitoring 
• Policy  
• Limits 

System  
Vulnerability 

Business Risk 

Network Services 

Data Security 

Threat Action 
Consequence 

Support to 
Business Activities 

Incident  

http://images.google.com/imgres?imgurl=http://4.bp.blogspot.com/_h6_Dg4L8xOo/R7UyQsxy6CI/AAAAAAAAAKo/-DhQRSbM0OQ/s200/art.cyber.thief&imgrefurl=http://techfunk.blogspot.com/2008_01_31_archive.html&usg=__GzJVrnZKqPhuz4z67VhsqMJYkPE=&h=150&w=200&sz=7&hl=en&start=39&itbs=1&tbnid=b6r6EPmk0GW9eM:&tbnh=78&tbnw=104&prev=/images?q=cyber+thief&start=21&hl=en&safe=off&sa=N&gbv=2&ndsp=21&tbs=isch:1
http://images.google.com/imgres?imgurl=http://www.lanjenresources.com/j0399836.jpg&imgrefurl=http://www.lanjenresources.com/businessapplications&usg=__wGJgcG9cNmuHPtA6DsxD90RXwK8=&h=1024&w=1024&sz=135&hl=en&start=33&itbs=1&tbnid=4HVVxMBS1KegRM:&tbnh=150&tbnw=150&prev=/images?q=business+applications&start=21&hl=en&safe=off&sa=N&gbv=2&ndsp=21&tbs=isch:1
http://images.google.com/imgres?imgurl=http://russellthomas.files.wordpress.com/2007/06/01data.jpg&imgrefurl=http://russellthomas.wordpress.com/2007/08/08/hacking-the-johnsons/&usg=__DQN0wC5pGqmxZWxlqgPAaOqdxwo=&h=271&w=271&sz=23&hl=en&start=13&itbs=1&tbnid=vrGwVuO4QfatqM:&tbnh=113&tbnw=113&prev=/images?q=data+security&hl=en&safe=off&gbv=2&tbs=isch:1
http://images.google.com/imgres?imgurl=http://images.clipartof.com/small/28947-Clipart-Illustration-Of-Blue-And-Red-Profit-And-Loss-Arrows-On-A-Business-Graph.jpg&imgrefurl=http://www.clipartof.com/details/clipart/28947.html&usg=__S6GXtkBbaBa68Ou1qqa-dp7fzW4=&h=415&w=450&sz=104&hl=en&start=10&itbs=1&tbnid=BnoczR2m49vlyM:&tbnh=117&tbnw=127&prev=/images?q=business+profit&hl=en&safe=off&sa=N&gbv=2&ndsp=21&tbs=isch:1


Presenter’s Company Logo 
– replace on master slide 

#RSAC 

8 

Takeaways  

 System architecture begins with security 

 Manage the transaction surface 

 Plan for multi-layer prevention, detection, and remediation 

 Leverage knowledge, experience, and existing systems 

 Build to specific requirements 

 System architecture ends with business  
– making your business resilient 
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