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Objective

¢ To challenge incident responders to change the way we approach
iIncident response evictions by studying our adversaries’ responses
to stimuli
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Eviction Strategies

¢ Ad Hoc - playing whack-a-mole

+ Containment — restricting assets or access points
¢ Compartmented — remediating segments

+ Failover — executing disaster recovery plan

¢ Full Scope — hunting for access points
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#RSAC

Eviction Strategies

¢ Ad Hoc - playing whack-a-mole
+ Containment — restricting assets or access points
.

4

¢ Full Scope — hunting for access points
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Ad Hoc Eviction
TG-1588

3/27
Threat actors
gain entry

~

O Actions on Objective

a/1
March April
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Ad Hoc Eviction
TG-1588

4/11
3/27 Closeout commences
Threat actors after discovering
gain entry data exfiltration

4/12 - 4/13

/ Weekend

O Actions on Objective ) i )

4/1
March April
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Ad Hoc Eviction
TG-1588

4/11
3/27 Closeout commences
Threat actors after discovering
gain entry data exfiltration 412 - 4/13
Weekend
O Actions on Objective
a/1
March » i
414 s
PlugX RAT installed T PlugX RAT installed
with new C2 and LT with new C2and
DNS tunneling mode T DNS tunneling modg/

No change to host configuration of PlugX RAT
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Ad Hoc Eviction
TG-3390

April \\“‘n‘\ December

12:43
Host1
compromised

\

13:00
12:30 14:00
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Ad Hoc Eviction
TG-3390

Ap‘:ril 5“‘*\\\5 13:47 December
12:43
Hostl 12:49 " 4306 13:33 13:41 e )
Host2 Host3 ~~--._  Host4 Host5 il el

compromised
|

compromised compromised compromised compromised
vt )

-’
) 13:00

12:30 14:00
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Ad Hoc Eviction
TG-3390

4/21
PlugX C:\USERS\ADMIN\APPDATA\
sleeper agent ROAMING\MICROSOFT\
deployed WINDOWS\START MENU\
PROGRAMS\STARTUP\53_443.EXE

at \\\\\H 13:47 December
12:43
Host1 b -13:06 13:33 13:41 v ;
Host2 Host3 ~~--___ Host4 Host5 compromise

compromised compromised coﬁﬁﬁromis_gt_i compromised

13:00

|
|

I

E
compromised
1

|

‘

|

i

|

i

‘

PlugX ) ) )

14:00

@ SecureWorks

11 RSAConference2015




Ad Hoc Eviction
TG-3390

4/21
PlugX C:\USERS\ADMIN\APPDATA\ 12/16
sleeper agent ROAMING\MICROSOFT\ PlugX
sleeper agent
deployed WINDOWS\START MENU\
PROGRAMS\STARTUP\53_443.EXE executed

Ap:r" KH\K\H 13:47 December
o 12:43
" Hostl > -13:06 13:33 13:41 vt .
liom romised Host2. H05t3\‘“\\\Host4 Host5 compramise:
e compromised compromised corbro R o =24
) ) PlugX ) ) ) ;
13:00
12:30

14:00
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Ad Hoc Eviction
TG-3301

IlI-l-_ll R b el JI_I | L

i ’
Spp ‘ Oct Nov Dec Jan Feh Mar Apr May Jun
Initial entry Low and slow Extensive data
activity exfiltration

Sysadmin unknowingly
deletes staged archives
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Containment Eviction
TG-0416

9/16
9/15 Global groups
Credentials dumped obtained from
from host remote servers

i

September September

C:\Windows\update.exe -a »
C:\windows\1.txt
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Containment Eviction
TG-0416

9/16 9/19
9/15 Global groups AD contents
Credentials dumped obtained from obtained
from host remote servers from DC
September September

C:\Windows\update.exe -a >
C:\windows\1.txt

C:\hp\csvde.exe -u -f sa.csv -s
sa.domain.com
C:\hp\r.exe a csv.dll -m5 *.csv
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Containment Eviction

TG-0416

9/16 9/19 9/22
9/15 Global groups AD contents Shopping list
Credentials dumped obtained from obtained cra
from host remote servers from DC
September September
C:\Windows\update.exe -a > dir /s r:\ > c:\\windows\r.txt
C:\windows\1.txt C:\hp\rar.exe a r.dll -m5 r.txt

C:\hp\csvde.exe -u -f sa.csv -s
sa.domain.com

C:\hp\r.exe a csv.dll -m5 *.csv
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Containment Eviction
TG-0416

9/16 9/19 9/22
9/15 Global groups AD contents Shopping list 9/23
Credentials dumped obtained from obtained . o File server
from host remote servers from DC access blocked
September September
C:\Windows\update.exe -a > dir /s r:\ > c:\windows\r.txt
C:\windows\1.txt C:\hp\rar.exe a r.dll -m5 r.txt

C:\hp\csvde.exe -u -f sa.csv -s
sa.domain.com
C:\hp\r.exe a csv.dll -m5 *.csv
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Containment Eviction
TG-0416

9/16 9/19 9/22
9/15 Global groups AD contents Shopping list 9/23 9/24 9/24
Credentials dumped obtained from obtained created File server RAT deployed Data exfiltrated
from host remote servers from DC access blocked to new host from file server

i -~
—

September September

C:\Windows\update.exe -a > dir /s r:\ > c:\windows\r.txt
C:\windows\1.txt C:\hp\rar.exe a r.dll -m5 r.txt

C:\hp\csvde.exe -u -f sa.csv -s
sa.domain.com C:\hp\rar.exe a fs1.dll -m5 *.pdf
C:\hp\r.exe a csv.dll -m5 *.csv
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Full-Scope Eviction
TG-3390

01:10-01:25
External recon using
google.co.jp to find
remote access solutions

A g } ) } )

01:00 06:00
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Full-Scope Eviction
TG-3390

01:10- 01:25
External recon using
google.co.jp to find
remote access solutions
01:52
Vendor credentials
used to VPN

01:00 06:00

w_/

01:25 - 01:52
VPN brute
force attempts
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Full-Scope Eviction
TG-3390

01:10-01:25 01:54
External recon using Domain admin
google.co.jp to find account locked out

remote access solutions
01:52
Vendor credentials
used to VPN

01:00 06:00

R/_/

01:25-01:52
VPN brute
force attempts
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Full-Scope Eviction
TG-3390

01:10-01:25 01:54
External recon using Domain admin
google.co.jp to find account locked out

remote access solutions
01:52

Vendor credentials
used to VPN

VPN l

01:00 H/—/ 06:00
01:25-01:52 02:23 - 02:58
VPN brute ASPXTool
force attempts web shell activity
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Full-Scope Eviction
TG-3390

01:10- 01:25 01:54 03:49 - 04:27 04:33 05:16
External recon using Domain admin Secondary tools Credentials  ynknown tool
google.co.jp to find account locked out e downloladed from dumped run on

remote access solutions 7 ) compromised websites  from DC  Eychange server

_ // Attempted download
01:52 / of secondary tools Y
Vendor credentials from blocked IB 05:01-05:06

used to VPN Secondary taols
downloaded

)

y

VPN ™~ ) VPN

e

01:00 06:00
w_/ ﬂ/—/ /
01:25-01:52 02:23 - 02:58 03:58 -05:18
VPN brute ASPXTool ASPXTool
force attempts web shell activity web shell activity
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Full-Scope Eviction
TG-1314

9/11
PHP vulnerability
exploited to
gain entry

CJIIIIIIlhlllllllllliiIIIIIIIIIIIIIIIIIIIIIiIIIIIIIIIIIIIIIIIIIIIJIIIIIIIIIIIIIIIIIIIIIIJIIIIIIIIII)

September lanuary
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Full-Scope Eviction
TG-1314

9/11
PHP vulnerability
exploited to
gain entry

\ J

September Y January

9/11-12/14
Linux environment
compromised
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Full-Scope Eviction

s 12/14
PHP vulnerability :
4 Threat actors evicted
exploited to
gain entry

) } ] J ) } )

September Y lanuary

9/11-12/14
Linux environment
compromised
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Full-Scope Eviction
TG-1314

1/9
Spearphishes sent
9/1
PHP vul}:'le:tabilit 12/14 to 25 employees 1/10
exploited to . Threat actors evicted 9 users
p’ receive payloads
gain entry

Q—Iﬁ——i M M

\ J

September Y January

9/11-12/14
Linux environment
compromised
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Full-Scope Eviction
TG-1314

1/9
Spearphishes sent
9/11
/ - 12/14 to 25 employees 1/10
PHP vulnerability ; 9 users 1/16
loited to Threat actors evicted : Threat actors
wp receive payloads " _

gain entry evicted, again

i No activity !I i '
\ y \,T#
September Y uary

9/11-12/14 1/10- 1/16

Linux environment : .
. Windows environment
compromised ;
compromised
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Full-Scope Eviction
TG-1588

1/4
Threat actors
evicted

7

January May
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Full-Scope Eviction
TG-1588

1/4
Threat actors
evicted

January May

1/12
C2 domains
resolved to
new IPs
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Full-Scope Eviction
TG-1588

1/4
Threat actors
evicted

January May

1/12
C2 domains 1/16
resolved to Failed re-entry
new IPs attempt
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Full-Scope Eviction
TG-1588

1/4
Threat actors
evicted

Development | | ;

January May

1/12
C2 domains 1/16

resolved to Failed re-entry
new IPs attempt
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Full-Scope Eviction

TG-1588
1/4 3/27
Threat actors Threat actors
evicted re-entered

Development ) | | ;

January May
1/12
C2 domains 1/16
resolved to Failed re-entry
new IPs attempt
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Full-Scope Eviction

TG-1588
1/4 3/27 4/15
Threat actors Threat actors Threat actors
evicted re-entered evicted, again
Development ) l I ' ;
January May
1/12
C2 domains 1/16
resolved to Failed re-entry
new IPs attempt
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Full-Scope Eviction

1/4 3/27 4/15
Threat actors Threat actors Threat actors
evicted re-entered evicted, again
Development )
January May
1/12 4/19
C2 domains 1/16 C2 domains
resolved to Failed re-entry resolved to
new IPs attempt new [Ps
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Full-Scope Eviction

TG-1588
1/4 3/27 4/15
Threat actors Threat actors Threat actors
evicted re-entered evicted, again
Development )
January ay
1/12 4/19 5/4
C2 domains 1/16 C2 domains C2 domains
resolved to Failed re-entry resolved to resolved to
new IPs attempt new IPs loopback IP
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| essons Learned

Incident response is often a marathon, not a sprint
Apply Occam’s razor

Conduct root cause analysis

2
.
.
¢ Don't throw the first punch unless you have a plan to win
+ Weekends are your friend

.

Order of execution for eviction steps is important
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Conclusion

¢ Implement and practice targeted threat response plan

¢ Accurately assess the threat and the risk to determine best
eviction strategy

® & ¢ o

4

Ad-Hoc
Containment
Compartmented
Failover

Full Scope

¢ Improving defense = reducing time to detect and effort to respond

#
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Thank You




