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Data Science is...

¢ "Data scientist is just a sexed up word for statistician."

¢ Data Scientist (n.): Person who is better at statistics than any
software engineer and better at software engineering than any
statistician.

¢ “Data science is the process of formulating a quantitative question
that can be answered with data, collecting and cleaning the data,
analyzing the data, and communicating the answer to the question
to a relevant audience.” -




¥ oosec
[Security] Data Science is... -

a shift from security as opinions and blind
“best practice” towards security as a science.

¢ Are insiders more of a threat that external actors?
¢ Should new patches take precedence over old?
¢ Where should | invest my security budget?

¢ (question the stuff that can actually make a difference)




Substantive
Expertise

Communications

SOURCE: Drew Conway

Basic Process

Form a [Research] Question
Acquire & “clean” data

Analyze Data

Examine Outcomes

Visualize & Communicate Results
Lather, rinse, repeat




Communications

Danger Zone Process

e Get some (any/convenient) data
e COUNT ALL THE THINGS

Substantive e Make a dashboard / PowerPoint

Expertise

SOURCE: Drew Conway
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Finding Your Way
In IPv4 Space
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Representation of IPv4 Space

¢ |Pv4 address
¢ 32-bit integer canonically represented by 4 octets (“10.20.30.40")

¢ Fits inside a subnet ("10.20.30.0/24") which is nothing more than a
range of 32-bit integers
2

¢ On the internet, IPv4 blocks are allocated to regional registries,
grouped into Autonomous System (AS) numbers

¢ These registries then assign AS numbers to organizations

¢




But first, we need some old-school math
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Visual Representation of IPv4 Space

David Hilbert

1891




Hilbert Curves
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Visual Representation of IPv4 Space
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Top 12 Countries of the Internet

Reset Image B Reset Countries

Drag to pan
Click to z00m at that location,
Shift-click to z00m out.
Mousewheel up/down over the canvas
10 zo0m in to/out froem that Jocation.

Select country to remove it from the Hilbert map
Use "Reset Image” 10 9o back to the original sive.
Use "Reset Countries” to enable all countries

Country CIDR data scurced from
g/ Awww iwikorg/ipcountry/.

Hilbert IPv4 heatmap generated in R
with ipvéheatmap package.

A primer on Hilbert [Pvé maps

http://bit.ly/ipv4hilvis



http://bit.ly/ipv4hilvis

So What?

¢ Visual cue for unusual hotspots
¢ Get a handle on the home front
¢ |Impress your colleagues by saying “12th-order Hilbert curve”

¢ https://github.com/vz-risk/ipv4dheatmap
¢ http://maps.measurement-factory.com/software/ipv4-heatmanp.

1.html



https://github.com/vz-risk/ipv4heatmap
http://maps.measurement-factory.com/software/ipv4-heatmap.1.html
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Insight from Regression



Least Squares to Ponemon
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Least Squares to Ponemon
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Least Squares to Ponemon
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Least Squares to Ponemon
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Least Squares to Ponemon

Year
2013
2014

Loss (in US$)

Number of Records
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Home Securit

Daté b"ré”éé‘hes 9% more costly in 2013 than
year before

Ponemon finds increased abandonment by customers of
organizations hit by data breaches

2013
2014

Loss

Number of Records




Least Squares to Ponemon

Density

2013

Loss (in US$)
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Least Squares to Ponemon

Difference isn’t significant
(p-value = 0.4578)

Density
I $188

<+—» Confidence Intervals

$201

Loss (in US$)




Least Squares to Ponemon

Year
2013
2014

Loss (in US$)

Number of Records




teast-Scguaresto Ponemon

Year
2013
2014

Loss (in US$)

Number of Records




Least Squares to Ponemon

Loss = 195"Recorad

For every increase of 1 record,
there is an increase of $195 in loss.

Loss (in US$)

(R2 = 0.07)

Number of Records




Least Squares to Ponemon

Loss = 195"Recorad

For every increase of 1 record,
there is an increase of $195 in loss.
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Least Squares to Ponemon
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Least Squares to Ponemon

Loss (in US$)

Number of Records




Least Squares to Ponemon
| 0SS = e(7.7+ 0.76*log(Records))

log(Loss) = 7.7 + 0.76™og(records)

For every 1% increase in records, there
Isa0.76% increase in loss.

Loss (in US$)

(R2 = 0.51)
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So What

¢ Regression (least squares) is the work horse of data analysis.
¢ Obvious and intuitive does not necessary mean it’s right.
¢ Useful for quantitative variables... Collect data!

¢ See DBIR for more detailed impact analysis

¢ See blog post for more Ponemon analysis —
http://l.dds.ec/1CQHUa1



http://l.dds.ec/1CQHUa1
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Talkin’ ‘bout my Domain
GGGeneration (Algorithms)



Domain Generating Algorithms (DGA)

Algorithms that generate pseudo-random domain names. Used by
malware to (typically) communicate with a controlling hub.
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Classification...
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... Is this one domain malicious?
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Sratiatical Science
2001, Vel 16 No 3, 1992

Statistical Modeling: The Two Cultures

Leo Breiman
1928-2005
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Features (machine learning)
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Features (machine learning)

¢ |etter sequences (n-grams)
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The Features (what they look like)

domain
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74.47313 32.33994
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fourgram

O O O © © O

fivegram
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11.601353

0.000000

6.844194
7.493930
12.778621

fivegram
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gram345
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.673246
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Comparing all the Features...




The Results
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domain The Results
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Reference
Prediction dga legit
dga 39292 282
legit 206 64458

Accuracy : 0.9953
95% CI : (0.9949, 0.9957)
No Information Rate : 0.6211
P-Value [Acc > NIR] : < 2.2e-16

Kappa : 0.9869

Mcnemar's Test P-Value : 0.0006861
Sensitivity : 0.9948
Specificity : 0.9956
Pos Pred Value : 0.9929
Neg Pred Value : 0.9968
Prevalence : 0.3789
Detection Rate : 0.3769
Detection Prevalence : 0.3797
Balanced Accuracy : 0.9952
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So What

¢ DNS is a rich source of data in your enterprise (and it's FREE)

¢ Can collect it from logs, sniffed off white, even retrieved from latest
netflow standard

¢ Can potentially give you a leg up on targeted attacks specific to
only your org

¢ See blog post(s) for more DGA analysis







You have permission to do this



RSAConference?015

San Francisco | April 20-24 | Moscone Center

Questions?



