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Best Practices

Cybersecurity Framework

DHS’s Critical Infrastructure Cyber Community
C3 Voluntary Program
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Incident Response

¢ National Cybersecurity & Communications Integration
Center (NCCIC): 24/7 information sharing, analysis, and
Incident response center

¢ United States Computer Emergency Readiness Team
(US-CERT) for information technology

+ Industrial Control Systems Cyber Emergency Response
Team (ICS-CERT) for operational technology
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Information Sharing
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Federal Civilian Government
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Private Sector
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Circulation
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A Dream?
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Government’s Reality
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Government’s Reality

STIX/TAXII ECS

ISAC ISAO

CISCP NCCIC
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STIX/TAXII
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Live & Running

2013 2014 2015
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Cyber Information Sharing and
Collaboration Program (CISCP)

¢ Products

+ Indicator Bulletins
¢ Analysis Reports
¢ Priority Alerts

¢ Recommended Practices
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AR-13-10011 « Recent F

NOCIC CISCP
Published Date: September 5, 2013
Reference Number: 13-10011

This Analysis Report is vnwuad “as is” for
Security (DHS) docs not provide sy warras
e DHS does not endorse any commereial
This docusnent is marked TLP: GREEN. Re:
purtner orgunicstions within their sector or ec
nformation on the Traffic Light Protocel, see

Summary

Singe Novembaer 2012, there have been severn
This Analysis Report describes past exploitatic
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hnalysis
Hovember 2012

In November 2012, reporting was received on a relatively unlnown actor identified by the handle “X06t",
The astor published axploit information on o Remanian unda website on topies inchuding oross site
seripting (X595) vulnerability, spameming, rooting, and performing DS wtacks agsinst mliiple domains
inehuding various US government agencies, Helthe alio published information reparding various
Coldiusson vilnerabilities that were exploited amd pasted the following URLs as proal of slleged
defacement:
osdf [REEASTED] /EPED
aFuekans

/i

efmloasleomsod oy

= huxpe:// |REDACTED]/CPIDE/soripta/ajex/PoFeditor/sditor/ i lemanager/uplosd/ oot html

The above URLs show the adversary sttempting directory transversal attack (cve-zo13-0s29) in order to
lioeate mnd gain aceess to password Tes (cum-2019-031) within the ColdFision administratos console. 11
upassword is sueeessfully retrievedisrncked (cvE-2013-0432), the adversary may then sttempt to uplond
a backdoor funstionality to the sompromised host with the newly obtained application eredentinls. In this
invcident, the utueker artenpted fo fake advantuge of the Remote File Uplond Vulnerability in FCReditor
(cve-z009-2288).

ColdFusion §,0,8.0.1, 9.0, 9.0.1 and calier versions for Windows, Macintosh and UNDX, stors the
adnmntrator passwords as a SHAL hash vahue. 'rh:J."smp: rurming on the ColdFusion Adsnistrator
logn console mutomatically hashes the passwerd wilicing the SHAL hashing algorithmn. Tt then uies a salt
1o create & keyed-Hash Message Authentication Code (HMAC). Both the HMAC and salt arc sent to the
e TIMAC based o the
ogin request. IF the two
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ClsCE

¢ CISCP Analysts:
¢ Share 100 threat indicators every week

¢ Have generated 1,900 products and 30,000 threat
indicators since 2012

¢ 112 partner companies or ISACs
¢ In discussions with 133 additional companies

Homeland
Security
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Enhanced Cybersecurity Services (ECS)
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Enhanced Cybersecurity Services (ECS)

Your
Company

All of DHS Commercial Protected
Government Service Providers Customers
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NCCIC

2014

¢ Received 97,000
Incident reports

¢ Issued 12,000
actionable alerts
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NCCIC/US-CERT

¢ Information distributed via: & US-CERT __

Alerts

US-CERT strives for a safer, stronger Internet for all Contact Us
Americans by responding to major incidents, analyzing 88) 282-0870
threats, and exchanging critical cybersecurity

1 information with trusted partners around the world.
Bulletins

x5, and

Send us emal

Technical Documents

Current Activity

Cisco Releases Semiannual 108 Software Security Advisory Bundled
Fublication

*¢ o6 o o

US-CERT National Cyber

it in a denial of ser o5} conditian

Awareness System (NCAS) 5

Read Full Entry =

¢ US-CERT portal A A S
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NCCIC/ICS-CERT

¢ Information distributed via:

Alerts
Advisories

ICS-CERT Monitor

*¢ & o o

Reports
¢ Other Reports

Homeland

Security

Joint Security Awareness

ICS-CERT

INDUSTRIAL CONTROL EYSTEMG CYBER EMERGENCY RESPONSE TEAM

The Industrial Control Systems Cyber Emergency

Home

Calendar

ICSIWG

Information Froducts

Training

Hecommended Practices

ASSEEEMENTS

Standards & References

Related Sites

FAQ

Response Team (ICS-CERT)

Thee Inustnal Conlrol Systems Cyber Emergency Response Team [ICS-
CERT) works to reduca risks within and across all citical infrastructure
sectons by patnaning with Law enforcemant agencies and the intalligencs
community and coordinating efforts amoeng Federal, state. local, and tibal
govemments and control systms owntes, operatars, and vendors
Addtonally, ICS-CERT collaborates with mbernabonal and pervale sector
Computer Emergancy Response Teams (CERTS) 1o share contrel systems.
related secusity incidents and mitigation measwres.

Leawn Mose about ICS-CERT
Contsol Systems Advisories and Heports
Alerts.

Alars provide imely 1o critkal Wivers and
operators concaming threats to ertical infrastructure networks.

Advisories
Adisones provice Bty INtoAMaton SOt CLITENt SECUNy S3UES.
wulnerablities, and expioits.

ICS-CERT Monitor
F W provade thes newsletiar 83 3 serice 10 personnel actively engaged in
the pretection of critical nfrastruciure assets.

Joint Security Awareness Reports (JSARs)
2 ICS-CERT coordnates with US-CERT and ather psrtners 1o develop
— Jomnt Secunty Awareness Reports (JSARS) to provde shuabonal
awareness for the public on cybersecurity saues

Other Reports
| Techrucal nformateon Papers (TIPs), Anral Reports [Year n Rewew),
— and cther products that ICS-CERT believes are of imerest io parscns
engaged in protecting industrial control systems.

ICS-CERT Moniior Newsletiers
Festenty Published
Other Rescurces

Hews Feed
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But...
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Information Sharing & Analysis Organizations
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But...
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ISAO Best Practices
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Privacy Protections

Trusted
(by individuals)

A Homeland
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Protected Critical Infrastructure Information

Trusted
(by companies)

A Homeland
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Cybersecurity Legislative Proposal
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Cybersecurity Legislative Proposal

¢ Targeted liability protection for companies that share cyber threat
information with DHS and ISAOs

¢ Only threat indicators will be shared
¢ Companies will be required to minimize personal information
¢ Strong privacy and civil liberties oversight

¢ Use restrictions

GA Homeland
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Privacy Protections

Use
Limitations

Submitting
Entity

CYBER
THREAT
INDICATORS
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Confused?
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The Perfect Partner

¢ Receives information ¢ Protects itself

¢ Reports & alerts from NCCIC ¢ Pays Commercial Service
Provider for ECS for classified

intrusion prevention
¢ Adopts Cybersecurity Framework

¢ Indicators and analyst
communications via CISCP

¢ Joins an ISAO to partner with peers

_ _ ¢ Responds to incidents
¢ Shares information ¢ Reports incidents to NCCIC or

¢ With DHS and partners via CISCP law enforcement

¢ With ISAO ¢ Builds STIX/TAXII into products

@ Homeland 7
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Apply What You Have Learned Today

¢ Adopt the Cybersecurity ¢ Talk to a Commercial Service
Framework Provider & pay for ECS
C2 Voluntary Program: ECS _Program@hg.dhs.gov

www.us-cert.gov/ccubedvp

¢ Join CISCP to share with your peers 4 Join or start an ISAC or ISAO

& DHS ISAO@hq.dhs.gov
CISCP_Coordination@hg.dhs.gov

¢ Subscribe to the US-CERT National ¢ Build STIX/TAXIl into your

Cyber Awareness System company’s products

www.us-cert.gov/NCAS www.us-cert.gov/TAXII

A Homeland
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