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Security Architecture Made Simple

We Finally Got It Right!
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What wrong with the network?

4 Physical Firewalls + redundant FWSM biade module

5 Physical Firewalls + redundant FWSM blade mocule

4 Physical Firewalls

5 Physical Firswalls
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The underlying problem
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The Threat

Infiltration Discovery Extraction Exfiltration
Large Number Smaller Amount Smaller Amount
of Attackers of Attackers of Attackers
: : It Doesn’t
Usi L lJsing a Standard Using Normal
sing a Large g ing Matter!
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Vulnerability Surface
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Existing Datacenter — Never Worked
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The Internet
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Guests
Users

Untrusted Users?
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Security Architecture Made Simple (SAMS)

Data

Device Elements
Network Classification
Application &
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Security Architecture Made Simple (SAMS)

Device
Network
Application &
Services
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Security Architecture Made Simple (SAMS) A
SAMS - Infrastructure

>
) Contractor/Partner
\_ Dropbox .4
End User Devices

YouTube .

IT Administration

Everywhere But the Datacenter (Untrusted) Datacente ad
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SAMS - Infrastructure
Logical Network View

BadR(H¢ation Gateway
APPESARBS ervices

Services

Application Gateway
Services

Port 1443

Enterprise
Port 8443 Service
Bus

Reverse
Proxy

Enterprise
Port 389 Directory
Services



, #RSAC

l/ Jump l

Monitoring

SAMS - Infrastructure
Logical Network View

Patching
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Using Core Router and Core Firewall
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Traditional Approach

Pros

+ Known Technology
+ Somewhat Flexible

¢ Minimal Training

#RSAC

cons

¢ Difficult to Scale the Solution

¢ Hub Model Requires all Traffic
Traverse the Core

¢ Difficult to Insert Additional
Security Services

.

17 RSAConference2015 - ##%



W) #RSAC

The Software Defined Approach
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SDN/S Approach

Pros Cons
¢ Easily Scaled + Emerging Technology
+ Very Flexible + Standards are Not Well Defined
¢ Optimized Routing + Vendor Eco Systems are
. : Developing
+ Allows Insertion of Security
Services + Monitoring Solutions are Not Well
Developed

¢ Automation/Orchestration
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Security Architecture Made Simple (SAMS)

Data
Elements
Classification
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Security Architecture Made Simple

SAMS Data
Data Information
Elements Objects
Fields Function
Elements Macro
Routine

Guest details
Charge Amount
Departure Time
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Security Architecture Made Simple (SAMS)
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Security Architecture Made Simple

SAMS Access
App/Service Company
Role Role
Function Function
Within an Within a Company
Application or
Service

Administrator
Super User
Standard User
Auditor
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Security Architecture Made Simple
SAMS Access

Human Resource System

Company Role

Application or Service Role

Enterprise Directory Service or
Local Directory Service

JErY
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Security Architecture Made Simple (SAMS)
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Data

Device 2 Storage & Elements
Network o baa | Classification
Application

Access
To
Info.

Access
To
Infrastructure

Roles
and
Responsibilities

Access
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Products to look for
(HyperLinked)

¢ Vmware NSX

¢ Palo alto, Check Point
¢ McAfee NSM

¢ Tivoli Identity Management

¢ Arkin Net Analytics Platform (www.arkin.net)

27
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Apply Slide

Consider network challenges

Decide on a security strategy that will work for your organization
Familiarize yourself with Software Defined Network & Security
Accept that Bring Your Own Device is really your friend

Figure out a plan to migrate your network

S O e

Start making changes (evolution not revolution)

o
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Summary

“If you can't explain it to a six year old, you don't understand it
yourself.”

Albert Einstein

oy

#RSAC
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Thanks and Recognition

Inspiration

e Dump your DMZ by Joern Wettern

#RSAC

e BYOD and the Death of the DMZ by Lori MacVittie

Thanks e Zero Trust Model John Kindervag

VTeam

Dominador Deleon — Sr. TSA - Infrastructure Ops
Justin Domshy — Manager of Environments

Mike Gromek - Technical Architect IlI

Darrell Lizotte — Technical Architect Il

Randy Seabrook — Manager Architecture

Derek Sharman - Sr. Analyst-Config Management
Walter Wenzl - Sr Analyst-Config Management
Michael Slavens - Security Support Analyst IlI
Peter Graw - Technical Architect Ill, IT — Infrastructure
Quentin Hall - Technical Architect Il

Tao Yu - Sr. TSA Telecomm
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VMWare

* Vern Bolinius

* Ray Budavari

* Bruno Germain

* Darren Humpbhries

Bosses
*  Cheryl Smith (Former CIO)
* Dan Neal (My Boss)

My Family
* Patrick, Brittney, Taz
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Bonus Slides
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Service Development

[

JET RSAConference2015 -

Support (ITOC, Security Admin)

Technicians (Senior Analyst I, II)

Tech Leaders (Security Analyst II)
Manager

Director
Architecture

Technology Council




Define Future State

¢ Start at the top and get aligned!

Enterprize
Architecture
Metwiork Security Wiviware
Architecture Architecture Architecture
Darrell Lizotte Richard Sillito Mike Gromek
Domiinica Delion

Wel Huang [rallas Young

RSAConference2015
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Define Future State

Break your world down into smaller pieces

Security
Architecture
Richard Sillito
Crallas Young

Infrastructure

Metwork
Security
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Define Future State

Have an approach!

[ Strategy J [ Solution J [ Design J
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Define Future State

Figure out how you're going to get the work done

Prevention Detaction Respanse Assessment '"‘:g:;ea;ir:llm
Dallas Young Amir Mitha Richard Sillita Kowesi Haizel Be
Dan Neal
\Web Anti Hat Spot
Firewall e F Securit
Gateway Virus Intemet Service orensies v Palicy
i Don Greer
Michael Slavens Megan Saunders Provider Megan Saunders Auvareness
‘ RS1
Request Proaf
For of Selection Implimentation
Proposal Concept
Step: Stepe: Step
Hatwork Requirersnts Daing POC cxitaria Seluct Vandur
VM Wdare Reguirements schedule Vendors agpraval 7 ‘ |
Security Requirements Evaluate Selutiore. e Condiates
Crasts REF Shart List of Salactian
Soovve WP . Network/User
Relaasa AFP DS SIEM Gardium Behavior
:cvlwhﬂranm Amir Mitha Amir Mitha Amir Mitha Analysis
Fvaluate solulieens
Shart List far POC Amir Mitha Rsz

WVIEST B
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Define Future State

Now put it all together .
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Dealing with an evolving technology
Software Defined Datacenter

Industry
Direction

Industry
Direction

Industry
Direction

Target
Architecture

Target
Archltecture

—_———— e

Second Full SDN
Network

Dev/Te Staging Production
st Tenants Tenants Datacenter

WVIEST P Tenant
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The Evolution

4 Physical Figwalls.

New
Firewalls
User Environment (Untrusted)

HOMJBN [Eussu]

Staging Production
Identity Services Database Servi

Staging Production
Identity Services Database Servic

R
W e e [ e =

WestJet Airlines Ltd.

Overall Firewall vLANS

WwVWEST
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Software Defined Datacenter JRREAS!
(De-mystifying the cloud)
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