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What wrong with the network? 
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The Threat 
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The Solution 
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Security Architecture Made Simple (SAMS) 
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Datacenter (Trusted) 

Security Architecture Made Simple (SAMS)  

SAMS - Infrastructure 
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SAMS – Infrastructure 
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Using Core Router and Core Firewall 
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Traditional Approach 

Pros 

 Known Technology 

 Somewhat Flexible 

 Minimal Training 

 

Cons 

 Difficult to Scale the Solution 

 Hub Model Requires all Traffic 

Traverse the Core 

 Difficult to Insert Additional 

Security Services 
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The Software Defined Approach  
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SDN/S Approach 

Pros 

 Easily Scaled 

 Very Flexible 

 Optimized Routing 

 Allows Insertion of Security 

Services 

 Automation/Orchestration 

 

Cons 

 Emerging Technology 

 Standards are Not Well Defined 

 Vendor Eco Systems are 

Developing 

 Monitoring Solutions are Not Well 

Developed 
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Security Architecture Made Simple (SAMS) 
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Security Architecture Made Simple 
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Security Architecture Made Simple 
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Security Architecture Made Simple 
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Security Architecture Made Simple (SAMS) 
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#RSAC Products to look for 
(HyperLinked) 

 Vmware NSX 

 Palo alto, Check Point 

 McAfee NSM 

 Tivoli Identity Management 

 Arkin Net Analytics Platform (www.arkin.net) 
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http://www.vmware.com/ca/en/products/nsx
http://www.vmware.com/ca/en/products/nsx
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Apply Slide 

 Consider network challenges 

 Decide on a security strategy that will work for your organization 

 Familiarize yourself with Software Defined Network & Security 

 Accept that Bring Your Own Device is really your friend 

 Figure out a plan to migrate your network 

 Start making changes (evolution not revolution) 

28 



#RSAC 

Summary 

“If you can't explain it to a six year old, you don't understand it 

yourself.”  

Albert Einstein 
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My Family 
• Patrick, Brittney, Taz 
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VTeam 
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http://redmondmag.com/articles/2005/07/01/dump-your-dmz.aspx
http://redmondmag.com/articles/2005/07/01/dump-your-dmz.aspx
http://redmondmag.com/articles/2005/07/01/dump-your-dmz.aspx
http://redmondmag.com/articles/2005/07/01/dump-your-dmz.aspx
http://redmondmag.com/articles/2005/07/01/dump-your-dmz.aspx
https://devcentral.f5.com/blogs/us/byod-and-the-death-of-the-dmz
https://devcentral.f5.com/blogs/us/byod-and-the-death-of-the-dmz
http://www.virtualstarmedia.com/downloads/Forrester_zero_trust_DNA.pdf
http://www.virtualstarmedia.com/downloads/Forrester_zero_trust_DNA.pdf
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Bonus Slides 
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Define Future State 

 Start at the top and get aligned! 

 



#RSAC 

Define Future State 

Break your world down into smaller pieces 
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Define Future State 

Have an approach! 
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Define Future State 

Figure out how you’re going to get the work done 
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Define Future State 

Now put it all together 
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Dealing with an evolving technology 

Software Defined Datacenter 

Target 

Architecture Industry 

Direction 

Dev/Te

st 

Tenant

s 

Staging 

Tenants 
Production 

Tenants 

Second 

Datacenter 

Full SDN 

Network 

Industry 

Direction 

Industry 

Direction 

Industry 

Direction 

Target 

Architecture 

Target 

Architecture 

Target 

Architecture 

Target 

Architecture Target 

Architecture 



#RSAC 

The Evolution 
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Software Defined Datacenter 

(De-mystifying the cloud) 


