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Prepping the Board: Guidance from the
NACD....

¢ Enterprise-wide risk management issue

¢ Legal implications

¢ Regular and adequate time on the agenda

¢ Enterprise-wide cyber-risk management framework

¢ Specific plans associated with each risk approach
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How do we communicate all this in 15 i
minutes?
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We need to effectively communicate

¢ Everyone communicates...... not everyone communicates
effectively.

¢ Like bees and dogs, Board members can smell fear
¢ Say it — “That’s a great question and | will get back to you.”

¢ Two simple items for success:
¢ Preparation
¢ Attitude
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Apply It — Getting Ready

¢ 90 Days Prior:

¢

Identify board members and their backgrounds

¢ Determine when you will be speaking

¢ 60 Days Prior:
¢ Talk to peers

*

Define risks in business terms

¢ 30 - 14 Days Prior:

*

¢
*
*

ACCUVANT + % {ishnet

CREATING THE FUTURE. TOGETHER.

Pull and validate metrics

Rehearse!

Be confident! “You got this.”

(and if you don’t...remember InfoSec is a -4.7% unemployment industry!)

-

6 RSAConference2015 9
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Mind Map — The Presentation (screenshots)

\

1. Before

H Get Organized
Review Previous BoD Minutes |
Review agenda

Where are you batting?

Lead off?
Who are you following?

|-|Nc| one wants to follow bad new5|

 Know the Players
Wha's who

Background
Tech level

i Talk to Peers

Other CISOs
Other C-Levels in Org

1 Metrics and KRIs

Which ones matter?
Heat maps - Good or Bad?

 Submit Drafts

 Someone in your arg has done this before |
{ Peer feedback |
 Be on the same page as C-Levels |
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W) #RSAC

Mind Map — The Presentation (screenshots)

I—{Dnn't hawve a message that differs from the rest of the Senior Leaders

Map your strategy!

L| Tie it all back to your overall plan |
Communicate bad news immediately |

I—I Don't wait for a Board meetl’ngl

Rehearse!!

' 2, During

| "Feel the Force."

What is the tone in the room?

This will direct your efforts
| Be Strategic

Risk |
[~ Threats |

[ Headline Makers
|- Emerging
Reduced
Business Impact
Your program status
| Be Concise

"Brevity is the soul of wit" - W, Shakespeare
Babbling reduces confidence

Think of your preso as a "Statement of Value®
{Money Talks |

{ *Why do [ care?”

WIIFM?
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y #RSAC

Mind Map — The Presentation (screenshots)

Always communicats business value
Financial Impact
*Death By PPT™

It's not an RSA session!

Not a presentation
It's an explanation
| Handouts?
|"Content + 1°

Always know a little extra on a potential hot topic

|Can you go Rogue?

Whiteboard?

Mo slides?

Shadow Puppets?
| "Your Honor, 1 object.”

You can disagree with the Board
Agree to disagree,
Don't die an every hill.

‘ QBA

[ The whole thing is Q&A!
"I got this.”

[Demonstrate Confidence

Confidence I= Arrogance

|Do not “Baffle them with Bull..."

[ Not exhaustive
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Mind Map — The Presentation (screenshots)

| Pictures/Graphics -
| Know the room
Don't throw anyene under the bus - Focus on the why, not the who
Different formats
Use everyone to communicate the value

| Understand risk appetite

! 3. After |

|Fo|lnw up on tabled items

| Get Feedback |

| [Where did 1 come up short? |
- -Next time I want to... |

| Establish a cadence

Regularly scheduled |

-'Mnnrhlv|
| -'Quar‘rerlv'
I nnnually'
L"Sky is falling" only"l
: | What about next time? |

| 4. Ongoing

+ Develop Relationships

1 Anything missed? |

= ldentify pain points
i Share with Peers
L Manage expectations
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