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The Adversary Collaborates Effectively

$45-million in 10-hours: Cyber crime
ring raids ATMs in 27 countries in one e
of the biggest ever bank heists =
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Recruiting
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But... they don’t trust each other

[Reply]

Senior Member

- -
- - -

Posts: 511

Page10f313' 1 2 3 11 51 101 > last»

Thread Tools - Search this Thread - Rating: SEEEE
#1

* We are not responsible for cards balanse
« Invalid cards replace time - 60 min for US, 20 min for EU.

* WE do NOT provide any Moneyback, only replace.
* Once You buy cards at our shop, You automatically agree with all the rules and terms.
* We are NOT responsible for AVS mismatch

Contact us:
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Collaboration__
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1 have orders that are processed.
1 hear that instore pickup Is hott and should not try It.
What do you guys think? Are the feds all over this?

I've been picking up S+ orders dally all around the USA.

e - W . ——
P IROEL - AL T NSRS AN N 2
Nah, they still work...

-~ - -~
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Contact me If you need people to pick-up for you...I can resell your products and send your cut the

same/next day.
Thanks for your time.
—
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Payment Options — Escrow,
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Lessons Learned from the Adversary

Sharing is social - social
rules apply

Protect your identity
Credibility is key

Reuse what others have
learned

Leverage each others
strengths
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Challenges that We Must Overcome

Limited participation
Not comfortable sharing (social issues)
No time
No trust

Data is not actionable — lacks context
and relevance

Overly manual — not timely

7,
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ISACs (Information Sharing & Analysis Centers)

e Created from Presidential Directive in 1998 (updated in 2003).
* Public and private sector to create a partnership to share information about
threats, vulnerabilities, and events to help protect the critical infrastructure.

* U.S. Treasury, DHS and other relevant government agencies / entities use ISACs to
disseminate critical information.

e Last count there are 18 different ISACs (i.e. Financial Services, Energy, Water, National
Health, Surface Transportation, etc).

* FS-ISAC (launched in 1999) is the most advanced and leading the way for others
* Inearly 2013, FS-ISAC extended their charter to include information sharing for
financial services entities world-wide.
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STIX / TAXII

™ Structured Threat Information eXpression
A Structured Language for Cyber Threat Intelligence
Information

Source - https://stix.mitre.org

f Trusted Automated eXchange of Indicator Information
j Enabling Cyber Threat Information Exchange

Source - http://taxii.mitre.org
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STIX Data Model

https://stix.mitre.org
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Evolution
2015 Embedded Human Threats

Video Removed for security purposes

oy
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Evolution
Props to Chris Blask (ICS-ISAC)

12013 12014 12015 | 12016
SOLTRA
\ TAXIL )
Building\€e pipes \ J
(infrastructure & tools for sharing) Y \ J

Analyze the Data
Apply results
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The Next Phase- Analyze the Data

+ Indicators come from multiple sources, each with a unigue view on
the threat

¢ Collaboration allows us to LINK artifacts

¢ Interacting with an intelligent system allows us to determine which
threats are important to you — RELEVANCE

¢ Using the context to score the indicators makes them ACTIONABLE

@ 21 RSAConference2015 - #5558



, #RSAC

Key Stakeholders
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Automated Action Influenced by Context
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Results & Actions

Reliability

Severity
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Results & Actions

First Second Third Sighting Fourth
Sighting Sighting Sighting
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Results & Actions

First
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Use Case: Automated Actions
Brute force login

Source 1.1.1.1

& Invalid Login %
Source 1.1.1.1
Invalid Login
T N IPS
Attacker - -




Use Case: Automated Actions
Current approach
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Use Case: Automated Actions
New approach
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Use Case: Proactive Block Lists - RECON
Current approach
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Use Case: Proactive Block Lists - RECON
with Threat Central
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Summarizing: Leveraging the Community
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What to Look for in Threat Sharing Systems

¢ Automated bi-directional sharing

¢ Analysis of the data \ I /

¢ Actionable derived results

\" ‘,-.\ /
¢ Tap into the existing community of security experts : -
¢ Product agnostic sharing is a must (o \ & =~
N’
e’
wr
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How to Apply

+ Within three months, select a collaboration system that produces
A- Actionable results
B- Indicators that are relevant to you

¢ Start collaborating with both human-human and machine-machine
using a system that will send indicators automatically as a result of
the collaboration.

¢ Leverage strategic intelligence (context) to better defend — defend
with purpose
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