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My Government

US, British intelligence agencies tried
hacking systems: SIM maker

February 26,2015, 7:51pm Do j;ff computer JK's Drip law: cynical, misleading and an
affront to democracy

Julia Powles
 Twmw S

Schneier on Security

Blog Newsletter Books Essays News Schedule Crypto

« Friday Squid Blogging: Squid Exhibit at the Silk Road Author Arrested Due to Bad Operational
Monterey Bay Aguarium Security —

- How the NSA Attacks Tor/Firefox Users With QUANTUM
' and FOXACID
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Their Government

Sony Hack: A Timeline

by David Robb al-Qassam Cyber Fighters - September to December Timeline

December 22, 2014 1:26pm

TLELEELE

. Oct 10-On

Wednesday, they took
aim at the site owned
by SunTrust

Dec 11 - 122 2d-Din al-Qassam Cyber Fighters | reference
listed PNG (NYSE: PNG) as one of the banks

Sept 18 - the Izz ad-Din Al
that would be targeted in eyberattacks

Qassam Gyber Fightersclaimed
credit for most of the distributed

c h u denial-of-service (DoS) attacks .
I n a a c e ;fhi\lsm»"mnSem,mwnh Bank
3 N ®
]
Says : - A
@ C [ ] [ ] ® [

Sep 12012 5 months Jan312013

And RSA official responds to Gen. Keith Aleac ius: o wciiiyg wwiigiwes
this week that Chinese attackers were behind the SecurlD breach last
year
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Corporations

If you're not paying for the product,
you are the product.
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TrueCrypt Volume Creation Wizard
We use mllltary-grade Encryption Options
encryption. This just R e At
speaks to the need to Serpent-Twofish-AES 8 (T
safeguard one's Three ciphers in a cascade operating in XTS mode. Each

block is first encrypted with AES (256-bit key), then with
Twofish (256-bit key), and finally with Serpent (256-bit

password With aS mUCh key). Each cipher uses its own key. All keys are mutually

independent

care as possible.

More information

Mash Algorithm

RIPEMD-160 *1 Information on hash algorithms
Vincent Sollitto
7 < Prev [ Next> ) Cance

Jargon we love to hate

Military-grade Bullet-proof Proprietary technology
NSA-proof APT PCI
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Zero Knowledge Proof

A Zero-Knowledge Proof is a method by which one party
can prove to another party that a statement is true,
without conveying information apart from the fact that
the statement is indeed true.

o
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Zero Knowledge Encryption

A method of encryption where the organization
providing the encryption can store and manage the
encrypted data without access to the encryption keys.

-
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CALEA

47 US Code 1002(a)(3)

“A telecommunications carrier shall not be responsible for
decrypting, or ensuring the government’s ability to decrypt, any
communication encrypted by a subscriber or customer, unless
the encryption was provided by the carrier and the carrier
possesses the information necessary to decrypt the
communication.”

#
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Able to decrypt by design

¢ Mall
¢ Gmall
¢ MSN
¢ Hotmall

¢ Online file services
¢ Dropbox — Deduplication

¢ Phones

oy
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Online Malil Services

m ELECTRONIC FRONTIER FOUNDATION THE WALL STREET JOURNAL. =

[ ] [ ]
Dinits:=
m ABOUT OUR WORK DEEPLINKS BLOG PRESS ROOM _) Fror

COMPANIES ~ MOBILE PRIVACY SOCIAL MEDIA

DECEMEER 15 2014 | EY HANNI FAKHOURY WIRELESS SAVINGS CALCULATOR  PERSONAL TECHNOLOGY VENTURE G
5, HANNI FAKHC

The Faulty Lugic at the Heart TRENDING:  Getting an inside track on open source - See the Computerwor 3:23 pm ET apPS

Anonymous Messaging App Secret
Distances Itself From Whisper

Home > IT Management > Technology Law & Regulation

NEWS

Feds can't seize emails stored in
Ireland, Microsoft says
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Cloud Storage

\/s.
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Weak or insecure cryptography

A CRYPTD NERD'S WHAT \WoULD
1 I MAGINATION - 1 ACTUALLY HAPPEN:
HiIS LAPTORS ENCRYPTELD. H'S LAPTOP'S ENCRYPTED.
LETS BUILD A MILLION-DOLLAR, DRUG HIM AND HIT HIM WITH
qusTER To CRACK T THIS $5 WRENCH UNTIL
NO GOoD! IS HE TEUS LS THE PASSWORD.
L0Gs -BIT R-:-.AI \ Gm- T
E‘JIL F'LHM
1S FOILED! ™~
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Encrypted phones

¢ 10S
¢ Key only stored on phone as of 8.0

¢ 256-bit AES

¢ Android
¢ aes-cbc-essiv:SHA256 (In other words, 256-bit AES)
¢ Older versions weakened by PIN strength
¢ Backpedaled on encryption by default

¢ It doesn’t work if you don’t turn it on!
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1I0S Encryption

Hardware Key

App Sandbox

User Partition

08 Partition

Encrypted File System

I

Kernel

Secure Enclave Secure Element

I

Crypto Engine

I

Device Key
Group Key
Apple Root Certificate
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Android Encryption

PIN/password/
pattern
- IK1 0-pa Padded 1K1
Scrypt > (256 bits) > (2048 bits)
Salt
(128 bits)
A4 v
< IK2 - . - HW-bound
et (2048 bits) RSAsign = RSA 2048 key
KEK
v (128 bits)
IK3 Encrypted DEK
(256 bits) AES CBC > (128 bits)
WY A
(128 bits)
DEK cryptofooter | |
(128 bits) master key -«
> salt
keymaster_blob
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Not just for your personal life

¢ More important for business! ¢ Use your own keys

¢ 5% of the data is worth 95% of the & Many products allow you to
value encrypt outside the application

+ Stopping the data from leaving is + Read the fine print, don'’t believe

almost impossible, so make sure the marketing
it's as secure as possible while it's T PR -+
TERLTELLE + Ask for products that give you the

power

o
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Apply

¢ Review the technical documentation
¢ Understand where the keys are and who has access to them
¢ Request more control of keys from vendors

+ Vote with your wallet (personally and as a corporation)

o
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