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Collecting Data 
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Global Collection Network 
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Human Versus Machine 
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Machine Learning 
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Distributed Computing & Big Data 
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Contextualization 
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Contextualization 
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Contextual Threat Intelligence 

Single vector threat lists often provide a 

simple good/bad determination based on 

whether the IP has been associated with a 

known attack 

Contextual Threat Intelligence correlates 

data about IP X and the URLs, IPs, files, 

and mobile apps that are related to it and 

adjusts the reputation scoring accordingly. 
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From this, we see IP X presents a higher 

than normal risk of bad behavior even 

though it has never been directly implicated 

in an known attack. 

This relational mapping is applied across 

billions of objects in real-time for more 

accurate risk assessment—helping predict 

future attacks even if an object has never 

been seen before as a threat. 
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Contextual Lookup Example 
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Possible Uses of Contextual Data 
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Now What? Application 

 Inventory data sources currently available 

 Look for ways to apply this data more effectively 

 Define gaps in both the data and application of the data 

 Look for external tools and sources to help fill the gaps  

 Ensure to review data, efficacy and processes quarterly 
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Thank you. 


