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HMMM, HOW
CAN WE
GET A LOT
MORE DATA

ON THAT
MAN?

“l don't like that
man. I'm going to
have to get to
know him better.”

RSAConference2015 -
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| The key thing thatwil
make [intelligence]™
work and make it =

acceptable to SOCIE

oty —

s ==
i Or I.ﬂl,@bi_w_... ...... '

-- Danny-Hillis =

EMC http://www.nytimes.com/2015/04/07/upshot/if-algorithms-know-all-how-much-should-humans-help.html
RSI\Conference20l5
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~80% US Population|

* 2015 “long-suspected problems with subjective, pattern-based forensic techniques”



183,950 CARS CHECKED IN 158 DAY S

1965 US CITY POLICE

INSTANT CRIME STATISTICS
The city of Chicago is a good example. From beat to boat all And Chicago isn't the only city that is adding computers
policemen have access to daily crime statistics including to its recruiting list. The results of a recent experiment
the plate numbers on all stolen cars. All files are immedi- called “Operation Corral” conducted by the New York City
ately accessible from an 1BM 1410 computer. Police Department are equally surprising. Using a Univac

The computer also serves as a “home" for records on  real-time computer, ‘“‘Operation Carral’’ checked on
90,000 persons and vehicles. Policemen in Chicago re- 183 950 cars in 158 days. Of these, 2932 were either
portedly phone or radio questions to their private data bank  wanted in alarms for stolen cars or plates, or on warrants
at a rate of 1400 per day. The reply they receive (average 2 55 seofflaws. A total of 165 people were arrested, many of
minutes) can mean a lot to a policeman—maybe his life.  \Lom tumed out to be wanted on more serious charges

From such information patrolmen can categorize their sus- . . sor
4 ) . ranging from nar | : ;
pect in a range that runs from “'shoplifter’’ to "potential EINE narcctics violations to grand farceny

murderer."”

http://archive.computerhistory.org/resources/text/Computer _Usage Company/070910 download/computerusagecompany.computers
_and_law_1967/computerusagecompany.computers_and_law_1967.pdf

“whatever the solution, it will be enhanced by computer usage”



20,000 SENSORS DROPPED INTO LAOS
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MATH MODELS = IMPERFECT
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MATH MODELS = IMPERFECT STORIES
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‘| see now why they
recommended
margarine for error”

EMC: | http://www.popsci. com/asparagus carrying-drone- r}etherlands _catches-fire "; "
= et sy ‘_"A'q.'-. - h
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. CONTEXT - THREAT. ~ CAPABILITY
Persuasion, Empathy, - Familiarity, Change,‘lo' ' -~ Volume, Vélo_city,
Problem Solving, = - Persistence .o Variety,
Negotiation, Physical Skill ' ' ' . . Vuln_erability'
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ADVANCED
PERSISTENT
THINKING:

IUNT AND GATHER
“FIND IT!” STORY

16
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2012 RSAC: DATA BREACHES AND CHOLERA

1854: London Ghost Map 1854: London Death Polygons 2012: Breach Investigations

_ @ Source
L\ = @ Observation

(2010 Rinderpest, 2013 AIDS)

| Who was trusted to correctly attribute threat? Who was authorized to take action?

http://www.flyingpenguin.com/?p=18259

17
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HUNT AND GATHER

. - B g _
et | e Found seed setin under 3. 6-
bl " - haurs on Frlendster social -
T EE - network consisting of 5.6m
P f “nodes and 28m edges R

2013 US Army ‘Viral’ Marketing Tipping Model

http://mww.westpoint.edu/nsc/SiteAssets/SitePages/Publications/shakarianEyrePaulo-heurViralMktTip_main.pdf

RS/\ConferenceZOlS :
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HUNT AND GATHER

Flag targeted

Visualize Locations
with Google Maps

Link to real-time

tweets

Alert and monitor
red-flag terms

2013 US Police (From BlueToad to BlueJay)

http://arstechnica.com/tech-policy/2013/09/how-the-cops-watch-your-tweets-in-real-time/

RSAConference2015
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‘ Wate- W Soc el 3
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http://america.aljazeera.com/watch/shows/techknow/blog/2013/9/15/predictive-policingtechnologylowerscrimeratesinuscities.html =%

» RSAConference2015 4“
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ADVANCED
PERSISTENT
THINKING:
AGRICULTURALISM
“SURVIVE” STORY

21




DATA | BROWSE | CRISES @ SHARE DATA @J

FIND DATA

e.g. Colombia or Ebola

The Humanitarian
Data Exchange

WHERE YOUR DATA COMES TO LIFE

1,680 245 2Q7

DATASETS LOCATIONS SOURCES

EMC
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2015 PHONE METADATA AS PROXY
Food Security and Poverty Indicator

FOOD ITEM (VARIABLE) CORRELATION RANGE
amineich veseabies caro. Privacy Caveat: “Food
ﬁﬁgﬁ?gﬁfﬁiﬁm rice, wheat,  [0.7-0.8] WEP itemS Cultivated for

wﬁ “g, personal consumption
Sorghum, gound nus, seeds, WS/ like cassava and beans
groen leafy vegetables, beans, [0.0-0.4] wip.org show no relation with

peas, maize, white noots, tubers,

pumpkin, squash, cassava airtime purChaseS_”

White sweet potato 0.4

Before: 3-5 Year Intelligence Delay
After: Real-Time Human Safety Trend Warning

1 http://www.unglobalpulse.org/mobile-CDRs-food-security
EMC https://data.hdx.rwlabs.org/ \ > o
o T RSAConference2015 - #3958

Egas, ail, milk, butter, organ meat [0.5-0.68] \z
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2013 STORY-DRIVEN VIDEO SUMMARY

Watching TV

Serving Ice Weighing : Driving
in Ice Cream
Cream Ice Cream Home
QOur P . §
method: {

Uniform
sampling_

Shortest fege=="M. | N 2
path wr = e
Object- " E ‘
driven e 8

http://www.cs.utexas.edu/~grauman/papers/lu-grauman-cvpr2013.pdf
http://mwww.wired.com/2012/01/army-helicopter-cross-eyed/
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2015 DEEP CONVOLUTIONAL NEURAL NET
Galaxy Morphology Prediction

1. Increased Dielernan, Wallett & Dambre http://arxiv.org/abs/1503.07077
Compute
Power . - . = @@Bﬁ
Capability

2. Human- .. NN :
Enhanced W @EGD w{

Training = - )
Set Quality ~-q-ﬂm@a.

INPUT ROTATE CROP  CONVOLUTIONS DENSE PREDICTIONS »

RSAConference2015 - »#
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2013 UNICEF DIGITAL MAPS

fIiCkr Sign Up Explore Create Upload

T ot R
o TV - ' 4 = Ly

o N1 ﬁ"’ i > K . 7.’_' e s

v & l? ':‘ - ~ - { ’.'

- Voices@fYouth™ ;g‘eng’y}Rank Testers N P 5
oo B B IORITIZE ISSUES AND REDUCE DISASTER RISK =L

View all albums Photos

http://unicefstories.org/2013/11/14/voices-of-youth-takes-digital-mapping-to-the-next-level/
https://www.flickr.com/photos/unicefgis/sets/72157636166333326/

RS/\Conference2015
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HUMAN “INFO SHARING” FOR SURVIVAL

430 BCE Athens (20% die) | 910 CE Baghdad 1022 CE China
Thucydides : “those who Rhazes: “Transmitted from person-to- | Buddhist Monk
survive are immune” person. Theory of acquired immunity” | variolation

1717 Istanbul (60% infected, 20% die)

Lady Mary, a British secular writer, observes “ancient Turk practice”
of variolation — inoculates 6yr-old son with smallpox matter

1721 English royal family tests variolation on prisoners and orphans

1765 London Medical Society paper “Cow pox and ability to prevent smallpox”
1774 English famer Jesty tests cow pox vaccination on wife and sons

1796 English Dr. Jenner observes rural customs, tests on gardener’s son

1840 Britain bans variolation

#

2a RSAConference2015 - »9%
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DR. JENNER’S VACCINE STORY (PROOF)

A = Smallpox Infection (30% chance of death)
B = Variolation (1-2% chance of death)
C = Cow pox Infection

V = Vaccine (Immunity to A)

¢ Theory: C =V (Given C better than B, B better than A)
¢ Test: C =V if B after C has no signs of A
¢ Result: V = (or better than) C

EMC’

o

29 RSAConference2015 - ##




#RSAC

INTELLIGENCE TRADE-OFF

BINARY RANKED MEANING O POINT EXACT

,.
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FREEDOM
(ERRORS)




LESSONS FROM
IMPERFECT

(THREATS)



CONTEXT:
OVERTRAINING
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..they saw him coming on their
radar screens but thought he was
===nrobably-asflock,of geese
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CONTEXT:
NUANCE




Matt Roller
rolidiggity

New Parent |dea:
1. Take pictures of you pulling baby out of
spacecraft in forest.

2. Hide pictures in attic for kid to find when
he's 10.

RETWEETS FAVORITES

13,652 7.580

10:09 AM - 9 Apr 2013

https://twitter.com/rolldiggity/status/321671142601543680
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2015 April Fools Joke

400K shares traded in 5

min ... heaviest minute of
trading volume since Feb
12t first minute of trading

EMC http://www.reuters.com/article/2015/04/01/tesla-motors-hoax-idUSL2NOWY2MR20150401

RSAConference2015 'p"“



| smile when
I’'m faced with
avery absurd
situation,
when | can’t
prevent my
own emotions.

— Benigno Aquino
Philippines President

http://mww.gov.ph/2010/08/25/press-briefing-of-president-aquino-august-25-2010/

* >

RSAConference2015 ?‘k

EMC' https://code.google.com/p/android/issues/detail ?id=41827



CONTEXT:
PROBLEM
SOLVING
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US ofﬂmals ‘aren’t competent to

accurately interpret tattoos.’”
Y 4 -

LJ_.' Boerman, Expert Witness on Gang%\

The Biometric Center of Excellence IS seeking...any current
databagsﬁontammg tattoo/symbol images, their possible

meanings..
http:Aﬁ')nlinve.W% iC

http://www.exa

s ,‘-'
e "

4 nference2015



acxi®@m

Mz Range

Gender

Ethnicity Based on Surname

Education

College Graduate
Marital Status
Presence of Children
Number of Children
Children's Age

Children's Gender by Az

i

EMC http://money.cnn.com/2013/09/05/pf/acxiom-consumer-data/index.html =
RSI\Conference20l5

4

RIGHT
OR
WRONG?
Age 26 - 27
Female
American ¢ a 26- ear_O\d

Completed College mOther tWO . t
True teenagers 18 JUS
Marricd about b\ \Og\Ca“y

Children Present mpOS \e

2 Children WI’O n g -

14 Years old, 17 Years old

XXX XKLL

Unknown Gender id = 5, Unkoown Gender o6 - 15

M: AREQUTTHED T %G



CONTEXT:
EMPATHY




' REAL EP‘ISTOMOLOGICAL DANGER

«1"technology built for counter-terrorism

(9 ) b

‘ used agalnsﬂhuman language, because

‘that's where intentions are shown...

...get people before they act” |

http://www.bloomberg.com/news/articles/2015-04-08/jpmorgan-algorithm-knows-you-re-a-rogue-employee-before-you-do

RSAConference2015 - "
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Balderdash!

| say official SF
number dead Is

h‘ ‘
o 498
General Greely

US Army 1906

2\ (e http://earthquake.usgs.goviregional/inca/1906/18april/references.php#greely 4
RSAConference2015 - w8



“Come on, let us shoot...”

US Apache helicopter
July 12, 2007

d »

. R

Killed:

Reuters photographer Namir Noor-Eldeen and driver Saeed Chmagh...
http://www.reuters.com/article/2010/04/06/us-irag-usa-journalists-idUSTRE6344FW20100406
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GIVEN CONTEXT AND THREAT...
WHAT CAPABILITIES EXIST?

I

7 (2)
o 7, V5 % %, %
77777
7 v, 0, O,

46
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THE RRRRs of “MASSIVE SCALE”

D

1. Range of Sources (Volume)
2. Raw Formats (Variety)
3. Real-Time (Velocity)
4. Re-ID (VMulnerabillity)

RSAConference2015 -
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MASSIVE SCALE = “DATA LAKE”

INGESTW

STORE W

ANALYZEW

SURFACJ

ACT W
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“asily Identified |dentify Sick ASAP f)
soutine Treatment  Store Adequate Records )
\"/inimum Judgment Evaluate Daily Sick d/
Adapt Until Noted Improvement

50 RSAConference2015
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ERM IoT SURVIVAL
(Ringworm Neuron Circuit)

If large food decrease, release dopamine
If dopamine released, take more risks (expand search for foog

http://www.healthcanal.com/brain-nerves/62200-how-the-brain-balances-risk-taking-and-learning.html o
RSAConference2015 »



ISEA SYSTEMS SURVIVAL PLATFORM
“Service Compost” o
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ISEA SYSTEMS SURVIVAL ACTION

53
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INTELLIGENCE EVOLUTION 7”

PEOPLE, DATA and TRANSACTIONS

Artisanal Industrial Environmental
Focus Technology Procedures Value
Capability Single I\E/i//f}lrl]-tISDefined Closzblelitezslated Isg)cl:e;[:arz Iileedr;ts
Bugebichiculk Dilssgrlmagtzgéad Disggggggdlgut Engaged In & Out
Output and Areas of Innovation, Services, Solutions and Risk Innovation; New

Outcome Automation, Fixes Dashboards Types of Business

EMC

54 RSAConference2015
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COMPUTE POWER REVOLUTION

1996 ,

Artisanal i
30 men's

“hardware cost for 24-node heft of grasp

BEOWULF cluster $57K ikt

—compared to commercial
supercomputers between

$10m and $30m”

Parveen S. Thampi, “Linux Operating System: A Freeware and the Net War,” = 2 _
Computers Today, October 31, 1998 3 b "«
RSAConference2015 £



SMARTER, BETTER, FASTER

¢ Find: Improve ldentification
1. Human Enhancement
2. Compute Power

¢ Survive: Data Continuity
Method and Technology

56

#RSAC

20167

Environmental

Value

Isolated Events
(Correlated)

Engaged In & Out

Risk Innovation; New
Types of Business
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SMARTER, BETITE

—_——
Maximum §ft posion,
! As ride haight increasas
leeway increasas.
, This reduces the AsA on
W

Iha "hosizoalal' part of the L.
Total lift decrauses
o a greater rale than sidalonce

WIND

» Upird positian,
Fol Is fully don for

maximum ratio of

sldaforcs to vertical Iit,
Dihedral angle is mirimisad
for foil assisted saiing.

50 rice baight slabiises,

Mini 18,00 m

Fase Moving Air= Less Pressure i
-
—
— T Ietectsd curvidurn hae
— pryehf o B
— G Mg -
J— T riakass il
Curvatinn hyve ragubaies. m o m'.fm: m.,

Slow Moving Air= More Pressure th 3 of bwee sotion

111
FLYING .

Addition ¢f

Relracted posilicn, X . horizonlal forces.
ithin minimum dislance below stalic watering Sum veclor
5 required by the nde, drawn thick

Clear of the water when flying a hull,

Addition of vertcal feeces.

Mini 18,00 m

AC72
Francois Chevalier YD
30/05/2012

“Little Herbie” (Stability Augmentation Systems)



- ‘.
. . TN e

/y “..

SMARTERIBETITER, FASTER

s
no bubbles /
6 mph

EMC http://ngm.nationalgeographic.com/2012/11/emperor-penguins/behind-the-scenes-video: ; “




& Time =

«

http://urbanomnibus.net/2014/06/the-analytics-of-fire/ _' -
RSAConference2015 » e
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SMARTER, BETTER, FASTER

Average 2 145ibs “l don’t like that man...have
Burritos/wk to get to know him better.”
Z.

NN BlackHole RAT >> Client

Campaign Running RAT

T GO —
y 4

2 Children \F/!g*;ts to eaasenyss
: =i
Called
Doctor x5 231 Yrs Old [ More... ]
Connected to 192.168.2.135 at Port 7777
Patched Streaming
Chrome Blade Runner
Unpatched +
Android

o

RSAConference2015 - »##
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SMARTER, BETTER, FASTER

Context IT Capability Required Average
- ' Address 2
Username
Phone Number
Account Number
Account Number
Identity Number
{E-Commerce Username
\Work Username and Badge 2

TYPICAL IDENTITY COUNT PER USER

- 24

OlwWww(~hiMDW

61 RSAConference2015 4“

https://idc-community.com/financial/financial-services-technology/50_to_60_billion_digital_identities_and _counting



Pérpetuél

_"Big Data Haiku” /

EMC’

Fe M i

“Sgqoop”

Hadoop, Oozie, Hive...

Job

RSAConference2015 - #

SMARTER, BETTER, FASTER Fe

- Harvesting | Ingest, Store, Analyze | surface

and Indexing (Web Apps and
:%‘:+ Services)

L@
é

“Sqoop”
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EXAMPLE: LONDON TRAFFIC ANALYSIS

Traffic Disruption Al | T r__
Data Feed s EAllOrn

®aien O Berscn BT5sn Esergencr Sandces hodenl @ Zatlagn O Oy
wi o

mmmmmmmm




ADVANCED PERSISTENT HH

Tah O e LA FS [ Data Scientists ] [ Doctors ]
Least Authority File System

rw rw rw rw rw

( i ) NS
. Nodes Nodes Nodes Tahoe-LAFS i
S0, Storage K]
v . I — Servers e
r
(ﬁ 9 "lAESi l‘AES| %ﬁ A
= min \ - .
TLS [ Patients ]

Cy

Network
Tahoe-LAFS
| | Gateway
Storage
SFTP HTTPS Client @
Server Server

64 RSAConference2015 _;_;f:f._:-._
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ADVANCED PERSISTENT ACCUMULO

N
i , N
I Data Nodes Data Nodes A Data Nodes |
I |
I |
| -— |
| - l :
I | Aes AES AES Admm |
| RFile RFile RFIIe HDFS |
|

| . /1
I |
I Network \ |
I |
I |
I |
I , I
i I_L ] Key Server :
: Tablet Server Zookeeper Admin I
l Accumulo :
\ \ J




TEXTUAL DISTRIBUTED DATA CONTROL ¥ ™
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. CONTEXT - THREAT. ~ CAPABILITY
Persuasion, Empathy, - Familiarity, Change,‘lo' ' -~ Volume, Vélo_city,
Problem Solving, = - Persistence .o Variety,
Negotiation, Physical Skill ' ' ' . . Vuln_erability'
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