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What is the Internet of Things?

“The Internet of Things (loT) is still somewhat of a vague concept and
carries a number of definitions. The IoT in general refers to an
Internet-like structure that connects uniquely identifiable objects,
basically anything that can be tagged with an identifying chip. The
“things" in the network take on virtual representations, and can interact
with each other as well as gather data such as when and how objects
are being used, their operating condition, etc.”

http://www.csoonline.com/article/2134066/mobile-security/what-the-internet-of-things-means-for-
security.html

¢ Does is it have to be connected to the Internet or even
have an IP address?

+ Interact only with other “things” (i.e., machine-to-
machine) or can people be involved?

¢ Cynics would argue that 10T is an “invention” that’s
been in existence for decades oy
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Useful to Think in Terms of Overall Process

Collection (sensors,
cameras, meters, GPS,
measure glucose level)

Functions

Analysis (ingest, sort,
transform, calculate)

Decisions (likely human

| “. . interface, smart agents,
> \| |".||  triggers, decision support

e systems)

Action (actuators, drones,
self-driving cars, pacemaker
shocks, supply insulin)
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Case Study: The “Uber” of the Future

Vehicle reports GPS
position, cost data, charging
status, etc.

Data on all cars is
aggregated and sorted to
deliver to customers
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Customer selects vehicle
and designated route with
payment data on file and
car is requested

Car receives request and
autonomously travels to
customer for pickup for
arranged travel
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The Threats are Real and Growing....

Stuxnet (2010)

German Steel Mill (2014) "= E'F:?Jy;eij:iﬁl?;%eof)e it perm'sﬂ’ﬁx
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But the Devices and Risks are Diverse...so HOw DO . s«
We Secure Them?
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One Way: Look at the Threat and Pair with o RSAC
Appropriate Controls

Break Strong Cryptography Physical isolation

Driver/BIOS/Hardware
(Vulnerability, Zero-Day) _

ATTACK VECTORS  povsorswecn

High

High assurance hardware
Hardened operating system
App hardening
App whitelisting
Data protection/encryption

'Log consolidation

Skill Required
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Or Focus on the Impacts

9-3504!29 v

U.. Geological Survey, USGS/Rolla, Mo.
Used by permission.

U.S. Homeland Security photo
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Case Study: Smart Metering W R

Advanced Metering Infrastructure (AMI) Reference Architecture Typical Use Cases

* |dentify outages

e Billing

e Reduce energy theft

e Detect voltage drops

e Remote connect /
disconnect

Public Internet Network

AMI Enterprise

[MDM, data repository,
etc)

Network Access/ Meighborhood Area
Core/Metro Networks Backhaul Network (NAN)  Demand response
(trunk radio, 35,. GPRS, (Meshed Radio, Wirnax,

(fiber-based, IB/MPLS)

e Customer education
* Marketing data

Wimax, fiber) 3G, GPRS, Fiber)

MDM = Meter Data Management
IP = Internet Protocol Smart Meter
MPLS = Multi-Protocol Label Switching riama Ared

GPRS = General Packet Radio Service Source: NIST l:z_Nb‘—‘m:fk '::AN] :|
. igbee, HomePlug, ete

’ Ieidos Zigbee is a registered trademark of Zigbee Alliance in the U.S. and/or other countries. HomePlug is a registered trademark of
HomePlug Powerline Alliance, Inc. in the U.S. and/or other countries. . Mg *
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But It Can Get Complicated (Smart Grid Interfaces)
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Need to Anticipate Future Use (and Abuse) Cases

~ Vehicle to vehicle
2% communication
.... and road rage

hacking
Tracking & Hacking:

T\ Security & Privacy Gaps Put American Q000
f Drivers at Risk

...and energy theft

E’%RKEY

Home automation
... and stalking

’ i :;j’:..- - o &
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Case Study: Privacy .... A Slippery Slope
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Intelligent TVs Data Granularity Data Aggregation

Seemingly Innocuous to
Potentially Insidious

Device Convergence e .2
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http://www.google.com/imgres?imgurl=http://www.security-int.com/images/companies/2286/evis-screen-multiway_3b.jpg&imgrefurl=http://www.security-int.com/categories/ip-cctv-surveillance-solutions/cctv-and-ip-security-devices.asp&usg=__kCW7nc8Np-N3zZdLYXxUYSeEn1E=&h=516&w=700&sz=80&hl=en&start=19&itbs=1&tbnid=9QTM1Oo4rjx81M:&tbnh=103&tbnw=140&prev=/images?q=cctv+screen&hl=en&gbv=2&tbs=isch:1
http://www.google.com/imgres?imgurl=http://xs2the.net/Portals/0/Gallery/NMS.jpg&imgrefurl=http://xs2the.net/Products/NMSAppliances/tabid/238/Default.aspx&usg=__GjepchpGgxtMDmzCK7qbKnuG4HE=&h=400&w=640&sz=65&hl=en&start=2&itbs=1&tbnid=ZqcJfwTUXqU0qM:&tbnh=86&tbnw=137&prev=/images?q=nms+monitor&hl=en&gbv=2&tbs=isch:1
http://www.google.com/imgres?imgurl=http://www.chorpie.net/images/weather_map_1-23.jpg&imgrefurl=http://www.chorpie.net/?m=200801&usg=__PFe6k0Y5LloKMVUpHg89tewEzZw=&h=300&w=450&sz=32&hl=en&start=11&itbs=1&tbnid=PFapbNFjZUEgGM:&tbnh=85&tbnw=127&prev=/images?q=weather+map+screen&hl=en&gbv=2&tbs=isch:1
http://www.google.com/imgres?imgurl=http://wattsupwiththat.files.wordpress.com/2009/03/3-29-09_caiso.png&imgrefurl=http://wattsupwiththat.com/2009/03/29/earth-hour-in-california-success-or-bust-the-caiso-power-graph-tells-the-story/&usg=__aKMd7bdn5xk_p7GrXYGghoOC-rk=&h=460&w=613&sz=14&hl=en&start=3&itbs=1&tbnid=tfpp4JqcVAwTiM:&tbnh=102&tbnw=136&prev=/images?q=caiso+availability&hl=en&gbv=2&tbs=isch:1
http://www.google.com/imgres?imgurl=http://www.yosemitearea.com/forums/attachment.php?attachmentid=620&d=1217210657&imgrefurl=http://www.yosemitearea.com/forums/showthread.php?t=5228&usg=__OnoEF6iPaqXcoNUbIp0_84JOixs=&h=380&w=420&sz=57&hl=en&start=7&itbs=1&tbnid=nMtaJYSoid7KmM:&tbnh=113&tbnw=125&prev=/images?q=cal+fire+portal&hl=en&gbv=2&tbs=isch:1

Building the Risk Model e

Identify all
relevant impacts

Define Use
Case

Likely :
vulnerabilities GENEIRERTEaE:

P Y
r - Smmy N @ Ty e Don’t go
*Beas speaﬂc e Start with the e Start with all interfaces overboard here
as possible worst thing that and potential attack e Many threats have
* Identify all can happen (e.g., surfaces including vet to materialize
components loss of life) physical access and are very
* Note business * Make sure you * May need to stay in speculative
objectives include all the realm of what is e Use threats to help
¢ Create use case relevant reasonably with impacts and
for each externalities foreseeable vulnerabilities
variation (e.g., what would  Make sure these are e Threats will evolve
e The “devil will consumers or pared with impacts significantly as
be in the regulators think?) (i.e., certain incentives change
details” vulnerabilities lead to and loT becomes
L P+ ¢ = certain impacts) is more common

\_ 4
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Other Considerations A

Externalities

e Device owner or data custodian don’t always
: feel the bulk of the impact

1 e Reputational harm only goes so far

Regulation should focus on where the harm
occurs

Typical Stakeholders

e Data subjects

e Those using the devices (possible physical harm)
e Public at-large / community

©_ Device owners

«* Data custodians

e Regulators (local, state, national, global)

# leidos
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Internet of Things Risk Formula AE:

Base Risk

Future

Probability Risk for Aggregation Harm to
(of device breach) Future Use Risk Other
X . i
/ Misuse (Ofmogenzev'ces) 4 Stakeholders
Cases Reliance on (including those

not initially
Other Devices anticipated)

(Network Effects)

polated Risk
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Industry Options for Mitigating Risk

¢ Fit for purpose

¢ Sharply restrict use to only a particular applications, disclaiming liability (or making other

uses illegal) for all else (e.g., drone only meant for agriculture observation in unpopulated
areas)

¢ Generally unrealistic given tendency for usage to expand
¢ May actually incur more liability

Clearly document assumptions for device and its limitations

Provide for close oversight where devices of different owners interact (e.g., vehicle
to vehicle communications, adding energy resources to electric grid)

+ Mandate vetted protocols and software libraries for devices that could involve
human injury (particularly members of the general public)

+ Implement device certification for particular use cases (e.g., safety, large amount
of personal information, critical infrastructure)

Che
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Organization/Consumer Options for e
Mitigating Risk
¢ Detailed use case development

¢ Be clear on the permissible uses (e.g., never use in control system environment)
¢ Document data collection and retention policies

¢ Assign oversight responsibility for each use case and involve people outside of IT

Review insurance coverage and applicability
Where possible, implement ongoing security monitoring

¢ Schedule ongoing reviews of Internet of Things implementation company-
wide and for each use case (this includes any new use of data collected)

¢ Revise risk management model and obtain necessary approvals after each
change of scope (and you better believe that scope will change frequently)

£
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Apply What You've Learned Today e
¢ Next week you should:

+ Begin to identify all current Internet of Things implementations that are in
place, planned, or anticipated

+ Identify any security policies or procedures related to Internet of Things

¢ In the next three months you should:

¢ Device owners should apply the risk model described and review results with
management

+ Identify mitigation steps and associated costs to achieve desired state

¢ In the next six months you should:

+ Identify Internet of Things risks that you don’t control that affect your
organization

¢ Participate in industry groups to encourage development of security
standards for the devices that most affect you

=
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Keys for Successful Internet of Things Security W s
Strategy

e

Approach

Organization
Boundaries : Keys for
Successful
Strategy

Through ' Security
Lower Risk Approach

l -
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Questions?
Thank You.

Gib Sorebo

Chief Cybersecurity Technologist
tel: 703-676-0269 | email: sorebog@Ileidos.com
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