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¢ Challenges Facing the State of Texas

¢ Texas Cybersecurity Framework

¢ Instrumenting the Framework
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Security Assessment Benchmark

Security assessments Conducted 2011 through 2014

*Over 40 agencies comprising over 80% of State FTEs

App Security
Vulnerability Mgmt s __Availability
N\

PKI -Encryption N _Change Mgmt

Physical Security / Confidentiality

Network Zones |
\
Network Perimeters \ Governance
Monitoring \ Host Security
Mobile Security N : Access Mgmt
Malware Integrity
5

#RSAC

Maturity Level Definitions
Level 1: Initial/Ad Hoc

Level 2: Developing/Reactive
Level 3: Defined/Proactive
Level 4: Managed

Level 5: Optimized

Source: Gartner

Endpoint Admission

@ Due Diligence Standard
@O State of the State
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Trends

IT staffing challenges

Data classification

Security governance / awareness

|ldentity and access management standardization

Security in software development

Consistent event monitoring and analysis

Internal network segmentation
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The Texas Cybersecurity
Framework
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The Texas Cybersecurity Framework

Objective 1:

Evolve the Texas Cybersecurity Framework to establish adaptable state
policy, standards and guidelines that define appropriate levels of
security and risk management for agencies and institutions of higher

education.
_-IIll'l




#RSAC

The Texas Cybersecurity Framework

Agency security plan template mplemented in January 2014
Vendor product / service template impiemented in March 2014
Updated information security rule adopted February 2015
Security control standards catalog adopted February 2015

Guidelines and Whitepapers Ongoing effort

L 4
4
¢
¢
L 4
¢

Governance, risk and compliance solution in progress
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Agency Security Plans

privacy and Confidentiaity
- Data classification
= Critical Information Asset Inventory
- Enterprise Security Poicy, Standards and Guidefnes
= Control Cversight and Safeguard Assurance

= ¢ 40 Security objectives defined

- Cloud Usage and Security
- Security and izaton / gy Risk

—— ¢ Aligned to “Framework for

SN Improving Critical Infrastructure

= Cybersecurity” released by NIST
= in February 2014

- System Configuration Hardening & Patch Management
- Access Control

- Security Systems Management

- Network Access and Perimeter Controls
- Internet Content Fitering

- Data Loss Prevention

- identification & Authentication

- Spam Fitering

- Portable B Remote Computing

- System Communications Protection

- Mabware Protection
= Vuinerabiity Assessment
- Security Monitoring and Event Analysis

= Cyber-Security Incident Response
= privacy Incident Response

IR - o+ e o
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Agency Security Maturity Levels

MATURITY
LEVEL DIR DESCRIPTION KEYWORDS

There is no evidence of the organization meeting the objective. None, Nonexistent

The organization has an ad hoc, inconsistent, or reactive approach to meeting the Ad-hog, Initial
objective.

The organization has a consistent overall approach to meeting the objective, but it is still Managed,
mostly reactive and undocumented. The organization does not routinely measure or Consistent,
enforce policy compliance. Repeatable

The organization has a documented, detailed approach to meeting the objective, and Compliant, Defined
regularly measures its compliance.

The organization uses an established risk management framework to measure and Risk-Based,
evaluate risk and integrate improvements beyond the requirements of applicable Managed
regulations.

The organization has refined its standards and practices focusing on ways to improve its  Efficient, Optimized,
capabilities in the most efficient and cost-effective manner. Economized
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Highlights and Roadmap Improvements

Successes to build upon Areas for improvement
+ Spam filtering + Data loss prevention
¢ Account management ¢ Secure systems services,

_ development and acquisition
¢ Disaster recovery

_ + Cloud usage and security
# Security systems management

?
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The Texas Cybersecurity Framework

L 4
4
¢
¢
L 4
¢

Agency security plan template implemented in January 2014
Vendor product / service template impiemented in March 2014
Updated information security rule adopted February 2015
Security control standards catalog adopted February 2015
Guidelines and whitepapers ongoing effort

Governance, risk and compliance solution in progress

o RSAConference2015 *© #9%
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Phased approach

¢ Legacy TAC 202 controls move into the Security
Control Standards as “Phase 1” controls

¢ Other NIST controls will be prioritized for
implementation 1 year or 2 years out

¢ Phase 2 = Low/P1 controls NOT in current TAC
¢ Phase 3 = Low/P2&P3 controls NOT in current TAC

TAC Low / P1 Controls
not in Legacy TAC

Low / P2 & P3
Controls not in
Legacy TAC

18
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State of Texas Governance Timeline

¢ Updates to the
Control Catalog can
be based on

Strategic
Plan & LAR
Devel

¢ Legislation o g Sec,“(m"\a&
e 9 ol
¢ ldentified need Numbered &
Years '

¢ Changesin
technology

¢ Changes published
in time to be
included in
Strategic Plan and
LAR decisions

19




RSAConference?2015

San Francisco | April 20-24 | Moscone Center

nstrumenting the
~ramework....
~orming a Single Army
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Instrumenting the Framework

Objective 2 - Instrument the Texas Cybersecurity Framework within the GRC platform
« Enable the Agency Security Plan process
» Define Program Maturity Risk Assessment Methodology

Objective 3 - Support Agency Risk Management Processes
* Provide enterprise risk management capabilities within the GRC platform

b7 RSAConference2015 = ##
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The Texas Cybersecurity Framework

L 4
4
¢
¢
L 4
¢

Agency security plan template implemented in January 2014
Vendor product / service template implemented in March 2014
Updated information security rule adopted February 2015
Security control standards catalog adopted February 2015
Guidelines and whitepapers ongoing effort

Governance, risk and compliance solution in progress

o RSAConference2015 - #¥h
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GRC Tool Implementation

i

Business continuity/ Recover o) (c/e{8 Risk assessment

disaster recovery
(future)

Agency security plans
. Information resources deployment review
|dentify Legacy system data (potential)

SOC alerting (Live)

Urgent incidents (Live) Respond
Monthly incident reports (Live) P Threat (future)
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Incident Response

Issues Solution

* !\Io.analytics capability for critical + Urgent incidents must be reported
incidents through the GRC Incidents module

14 |nC0nS_'Stent reporting from ¢ Using the GRC platform as your incident
agencies response system will automatically

generate your required monthly report

' ¢ Monthly report uses Veris framework for
standardized reporting

= .'}'!’:N___.:;,_,-?. -z
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Urgent Incident Reporting System

P

n

o This section captures general information about the incident. The main purpose is to allow organizations to identify, store, and retrieve incidents aver time_

Incident ID: Status: New
' # Incident Name: | | ' Incident Ci i ) Confirmed ' Suspected ' False Positive ' Near Miss

Edit
& Source ID: | "lﬂ & Priority: U Low ) Medium ) High

Edit
&+ Affected Organization: [ ... Add & Ticket Number: [ |
&+ Incident Date: [ & Recorded By: Rairiosak,/Nancy
' Discovery Date: | ' Incident Owner: | - |
& First Malicious Action Date: [ & Incident Reviewer: [ v
& Containment Date: | Has Incident Been Associated to No

Incident General information Threat Actors/Actions '| Indicators of Compromise | Security Attributes | R | impact t |

\dditiona ormatio

# Disclosure: ‘Was non-public data disclosed? O Yes (confirmed) (o] Potentially (at risk) )Mo ) Unknown
Edit
# Reported to Law Enforcement: Was this incident reported to law enforcement? (Police, eic.) ) yes )No O Unknown
Edit
# Propagate to Others: Can this incident propagate to other state systems? O yes 'No O Unknown
Edit
Variety: What varieties of data were exposed or compromised? ‘ | .
Number of Records : How many records were compromised? ‘
Incident Tracking State: Atthe time of exposure or compromise, was the data being stored, transmitted, or processed? ‘ | ‘ Edit
Incident Summary:

e 21 RSAConference2015 -
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Urgent Incident Reporting System

I

# Disclosure:

# Reported to Law
Enforcement:

# Propagate to Others:

Variety:

Number of Records :

Incident Tracking State:

Incident Summary:

Alert DIR:

Threat Actors/Actions Indicators of Compromise Security Attributes Resg

Was non-public data disclosed?
Was this incident reported to law enforcement? (Police, etc.)
Can this incident propagate to other state systems?

What varieties of data were exposed or compromised?
How many records were compromised?

At the time of exposure or compromise, was the data being stored, transmitted, or processed?

22 RSAConference2015 * #
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Urgent Incident Reporting System

0 This section captures general information about the incident. The main purpose is to allow organizations to identity, store, and retrieve incidents aver time.

Incident ID:

' % Incident Name:

« Source ID:

@  Affected Organization:
& # Incident Date:
' Discovery Date:

 First Malicious Action Date:

Status:

™ Incident Confil

' Priority:

2=
=4
=

 Ticket Numbe

@ Recorded By:
& Incident Owne

& Incident Revie

o Containment Date:

* Disclosure:

# Reported to Law Enforcement:

# Propagate to Others:

Variety:
Number of Records :
Incident Tracking State:

Incident Summary:

Threat Actors/Actions | Indicators of Compromise | Security Attributes | Response

Has Incident Bee

Impact Assessment |

‘Was non-public data disclosed?
Was this incident reported to law enforcement? (Palice, etc.)
Can this incident propagate to other state systems?

‘What varieties of data were exposed or compromised?
How many records were compromised?

Atthe time of exposure or compromise, was the data being stored, transmitted, or processed?

23

Incident General Information
Threat Actors/Actions
Indicators of Compromise
Security Attributes
Response

Impact Assessment

Yes (confirmed) Potentially (at risk) No Unknown
Edit
Yes “/'No - Unknown
Edit
Yes No Unknown
Edit
Edit
Edit
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Monthly Incident Reporting

incidents Impact Totals

o The numbers in this section will automatically populate from the Incident Application and the referenced incident records in the section below called "Incidents Logged During This Period”

< Malware Threats Logged During 13 ' Physical Threats Logged During 0
Reporting Period: Reporting Period:

%4 Hacking Threats Logged During 0 “# Error Threats Logged During 1
Reporting Period: Reporting Period:

4 Misuse Threats Logged During 0 '# Environmental Threats Logged 0
Reporting Period: During Reporting Period:

4 Social Engineering Threats 1 ' Total Number of Incidents 15
Logged During Reporting Period: Logged :

0 Please enter the totals for each category below in the boxes. For more information on the cateogry, please click the icon next to the text. Please enter "0" if not applicable. Also, note this is in addti

4 Additional Malware Cleaned by
People:

4 Additional Hacking Incidents:
) Additional Misuse Incidents:

4 Additional Social Engineering
Incidents:

“ Additional Number of Incidents:

24

'# Additional Malware Cleaned by
Automation:

' Additional Physical Incidents:
' Additional Error Incidents:

"4 Additional Environmental
Incidents:




Security Plan Template

Issues

+ Both plan formulation and
analytics difficult using Excel
spreadsheets

+ Inaccurate responses received
because of overriding Excel input

+ Inconsistent reporting from
agencies

#RSAC

Solution
+ Plan reporting must be done using GRC
platform

¢ Analytics and charts are easily generated

¢ Future versions will include program
maturity determination through risk
assessment process

+ All tied together by NIST 800-53

¥
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Security Plan Template: Excel Version
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Security Plan Template in GRC Platform

0 of 0 Completed | Options »
E CBQHE | e oW

m
il
i

#H x%ﬁ?‘q --|!‘_Fonlfamwly - FontSize ~ | B F U A€ x* X.“‘Q"A"

State -

Agency -

Agency Security Plan = [Provide the number of full-time equivalent employees ]

Attestations e

Security Objectives. . + Agency: Eake State Agency Number of Agency FTEs: [12574 \

Objective Library = E:Ez:lye}m number of FTEs dedicated to information security, cybersecurity, or network [Provide the perce of the IT bi dechicatid fo mecaidty]
Dedicated Security Staff: [11 | Dedicated Security Budget: [15 | %

[Describe internal/external regulatory drivers (e.g.. TAC 202, NIST, HIPAA) that might also be driving completion of the agency security plan template.]

Regulatory Drivers: HIPAA. IRS Pub 1075, FERPA, CJIS |

Obj. # Security Objective el % of Agency at Lvl 0 % of Agency at Lvl 1 9% of Agency at Lyl 2 % of Agency atLvl 3 % of Agency at Lvi 4 % of Agency at Lvi 5
21 Privacy & Confidentiality Privacy policies are defined 0% 50 % 25 % 25% 0% 0% O
and processes are in place
to safeguard client personally
identifiable information.
210 Security Assessment and 40 % 60 % 20% 0% 0% 9
Autherization/ Technology
Risk Assessments
21 Extemal Vendors and Third 0% 0% 30 % 40 % 30 % 0% Q
Party Providers
212 Enterprise Architecture, 100 % 0% 0% 0% 0% 0% a9
Roadmap & Emerging
Technology
213 Secure System Services, 100 % 0% 0% 0% 0% 0% G

Acquisition and Development

27
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Risk Assessment
Issues Solution

¢ Outdated MS Access system ¢ Risk assessment capability through the

. GRC platform
+ Mainly Excel spreadsheets

¢ Targeted questionnaires to the people

+ No way to roll up overall risk for L 5 1 L e O e

an organization
+ Can roll up to the overall organization

' ¢ Questions linked to different authoritative
sources

= 5

Fer
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Risk Assessable Units

Break assessments
down by component
SO questions are
only answered once.

Security Program

SISAC Meeting — February 19, 2015
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Security Categorization

Information Type Availability Rating Availability Special Considerations Confi iality Rating gg:g&i‘:::g?ssmi'l Integrity Rating Integrity Special Considerations

Criminal Incarceration Low There may be cases (e.g. emergency |ow
bulletins affecting prisoner health
and/or safety) in which emergency
dissemination of informaticn regarding
life-threatening situations is delayed
for excessive perieds. Such cases
can result in a high availability impact
level.

Moderate In some cases (e.g., instructions
regarding a need to isolate a prisoner
from the general prison population for
personal safety reasons), the
unautherized modification or
destruction of criminal incarceration
information can result in less of human
life a high impact potential.

Recommended Security Category:  Moderate Category Override:
Override Justification:

Additional Documentation:

Criminal Incarceration

Availability — Low

Confidentiality ~ Low

Integrity - Moderate

30 RSAConference?2015 -




Framework Instrumentation

Steps to successful application

< Figure out:

¢ where you are
+ where you are going
+ who belongs in your army

¢ Select a framework

¢ Develop tools to normalize and share
Information and link day to day work to your
overall objectives

31
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Contact Us
Eddie Block Nancy Rainosek
+ Eddie.Block@Dir.texas.gov + Nancy.Rainosek@Dir.texas.gov

. onttecy 32 RSAConference2015 * »




	Risk-Ops at Scale: Framework Operationalization to Address Business Risk
	Everything’s Bigger in Texas
	Slide Number 3
	Today’s Game Plan 
	Security Assessment Benchmark
	Trends
	The Texas Cybersecurity Framework
	The Texas Cybersecurity Framework�
	The Texas Cybersecurity Framework
	Agency Security Plans
	Agency Security Maturity Levels
	Highlights and Roadmap Improvements
	The Texas Cybersecurity Framework
	Phased approach
	State of Texas Governance Timeline
	Instrumenting the Framework…. �Forming a Single Army
	Instrumenting the Framework
	The Texas Cybersecurity Framework
	GRC Tool Implementation
	Incident Response
	Urgent Incident Reporting System
	Urgent Incident Reporting System
	Urgent Incident Reporting System
	Monthly Incident Reporting
	Security Plan Template
	Security Plan Template: Excel Version
	Security Plan Template in GRC Platform
	Risk Assessment
	Risk Assessable Units
	Security Categorization
	Framework Instrumentation
	Contact Us

