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Agenda

TR-069 quick tour / DEF CON recap

Motivation

The TR-069 Census 2014
Research Highlights
Mass Pwnage

Disclosure

Aftermath
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TR-069

- a.k.a. CPE WAN Management Protocol (CWMP)

-2004: v1.0 4 | |
- 2013: v1.4 (amendment 5) - | f )AGDANG
aviionrum

- 2015: amendment 67?

- This is what ISPs use to provision, monitor and configure your home
routers (and more)
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TR-069 Provisioning Session
SOAP RPC

(XML over HTTP)
Always initiates session

on
\nform(reas ) ACS can issue “Connection Request”

—
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—
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GetParameterVaIues( <key>#¥) CF_‘H

—
—
—
—
—
—
—
—

Dual authentication mechanism
- Check Point RSAConference?015 4
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Findings So Far

- Presented at DEF CON 22

- Our research uncovered implementation and configuration
flaws in many ISP’s ACS deployments

- ACSs are a single point of pwnage in modern ISP infrastructure
- Many TR-069 implementations just aren’t serious enough
- Leads to ISP fleet takeover

Q ggﬁ%ﬁmﬁggﬂ RSAConference?015 e
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Connection Request

"The ACS can at any time request that the CPE initiate a connection
to the ACS using the Connection Request notification mechanism.

Support for this mechanism is REQUIRED in a CPE.” (from TR-069)

Port Hervice Hit Eate (%)
20 HTTP 1.77

| 7547 OCWMP 1.12 |
143 HTTPS 0.93
21 FTP 0.77
X3 Telnet .71
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- Port 80 - ~70m
- 50% Web Servers

- 50% loT things
- Routers
- Webcams
- VoIP Phones
- Toasters

I -2 .’;;%;‘“‘* &’
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Port 7547 Analysis

- TR-069 - ~45m
-100% loT
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The TR-069 Census 2014

- We scanned 7547 (Nov 2014)

- A few times RA P’DD

- Help from friends (Rapid7, UMich)

-1.18% respond B 4
- 46,093,733 IoT devices . MICHIGAN _

il Vil

- All over the world
- 0.06% = 2.2m
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TR-069 CR Server Distribution

KTT-SOAP
8%

mini_httpd
6%
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What iIs RomPager?

Internet Software for Embedded Devices

- Embedded HTTP server by Allegro Software
- Massachusetts based company

- Optimized for minimal environments
- small binary, small memory requirements

- First introduced in 1996

- Many versions since
- Current version in 5.4

Q ggﬁ%ﬁ“ﬁgﬁlﬂ)‘[’ RSAConference?015
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RomPager Versions Distribution

1.44% 0.51%
\ £ 0.01%

ANNA Tomic G-MUFF /

THIS IS WHERE:GREW SUSPICIOUS. /

.l RomPager 4.07
il RomPager 4.51
./ RomPager 4.03
w RomPager 4.34
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Published Date 352014
Language English
File Size 1.38 MB
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RomPager 4.07

Dated to 2002

Appears in many new firmwares
2,249,187 devices on port 80
11,328,029 devices on port 7457
200 different identified models
50 different brands

e
e
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Dig Deeper

- Explore the firmware

- Firmware update is one file called “ras” Tp_LINKE

- Binwalk

DESCRIPTION

0x14C00 Zyn0S header, header size: 48 bytes, rom image type: ROMBIN, uncompressed
ags: OxEG®, uncompressed checksum is valid, the binary is compressed, compressed checksum is valid, memory
85043 0x14C33 LZMA compressed data, properties: @x5D, dictionary size: 8388608 bytes, u

128002 Ox1F4602 GIF image data, version 8"9a", 200 x 50
136194 0x21402 GIF image data, version 8"9a", 560 x 50
350208 0x55800 Zyn0S header, header size: 48 bytes, rom image type: ROMBIN, uncompressed
, Tlags: 0xE@®, uncompressed.<hecksum is valid, the binary is compressed, compressed checksum is valid, me
350259 0x55833 LZMA compressed data, properties: @x5D, dictionary size: 8388608 bytes, u

g S;EEE%L(D-INEOCG?!SQTE. RSAConference?015 : , >
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Dig Deeper

Downloaded all the RomPager 4.07 firmwares | could find

All of them had ZynOS header! (mipsb32)

Bl Ghece ol RSAConference?015
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ZynOS

- Basic RTOS

- One binary

- No file system

Notoriously known for the “rom-0" vulnerability (CVE-2014-4019)
- 1,219,985 vulnerable world-wide (May 2014)

Q. QFHEEQEL(HNEO?EIQTE RSAConference?015 » »99%
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http://192.168.1.1

Authentication Required

The server http://10.10.10.199:20 requires a username and
password. The server says: TD-W2961MD.

Llser Mame:

Password:

Protected Object

Usemame or Password error

| k - ,Eﬁ; b
Q' QHEEEQEL(“NEQEIQTE RSAConference?015 - »
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http://192.168.1.1: 7547

Object Not Found

The requested URL '/ was not found on the RomPager server.

Retumn to last page

Q: gﬁﬂﬁE?&ﬁNEogelsrlE RSAConference?015 - »9#%
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Manual Testing

Fuzzing over http headers

Crashed on username sub-header of digest authentication
{Authorization: Digest username=*‘a’*600}

| * .-,./’ %&*u
(a Check Point RSAConference2015 - %
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Handling HTTP requests

= e e el e e il e
S SulB, Bx24{5ad)
1la $t7. aContentLengt_ @8 # “"content-length®
S St7, Bx34(5ad)
1i St%, B8xE
sh StS, Bx3B(5ad)
1la $t2, HttpContentLengthHandler
S St2, Bx38(5a8)
1a %tA, aReferer # ""referer"
S StO, 8x4fsan)
1i Saz2, 7
sh a2, Bxuanufsan)
1la $u1, HttpRefererHandler
S Sul, Bx3Cc(5am)
1la %t8, aHost # ""host"
S St8, OxaCc({5ad)
1i “te, 4
sh Ste, BxSBafs5an)
1la $t3, HttpHostHandler
S St3, Ox4B(5ad)
la %t1, aAuthorization # "auvuthorization'
S St1, BxSB(Sad)
L Check Po |11 $a3, 8xD
SOFTWARE TECHNOLOGI | o |y $33, BHE[:{$-EII-]}
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Vulnerability #1
e =

Start Bx8010e234

-ent DigestUsernameHandler

var_ 8= -8
var_4= -4

addiu $sp, -8
addiu $a@, ©8x3D606

suw $ra, 8+var 4($sp)
addu $at, Sa1, $a2

suw $Fp, 8+var_ 8(S5sp)
lsh Szern, p(Sat)
[jal strcpy

. 1]

1w $ra, 8+uvar 4(5sp)
1w $Fp, 8+uvar 8(5sp)
j¥ Sra

addiu $sp, 8
-.end DigestUsernameHandler

End 8x86108e264

() Check Point
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Debugging Level-Up

- Open up the router, looking for JTAG
- No JTAG
- U-ART?

Yy
Y40,

() Check Point
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TLE refill exception occured!

EPC=
S5R=
CR=
SRA=

OX616161061

Ox10000003
Ox50801808

Ox00000000

Bad Virtual Address =

UTLB_TLBL

Ox561616160

..\core\sys_isr.c:267 sysreset()

Sré=
Sad=
Ste=
Std=
Ss0=
Ssd=
StB=
Sap=

805e2bf8:
805e2cO8:
805e2c18:
805e2c28:

0o

80
80
0o
80

Ox00000000
Ox00000001
OxB8001FF80O
OxB804A94060
OXB804A8A60
Ox00000001
OxXB804A9EA48
Ox8040F004

01

Se
40
55
Se

02

2C
e5
54
2C

03

28
fc
4cC
40

04

80
0o
42
80

Sat=
Sal=
Sti1=
Sts=
Ssl1=
Ss5=
5t9=
Ssp=

05

04
00
5f
10

Ox80350000
Ox805D7TAFS8
OxFFFFFFFE
OxXB804ABA00
Ox8046C114
Ox8000007C
Ox00000000
OxX805E2B90

06

2a
0o
54
16

07

70
§]3)
4cC
de

08

80
80
42
80

09

40
40
4cC
40

SvO=
Sa’z2=
St2=
Ste=
S5s2=
Ss6=
G E
Stp=

A

8
ed
00
3

0B

ac
0c
ac
ed

Ox00000000
OXFFFFFFFF
Ox804A8F38
Ox804A9D0O0O
Ox8O5EZ2BF8
Ox8040ES5FC
Ox61616160
Ox8O5EZ2BF8

ocC

80
80
00
0o

oD

40
48
00
00

OE

3
e
00
0o

Svl
Sa3
St3
St7
5s3
Ss7T
sk1
Sra

OF

ed
29
00
00

Ox00000001
OxX00000000
Ox804A9E47T
Ox00000040
Ox80042A70
Ox00000000
Ox8000007C
Ox8003A3DO

iiiiiii

rrrrr



Exploit #1

- Unprotected strcpy
- 1. send large username

- 2 overwrite function pointer with ptr to shellcode

¥ )
. ] st (5=
° 3 prOfIt! a_u:ll::;u $a1, %$s8, Ox3ce0
jal sub_EB18BDSL
1w $a@, a8($s@)

- Too easy? i

loc_881816BC:

1w $t7, Ox3FAu{Ssa)
beqz $t7, loc_8e1816D8
move $aB, %$s2

v
[l (es] 5=
jalr | $t7
nop

L) Check Point M,
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Variance in the Wild

- Each device/firmware version has a different address space layout
(“Nature’s ASLR”)

- If you know your target firmware and the exact memory layout, you
can run code without too much hassle

- Attacker gets one chance per router because of dynamic IP
allocation

- A potential generic solution would include finding an anchor for the
shellcode using another infoleak vuln.

- That could work, but let’'s keep looking!

Q Check Point RSAConference2015 -
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Poor Man’s GDB

ZynOS has unknown memory access debug primitives in serial
- Pre-boot

- Dynamic reversing is very slow
- Patch, crash, repeat

- ZORDON - ZynOs Remote Debugger (Over the Network)

- Breakpoints
- View/Edit Memory and registers

Q QHQSEQEL(HNEOQEIQTE RSAConference?015
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Vulnerability #2

- Each incoming HTTP request populates a pre-allocated “request
structure”.
- No dynamic memory allocation, remember?

- RomPager 4.07 handles processing of up to 3 concurrent requests
(3 pre-allocated structures)

- By sending 3 consecutive requests, one can overwrite the HTTP
handlers structures

=h $t5, Bx38(5a0)
la St2, HttpContentLengthHandler
S St2, BxaafSan)
1la LZt8, aReferer B ""referer"
s Ste, Bx4B($an)
1i $az, 7
1 sh a2, bBxhu{ian)
Q Check Point la $u1, HttpRefererHandler
SOFTWARE TECHNOLOGIES LTD. sy $U1 . ﬂ:u:ﬂl.'.{$aﬂ}




TLE refill exception occured!

EPC= 0x61616161

SR= 0x10000003

CR= Ox50801808

SRA= Ox00000000

Bad Virtual Address = 0x61616160

UTLB_TLBL ..\core\sys_1isr.c:267 sysreset()

Sro= Ox00000000 Sat= Ox80350000 5vO= O0x00000000 5Svli= Ox00000001
$af= Ox00000001 Sal= OxBO5D7VAF8 %Sa2= OxFFFFFFFF %$a3= Ox00000000
St0= OxB001FF80 S$tl= OxFFFFFFFE S$t2= Ox804A8F38 S$t3= Ox804A9E47
Std= Ox804A9460 St5= OxB04ABA60 St6= Ox804A9DO0 St7= Ox00000040
$s50= OxBO4AB8A60 5S5s1= Ox8040C1l1l4 Ss2= OxB805E2BF8 5$s3= OxB80042A70
$54= O0x00000001 5s5= OxB8000007C 5s56= OXB8040ES5FC S$s7= O0x00000000
St8= OxBO4A9E48 S$t9= Ox00000000 S$kO= 0x61616160 Ski1= Ox8000007C
Sgp= Ox8040F004 Ssp= OxB805E2B90 STp= OxB805E2BF8 Sra= Ox8003A3DO

00 01 02 63 04 65 06 67 08 69 OA OB O6C 0D OE ©OF

805e2bf8: B8O 5e 2c 2B 80 ©4 2a 7O 80 40 T8 ac 80 46 T3 e0 M. *p.@.
805e2cO8: B8O 40 e5 fc 00 00 00 00 B0 40 e6 Oc 80 48 4d4e 29 e e ianna @.
805e2cl18: 00 55 54 4c 42 5f 54 4c 42 4c 00 ac 00 00 00 00 .UTLB_TLEL.

805e2c28: 80 5e 2c 40 80 10 16 dO 80 40 f3 e0 00 00 00 00O AT ' [ @.

e o P — P P P P o — I — — o I - o R —

L]



#RSAC

Exploit #2

- How can you exploit this?
- Blind memory read (by replacing the HTTP header string ptr)

- Problem: only works on port 80.
- already have “rom-0" for that

Q QEEEQEL(HNEO?!QTE RSAConference?015
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Vulnerability #3

= oSO bl RSAConference?015 - »
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Vulnerability #3

- Rom pager supports cookies
- No dynamic memory allocation, renfémbé

- Pre-allocated cookies array

- 10 cookies, 40 bytes long each
- C0,C1,C2,...,C9

accept-Encoding: gzip, deflate’, sdch
Accept-Language: en-uUs,en;q=0.8,he;q=0.6
Cookie: CO=212321297a57a5a743894130ed4a3801Fc3;

HTTP,/1.1 200 OK

Content-Type: Text/html
Nata- <ot 1 Tam 2000 OO0-05-1 2 GMT

o Check Point

SOFTWARE TECHNOLOGIES LTD.




addiu S8, 1 j loc BB18EG64L
mouve Saf, %s8 mouve Ys@, $c2
jal FindTokenDelimiter
nop

mouve “af, %s8

mouve 451, SuB

addiu $s1, 1

jal atoi

<h Szero, —-1(5s1)
mouve Saf, %51

jal FindCookieEnd

mouv e 453, %SuB

11 “a2,. Lo

mul St2, 553, Saz?

move Sal, 5s1

addiu St5, S$ch, Bx6B28
mouve 4B, SuvB

addu Sat, %$s1, $s8

addu $afd, 5to, St2

jal strncpy

<h Szero, B(Sat)

i loc_ 8018E644

addu 4@, %51, 5s8
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Exploit #3 - Misfortune Cookie

- Arbitrary memory write relative to a fixed anchor in the RomPager internal

management struct
- Pretty much controls everything RomPager does
- Overflow 32-bit for negative offsets ©

- Non-harmful example as a POC:
Cookie: Cl107373883=/omgl337hax
Object Not Found

The requested UEL "Yomgl 33 7hax' was not found on the RomPager server.

Eetumn to last page

- The technique works on any model of any brand
that we had access to

Q QEEEQEL(HNEO?!QTE RSAConference?015
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Exploit #3 - Misfortune Cookie

With a few magic cookies added to your request
you bypass any authentication and browse the configuration
Interface as admin, from any open port.

CVE-2014-9222/9223

a 2 £
http://mis.fortunecook.ie e

‘-i Ln T —

b
%,

Q ggﬁ%ﬁﬁggﬂ?} RSAConference?015 e




y New Tab x 3 ___ h —-:n_ X3 J , HRSAC

o

c o ey =

i Apps Forquick access, place your bookmarks here on the bookmarks bar. Impert bookmarks now..,

+Shahar Gmail Images

Israel

Google

9
3e3ct aachen.cce.de
a O 2
- ENETH 30 TUern yned Dashboard - Check Ponl hitps 3 1e3ctf aachen.co Mizfortuns Cookie by Che
- %
nachum checkpoint com wwnw. gstatic. com shodan io
Rads=on Blu Holel, Hamb. hitp 192 1= not a
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http://mis.fortunecook.ie/

TP-LINK"®

300Mbps Wireless N ADSL2+ Modem Router

Quick Interface Advanced .
Maintenance Status Help
Access Start Setup Setup I
Management
CWMP Setup
CWMP Activated '® Deactivated
Login ACS
URL :
User Mame :
Password :
Connection Request
Path : |#r0&S
Port : [7547
LUsertame :
Password :

Periodic Inform

o Check Point

SOFTWARE TECHNOLOGIES LTD.

Periodic Inform :

Intervalis) :

Activated Deactivated
86400

SAVE | CAMCEL

RSAConference?015 -
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FW Manufacturing Process

AllegroSoft S

e HUAWEI
¢ TP-LINK
*ZTE

L Check Point RSAConference?2015 - 9%
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Vendor Communication

- We contacted AllegroSoft and the major affected vendors

- Provided full description of the vulnerability and a non-harmful POC that
triggers it

- Despite some broken English, the message got through
- Most of the time

- AllegroSoft

- “Can’t force any vendor to upgrade to latest version” (they actually
provided a patched version in 2005)

Q gﬂﬁ%“ﬁ?ﬁﬂ RSAConference?015
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Exploits in Public

- Analysis & exploit released February 16 by cawan
(Chui Yew Leong from Malaysia)

- http://cawanblog.blogspot.com/2015/02/misfortune-cookie-cve-2014-
9222.html

- Good job!

- CANVAS by Immunity released exploit for TP-W8961ND
- https://vimeo.com/121925542
- Seems to be similar to the one released by cawan

Q ggﬁ%ﬁﬁggﬂ?} 44 RSAConference?015 e



http://cawanblog.blogspot.com/2015/02/misfortune-cookie-cve-2014-9222.html
https://vimeo.com/121925542

#RSAC

Recap

- We found a critical vulnerability in the most popular service
exposed in the public Internet.
- As far as we know

- Reported to all vendors.

- We made it public-friendly, with a catchy name, fancy logo and
explanatory web site.

- A public exploit was released two months ago.

Q Check Point 45 RSAConference2015 3
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Is the Internet on fire?

-Do people care?
-Do vendors care?

- Also, check out https://istheinternetonfire.com

L Check Point B

SOFTWARE TECHNOLOGIES LTD.
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> C' | [ forum.tp-link.com/showthread.php?78603-

T PP-L_INK Beta

Can TP-Link clarify which, if any. models are vulnerable to the seric
for those products’

This report claims many WiFi routers, including TP-Link products, c
http:/fmis_fortunecook .ief

[112-29-2014 0628

. We have leamned about the issue published by checkpoint a few days before. but we confirm it cannot actually attack our modem router (latest hardware & firmware
tpllnk o versions for all models).
Let's have a further explanation, attackers make up cookies which includes our modem router's internal actions, and send it to LAN IP of the modem router, then th
router will respond to the cookie. For example, attacker makes up a cookie which includes “rom-0", and send it to our modem with LAM IP address 192.168.1.1, ther

= Join Date: Mar 2012 the router receives it and respond “rom-0 not found™.
I+ i Fart Aamale +n acrcnce tha rrador wia h#Ea- 17400 180 1 1irnmn N Jar adbhear 1HIDE Y ko sl coere ssadaess eoa dmre ol crnmurte mmAachanicrns Aremioara hac alraadh hannad $h

‘we confirm it cannot actually attack our modem route

from the root.

Administrator

= Posts:

If your modem router is not using latest hardware. howewver, please refer to this FAQ to do some settings, it will also make your modem router more safe.
http:/fwww tp-link .com/en/article/ #fagid=573

Check Point RSAConference?015 -

B SOFTWARE TECHNOLOGIES LTD.
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Vendor Responses - Patch Wall of Shame

Vendor |Affected | Fixed W|II Wont
\Y[eYe [=1IS

http://www.huawei.com/en/security/psirt/security-bulletins/security-

H UAWEI advisories/hw-407666.htm (December 2014)
P p) http://support.zte.com.cn/support/news/LoopholelnfoDet
ZTE 12 ‘ : 2 ail.aspx?newsld=1006342 (January 2015)
http://www.zyxel.com/support/announcement_misfortun
zyXEL 60 4 7 (i L5}, 49 e_cookie_vulnerability.shtml (February 2015)
TP-Link 23 0 10 (Jun 15) 13 Private thread (April 2015)
D-Link 15 O 'p 'p No response yet

(These vendors make up 92% of the vulnerable population)

. " ,‘,ﬁ
L Check Point 48 RSAConference2015
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The TR-069 Census 2015

TR-069 (7547) Proliferation

. 50M
c
S 45M
S 40M
35M
30M
25M
20M
N &N &N on o0 on. . on o N < ]S S S n N
A AT r LT A P
e A I P TR
|QQEEQE§|NOF:£EIQTE 49 RSAConference?2015 ”';“
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The TR-069 Census 2015

5 Month Post-Publication

H Patched
O Disappeared
| Still Vulnerable

o= QHQEEQEL(HNEO?EIQTE al RSAConference?015
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In the Wild

- We deployed 10 honeypots with allocated IPs across the globe
- Listening on 7547
- Pretending to be “RomPager 4.07”
- Recording all traffic

- We activated silent signhatures deployed to ThreatCloud-enabled
Check Point gateways around the world.
- A lot of traffic.
- Later enabled as ‘loud’ signatures.

g gThWSECT;EL(HNEOCG?!sr?TE. 51 RSAConference?2015 Koo’ S :
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Caught in the Wild
- (547 Scanners

- Shodan (indexed 40M devices) 123.30.128.71

- University of Michigan 12.174.243.4

- Meta-Intelligence 67.61.75.2

- 7 Unidentified Scanners 46.183.216.200
- Identify Yourself ©

199.217.118.79
192.64.41.88
207.10.134.42

Q Check Point 52 RSAConference?015 &
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Caught in the Wild

- Active Attacks

- Check Point IPS blocked active attack attempts on a few customer
networks

- We hope to share more details at a future time

Q QHQEEQEL(HNEO?EIQTE 53 RSAConference?015 2
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A O

- Is RomPager bad?

- No, they were actually very responsive and security aware. We just
happened to research an old version of their software.

- Is this an intentionally placed backdoor?
- Doesn’t look like it.

- Can you tell me which IPs are affected in my country?
- Scan 80 + 7547 + custom ISP TR-069 connection request ports

g S;EEE%L(D-INEOCG?!SQTE. RSAConference?015 3 ‘ .. :
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Apply

- Immediate actions:
- Close all open ports to the WAN , accept those which are required and monitored.

- Read Misfortune Cookie FAQ at: http://mis.fortunecook.ie

- In the upcoming months:
- Detect any Misfortune Cookie vulnerable devices in your organization and update
their firmware accordingly. You could also flash alternative firmware.

- Long term goals:
- Reevaluate security of your network devices and their administrative access.

- Replace low-end network devices with more security aware devices.
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A Pessimistic Outlook

- We made a difference, but...
- Vendors are not paying the price for bad security.

- Customers (individuals and enterprises) should be the first to care.
- That will only happen after a major compromise is revealed
- Chances are it already happened
- Chances are it won'’t be traced to the network gateway

- Vulnerable “Won't Fix"/EOS devices will stay online and unpatched
for years

o Check Point
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CHANGE

Challenge today’s security thinking

RSAConference?2015

San Francisco | April 20-24 | Moscone Center

SESSION ID: HTA-R04

Thank You!

Shahar Tal Lior Oppenheim

Research Manager Vulnerability Researcher

Check Point Software Technologies Check Point Software Technologies
@jifa @oppenheiml
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