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Duqu: Steal Everything
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« Part Three. Detection of the main missing link — a dropper that performed

the initial system infection. November 02, 2011

The Mystery of Duqu: Part Three

By Alexander Gostev on November 2, 2011. 4:35 pm

Dropper and 0-day.

Now, for some much more interesting news. It turned out that the continuing research by the Hungarian lal
Crysys has led to the detection of the main missing link — a dropper that performed the initial system infect

As we expected, a vulnerability was to blame. An MS Word doc file was detected that was sent to one of tl
victims by the people behind Duqu. The file contained an exploit for a previously unknown vulnerability in
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Why Office?
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e Ubiquitous

o
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In a keynote session at the SecTOR conference in Toronto this week,
F-Secure security researcher Mikko Hypponen detailed his views on
Duqu and the world of online espionage noting that it is very clear to
him Duqu is not only based on Stuxnet, but was also written by the
same people. According to Hypponen, the Stuxnet source code is not

"Run a system that isn't being targeted and don't run Word, Excel and
Powerpoint,” Hypponen said. "Make your system different from what the

attacker assumes you'll be running.”
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e Ubiquitous
e Platform (almost an OS)
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If ISO were to give OOXML with its 6546 pages the same level of review {l
standards have seen, it would take 18 years (6576 days for 6546 pages) t
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e Ubiquitous
e Platform (almost an OS)
e VM (to an APT)
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e Ubiquitous
e Platform (almost an OS)
e VM (to an APT)

e Universal container

%&,{g& 13 RSAConference?015 253



RSAConference?2015

San Francisco | April 20-24 | Moscone Center

Deep Dive:
Office Internals




#RSAC

e DOC
e DOCX
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Office Internals in Two Lines

e (Content-Types

e Relationships
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Parts (Examples) s,

Content-Type Part Data (“Stream”)

ppt/slides/slide4.xm| application/vnd.ope <?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<p:sld
nxmlformats- xmlns:a="http://schemas.openxmlformats.org/drawingml|/2006/main"

officedocument. pres  xmins:r="http://schemas.openxmliformats.org/officeDocument/2006/relati

entationml.slide+xm| onships”
xmlns:p="http://schemas.openxmlformats.org/presentationml|/2006/main"
><p:cSld><p:spTree><p:nvGrpSpPr>...

ppt/mEdla/Imageg'png Image/png 00000000R: &% 50 4E 47 OD COA 1A& OA OO0 00 00 OD 49 48 44 52 EPNG ........ THDR
00000010n: 00 OO0 OB 57 00 C0 OB 59 08 06 00 OO 00 5B OC 71 ; ...W...¥.....[.Q
00000020h: 3F 00 00 00 0% 70 48 59 73 00 00 2E 23 00 00 2E ; ?....pH¥=...#...
00000030h: 23 01 78 A5 3F 76 00 00 00 19 74 45 58 74 53 6F ; #.x¥?v....tEXt5o

00000040n: &6 74 7T 61 T2 65 00 41 &4 &F 82 65 20 45 6D 6l ; ftware.fhdobe Ima
00000050R: 67 65 52 65 61 64 73 71 C2 65 3C 00 06 DB 52 49 ; geReadygEe<..URI
00000060R: 44 41 54 78 DA EC DA 41 11 80 00 10 C4 BO 82 7F ; DATxUita.£..4°,[
00000070n: CF C7 CC DA 20 91 DO 77 9F BB OB 00 ©OO 00 OO0 00 ; IE;II':I Bwls......

Q00000080n: OO OO OO OO OO EO EF S5E 0% 00 00 OO OO QO 00 00 ; ....:ém':i." ........
[Content_Types].xml application/xml <?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<Types

xmlns="http://schemas.openxmlformats.org/package/2006/cont
ent-types'"><Default Extension="png"
ContentType="image/png"/><Default Extension="emf"

ConfentType="image/x-emf"/>... s
|
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Relationships (Examples) RSAC

ppt/presentation.xml
ppt/media/imagel6.png

Type: slide

ype: 1mage

t/media/imagel5.pn
ppt/slides/slide4.xml PP gel5.png

Type: 1mage

Jype: slidelLayout

ppt/slideLayours/slideLayout2.xml
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The Office OOXML Stack HRSAC
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1. Wrapper
2. Obfuscator
3. Vector in its own
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The Office OOXML Stack HRSAC
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VM (to an APT)
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Platform (almost an OS)
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For more information

+ www.OfficeDissector.com — Open Source tool to dissect
Office documents

¢ http://www.officedissector.com/doc/rst/ANALYZING OOXM
L.html is a walk-thru including an example tutorial using
OfficeDissector

+ Feel free to contact me with questions (please be patient if | can’t
respond immediately)

¢ And, if you have a lot of time on your hands,
http://standards.iso.org/ittf/PubliclyAvailableStandards/index.html has the
ISO/IEC 29500 Office spec (all 6500+ pages)

%&;{E& 37 RSAConference?015
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Questions?
Feedback?

Please share them with me here
Or jdgrier@ grierforensics.com
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Apply Slide

¢ Next week you should:
+ Install OfficeDissector (Open Source at www.officedissector.com)
¢ Work through the tutorial of Office analysis

¢ Within one month you should:

¢ Take a benevolent office document from your organization and dissect it.
It will be a great way to concretize what you've learned about Office
internals.
¢ Within three months you should:

¢ Find a suspicious Office document (perhaps emailed to someone in your
organization) and dissect it

+ Catalog the threat vectors that Office docs constitute for your organization

oy
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