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How Vulnerable Are Our Homes?
- The Story of How My Home Got
Hacked
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WHAT IS IT-SECURITY?
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david@ubuntu: ~/codefiot-research$ lynx --source "http://192.168.1.65/

Usage: grep [-ihHngwvsEABC] PATTERN [FILEs. .

sh: uid=0({root): not found
¥-Powered-By: PHP/4.4. 2
Content-Type: text/html; charset=UTF-8

david@ubuntu: ~fcode/iot -researchs

.
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escription: storage
[1] Extrating usernames and pa

admin
Administrator

admin:

david@ubuntu: ~/cod

wa
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HACKING IT REMOTELY!
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LIVE DEMO!!!
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OTHER DEVICES?
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| Ardv Redigera Viga Historik Bokmarken Verktyg Hislp

/ g — e -:__:_?"I:

€ @19216811 ,

# Administrator | Language: en sv

Home > Broadband Connection > WAN-Sensing

b DSL Connection
* Link Information
Uptime: 14 days, 19:47:51

DSL Connection DSL Type: ITU-T G.993.2

Internet Services Bandwidth (Up/Down) 6.403 / 33.957
[kbps/kbps]:
Data Transferred o/
(Sent/Received) [B/B]:

Broadband Connection
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2 Admnistrator | Language

Home > Toclbox > Yeb Camaras

Firewall
This page summarizes the overall security pelicy configured on your Technicolor Gateway.

*  Security Settings
Security Level: Standard Detilza,
Use this Security Level to allow all outgeing
connections and bleck all incoming traffic. Game
and Application sharing is allowed by the firewall.

Toolbox

DHCP Operation

Telephony

Portmaps

Game & Application Shaning
Farental Contred

Firawall

Intrugion Detection
Crynamic ONS

usar Management

Content Sharing
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Haeme = = Updste
System Configuration
This page summarizes the current config
Information
Canfiguratien * Service Configuration
Technicolor Gateway. AR a
Service Name:
* Time Configuration
Time Source: Automatic
Date: 17-07-2014
Time: 13:50:51
Timezone: (UTC+01:00)
Summar Time: Yes
Time Since Power-on: 14 days, 15:55:37
Tirme Server 1t
Timie Server 2:
* System Configuration
Web Browsing Interception: Dnsabled
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CONCLUSION
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CONCLUSIONS

+ More and more devices gets connected!
¢ Bad guys are already hacking us!

+ EXxploitation is easy and effective
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CONCLUSIONS

¢ Good solutions for software vendors
¢ BuilditSecure.ly
¢ | Am The Cavalry
¢ OWASP
¢ IEEE Guides

¢ No solutions / help for consumers
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