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Terrorism + the Internet 
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Sun Tzu: The Art of (Social Media) War 
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Who / What is ISIS? 
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Volatile Mix: Medieval + Modern 
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2008 Mumbai Attacks 
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Battlespace: Social Media 
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April 2015: ISIS threatens another 9/11 
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Who is using Social Media? 
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Facebook: the Largest Nation! 

> 
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Why Social Media is Great for Attackers 
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Attackers use Social Media to… 

12 

SOCIAL 
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Shallow Waters … Deep Waters 

13 



#RSAC 

Hijacking Social Media 
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ISIS Census (Brookings) 

15 

 50K Twitter 
accounts 

 High avg tweets 
& followers 
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Goals 
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Tactics 
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The Battle for “Hearts and Minds” 
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Islamic State Hacking Division 
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@Newsweek Hack 
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Digital Proof of Attack? 
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“Hit List”: Googling … not Hacking 

 “Islamic State Hacking Division” 

 Posted names, addresses, photos of 100 U.S. service members 

 Assertion: “hacked” military servers, databases, emails 

 Reality: Most information on public military websites 

 Stories, quotes, photographs, videos, holiday messages 

 Missions in Middle East and/or against ISIS 

 Soldier photos believed taken from social media 

 DoD: call for soldiers not to reveal personal information 

23 



#RSAC 

Cyber Alliances 
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 Alazm Center Twitter account 
 Jan 13: “hackers” contact us! 

 “Terrorists Team for  
  Electronic Jihad” 
 “Campaign against Zionist websites”  

 Redirected victims to ISIS propaganda 

 “Report our greetings to Abu Bakir” 

 Claimed responsibility on JustPaste.it 

 Training on how to avoid monitoring 

 Hackers: Al Falaga, Mo7_AbuAzzamNM,  
AnonGhost 

 Aljyyosh: online hacker forum 
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What is to be done? 
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 ISIS account suspension  

 Total banishment unlikely 

 Perhaps undesirable 

 Free speech 

 Intelligence collection 

 Radical isolation 

 Increases potential for 

extremism? 
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Physical Threats to Social Media Employees 
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Nation State Response: U.S. 

 U.S. State Department 

 To win hearts and minds away from ISIS 

 2011: Center for Strategic 

Counterterrorism Communications 

(CSCC) 

 Engages extremists in online debate 

 Twitter account:  

“Think Again Turn Away” 

 Engages in rhetoric with jihadists  
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Non-State Response: Anonymous 

 Jan 2015: Charlie Hebdo 

 Satirical newspaper 

 Anonymous 

 Declared war on Islamic extremists 

 Battlespace: social media 
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#OpISIS: “Dismantling the Cyber Caliphate” 
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Strategic Thinking 

 Social media: powerful technology / human-to-human 
 New “Wild West”, “cyber battleground” 

 Network life and human life: close relationship 
 Everything on social media: good and bad 

 Packets flying in every direction, all the time 
 Apps, profiles, content, images, video, links, malware, threats, gossip! 

 Defense: comprehensive approach: think Art of War 
 Awareness, concepts, geopolitics, sensitivity, wisdom 

 Social media security: abusing trust … nurturing trust 
 Know trends in technology / communicate with human users 
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Practical Application 

 Visibility 
 Websites, IP addresses, traffic patterns, software / malware 

 Free speech – but not to a fault! 
 No inflammatory, violent content / no dangerous sites 

 Tailored tactics: your organization is unique 
 Flexible, dynamic, imaginative defense 

 Proactive measures 
 Policy, enforcement, briefings by law enforcement, counterintelligence 

 Reactive preparations 
 Plans for attack mitigation, remediation 
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FBI 
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FBI in social media 
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