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What is Phishing?

“We define it as the practice of sending e-mails that appear to be from
reputable sources with the goal of influencing or gaining personal
Information. *

— Phishing Dark Waters: The Offensive and Defensive Sides of
Malicious Emails (2015 Wiley)
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But come on... does it work?
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Don’t Forget the Domino Effect

After all of these breaches we see
an increase In phishing against the
victims of the breach.....
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Why does Phishing Work? Influence
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Why Does Phishing Work? Manipulation
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Why Does Phishing Work? Bottom Line

+ Bad decision-making

: S

¢ Plays on base emotions @

¢ Uses our natural curiosity UPS parcel notification
Dear client

¢ We are Often too busy tO pa’y You have an pending parcel at our office.

atte ntl on Please print the receipt from attachment and show it at our office.

‘ Bad g uyS are gettl ng Sm arter ‘Warning: We will send the parcel back to the sender if vou will not take it at 15 days.

This is an automatically generated email, please do not reply.

¢ Better branding

Copyright 1994-2013 TUnited Parcel Service of America, Inc. All rights reserved.

¢ More believable pretexts

o
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Phishing - Example

PayPal <notify @paypal-web.com> Decemt

SOCH

Dave

Your Paypal.com transaction confirmation.

. Dec 5, 2012 05:45:23 CST
yPaI Transacvon ID:

Dear PayPal Mamber

You made a payment of $730.48 USD to Lyle

It may take a few moments for Tis YaNSACUON 10 Show P in your Jccs

Selter Instructions to seflor
Ye

haver't sntered any structions

Shipping details
The selar hasnt provided any shioping detas yot

ard handirg $19.59 USD
o - ot offered

Total $73048 USD

Paymaent $730.48 USD

Problems with this transaction?
You have 45 days from the date of the operation to open a dispute in the R,

Pioase don't roply 10 this message. auto-rotification system not configured to dccept incoming mad. For immadciate answers
0 your questions, vist our Holp Contor by clcking “Halo” bcased on any PayPal page.

PayPal Emal ID

B:49

AM
AM
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PayPal <notify @paypal-web.com> _ December 6,

TC DaVﬂ
Your Paypal com transaction confirmation.

PayPal 3 . Decs,2012 054523 CST
ransacuon 1D:

- Dear PayPal Mamber,
You made a payment of $§730.48 USD to Lyle -

It may take a few moments for his ransaclion 10 Show up in your account,

Seller Instructions to sellor

Ly You havor't antarad any Pstructions

Shipping address - confirmed Shipping details

Surrse Dr The salar hasn provided any shioping detads yot
Manius AL 35047-6706

Unkod States

Dotads Qty Amount
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WHAT CAN YOU DO?
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Apply What You’ve Learned

¢ Education
¢ Realistic simulations

+ Effective teaching
moments
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Education

+ More than once a year
¢ Consistent messaging
¢ Support from the top

¢ Include everyone -did |
say consistent?
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Realistic Simulations

YOU CAN'T PUT TH!

SOCIAL
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Is a SaaS going to meet your
needs?

How do you test and teach
WITHOUT exploiting?

¢ Don’t expect perfection

IMPORTANT — Reward the
positive, educate the negative

A good simulation will also set
your baseline

oy
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Effective Teaching Moments

Use your training time wisely and ask yourself:

¢ When are you teaching the employee? (pre- or post-click)
¢ Are you rewarding and reinforcing the positive?

¢ |s safety a burden?

¢ Does it make them safer in their personal lives as well?

oy
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Key Points To Remember

Realistic simulations are proven to help increase awareness

Buy in must be from the top down

.
.

¢ Do not exclude anyone

¢ Use positive reinforcement of proper behavior
.

Do not ever expect 100% success — it's just not HUMAN
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QUESTIONS & ANSWERS

michele@social-engineer.com
www.social-engineer.com

@SocEngineerinc




