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What is Phishing? 

 

“We define it as the practice of sending e-mails that appear to be from 

reputable sources with the goal of influencing or gaining personal 

information. “  

– Phishing Dark Waters: The Offensive and Defensive Sides of 

Malicious Emails (2015 Wiley) 

 

2 



#RSAC 

But come on… does it work? 
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Don’t Forget the Domino Effect 

 

After all of these breaches we see 

an increase in phishing against the 

victims of the breach….. 
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Why does Phishing Work? Influence 
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Influence 

Reciprocity 

Obligation 

Concession 

Scarcity 

Authority 

Consistency & Commitment 

Liking 

Social Proof 



#RSAC 

Why Does Phishing Work? Manipulation  
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MANIPULATION 
Increase 

Susceptibility 

Environmental 
Control 

Forced           
Re-Evaluation 

Removal of 
Power 

Punishment 

Intimidation 
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Why Does Phishing Work? Bottom Line 

 Bad decision-making 

 Plays on base emotions 

 Uses our natural curiosity 

 We are often too busy to pay 

attention 

 Bad guys are getting smarter 

 Better branding 

 More believable pretexts 
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Phishing - Example 
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WHAT CAN YOU DO? 
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Apply What You’ve Learned 

 Education 

 Realistic simulations 

 Effective teaching 

moments 
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Education 

 More than once a year 

 Consistent messaging 

 Support from the top 

 Include everyone  - did I 

say consistent? 
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Realistic Simulations 

 Is a SaaS going to meet your 
needs? 

 How do you test and teach 
WITHOUT exploiting?  

 Don’t expect perfection 

 IMPORTANT – Reward the 
positive, educate the negative 

 A good simulation will also set 
your baseline 
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Effective Teaching Moments 

Use your training time wisely and ask yourself: 

 When are you teaching the employee? (pre- or post-click) 

 Are you rewarding and reinforcing the positive? 

 Is safety a burden? 

 Does it make them safer in their personal lives as well? 
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Key Points To Remember 

 Realistic simulations are proven to help increase awareness 

 Buy in must be from the top down 

 Do not exclude anyone 

 Use positive reinforcement of proper behavior 

 Do not ever expect 100% success – it’s just not HUMAN 
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QUESTIONS & ANSWERS 

 
michele@social-engineer.com 

www.social-engineer.com 

@SocEngineerInc 

 


