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Overall Key Challenges & Highlights

You can’t develop a ground up set of controls for each country, so how to 
define the 80 – 20 requirements that will drive your base standards?

There are finite company legal and compliance resources.  How do you 
make the best use of those resources?

Internal resources
Outside counsel
Information service

Regulations are dynamic.  How do you keep your advice current? Follow 
changes?  How do you identify countries most apt to change?
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Use Case Examples

Global DLP:
You are the Project Manager for an initiative to implement a global DLP strategy.  
The strategy includes the monitoring of email for keywords related to company 
intellectual property.

M&A Activity in Russia
You are the security and compliance lead for an acquisition based expansion into 
Russia.  Since the company will be a manufacturing partner, Trade Secret 
information will be involved. 

Breach Response
Your company has suffered a breach that has touched employees and customers in 
multiple countries. You are the lead for investigating the hacking incident which may 
involve the theft of personal information and company intellectual property.
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Use Case: DLP (restrictions on monitoring)
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Use Case: M&A Activity in Russia
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https://www.blueedgelab.com/subscriptions/cybertrak/countries/?t=restrict
ions‐on‐security‐technologies&c=RU

https://www.blueedgelab.com/subscriptions/cybertrak/countries/?t=restrictions-on-security-technologies&c=RU
https://www.blueedgelab.com/subscriptions/cybertrak/countries/?t=restrictions-on-security-technologies&c=RU
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Use Case: Breach Enforcement
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www.blueedgelab.com/subscriptions/cybertrak/countries/?t=security-breach-notice-requirements&s=practical-
enforcement-risk&c=IN&c=KR
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www.blueedgelab.com/subscriptions/cybertrak/countries/?t=security-breach-notice-
requirements&s=mandatory-breach-notification-requirement&c=IN&c=KR

Use Case: Breach Enforcement
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Use Case: Breach Enforcement

8www.blueedgelab.com/subscriptions/cybertrak/countries/?t=security-breach-notice-requirements&s=breach-
notification-trigger&c=IN&c=KR
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Use Case: Breach Enforcement

9www.blueedgelab.com/subscriptions/cybertrak/countries/?t=security-breach-notice-
requirements&s=whom-to-notify-in-event-of-breach&c=IN&c=KR
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Apply: Operationalizing Compliance

Top Take-Aways
Be prepared: Access to global legislation information across multiple 
countries
Stay aware: Get notified of significant changes
Understand: Know where you are most at risk for liability
Engage: Influence the legislation 
Apply: Shape your data strategy to maximize return and minimize legal 
risks and penalties
Operationalize: In-house staff, outside council, automated solutions, 
and hybrid
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