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Overall Key Challenges & Highlights

¢ You can’'t develop a ground up set of controls for each country, so how to
define the 80 — 20 requirements that will drive your base standards?

¢ There are finite company legal and compliance resources. How do you
make the best use of those resources?
¢ Internal resources
¢ Outside counsel
¢ Information service

¢ Regqulations are dynamic. How do you keep your advice current? Follow
changes? How do you identify countries most apt to change?
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Use Case Examples

¢ Global DLP:

¢ You are the Project Manager for an initiative to implement a global DLP strategy.
The strategy includes the monitoring of email for keywords related to company
intellectual property.

¢ M&A Activity in Russia

¢ You are the security and compliance lead for an acquisition based expansion into
Russia. Since the company will be a manufacturing partner, Trade Secret
information will be involved.

¢ Breach Response

¢ Your company has suffered a breach that has touched employees and customers in
multiple countries. You are the lead for investigating the hacking incident which may
involve the theft of personal information and company intellectual property.
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Use Case: DLP (restrictions on monitoring)

Germany, India, Korea h

I. Cybersecurity Mandates

3. Restrictions on Security Technologies

4. Restrictions on Monitoring

I A Overview
B. Practical Enforcement Risk

C. Degree of Activity that Triggers
Enforcement

5. Security Breach Notice Requirements

B Germany Last modified january 26, 2015

There are no special provisions concerning monitoring and detection, but general statutory
provisions apply. In particular, monitoring and detection measures must not viclate the
German Federal Data Protection Act (Bundesdatenschutzgesetz, BDSG). Monitoring of
personal data without consent of the data subject Is only possible under exceptional
conditions {eg, If there Is reasonable suspicion that criminal actions are Imminent or to
safeguard legltimate Interests of the company and there Is no reason to assume that the data
subject has an overriding legitimate Interest In ruling out the possibility of processing). Also,
the monitoring must not violate the German Telecommunication Act
(Telekommunikationsgesetz, TK.G) and In particular not violate the telecommunication secrecy.
Monitoring may also be subject to the consent of the works coundll, according to sec. 87 of
the Industrial Relatlons Law (Betriehsverfossungsgesetz).

':_' India Last modified january 26, 2015

Private use of security technologles to intercept or monitor any communication Is prohibited.
There Is no specific definition of security technologles. However, In the context of
cybersecurity. It may Include lllegal acts of Interception, monitoring, decryption or blocking.
Such private use of security technologles Is prohibited In public. Use of such technologles In
the workplace may be seen as a violation of the right to privacy. There Is no legal provision
covering the monitoring of employee communications for security Issues {eg, to detect
malware or data exfiltrations); therefore, If employers provide notice to employees about
such monitoring, they are unlikely to be viewed as violating the right to privacy.

:.: KO rea Last modified january 26, 2015

Limited restrictions, mostly related to Intercepting communications without all necessary
consents or a warrant. or violation of communications privacy without consent.
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Use Case: M&A Activity in Russia

CYBERTRAK® . .~ - - BLUEEDGELAB"

HOME  MARKET INSIGHT CONTRIBUTORS ABOUT  CONTACT US Q Jim 0

2. Security Standards

Licensing requirements. Export and use of encryption technologies in Russia require a state
3. Restrictions on Security Technologies

license issued by the Federal Security Service upon submission by the applicant of information

on the technical parameters of the encryption technologies. Additionally, telecom networks

A. Overview ; ; : - : ’ y
are subject to state regulatory requirements concerning compliance with certain technical

) i parameters, such having the ability to interact with other networks and being accessible to
B. Practical Enforcement Risk 2 _ .g ] 2 : ] ¢
state security authorities in case of need (legal interception rule).

C. Degree of Activity that Triggers

Enforcement

4. Restrictions on Monitoring of Security
Issues

5. Security Breach Notice Requirements https://www.blueedgelab.com/subscriptions/cybertrak/countries/?t=restrict
@ ions-on-security-technologies&c=RU
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Use Case: Breach Enforcement
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5.F. Practical Enforcement Risk
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Use Case: Breach Enforcement

CYBERTRAK

A, Criwreiam
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D Whaom 1o Motify in Event of Breach
E. Breach Notification Dieadiine

F. Practical Enforcement Rink
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BLUE EDGE LAB

5.B. Mandatory Breach Notification Requirement
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Use Case: Breach Enforcement

CYBERTRAK
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Use Case: Breach Enforcement

CYBERTRAK E : . BLUE EDGE LAB
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5.0. Whom to Notify in Event of Breach
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Apply: Operationalizing Compliance

¢ Top Take-Aways
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Be prepared: Access to global legislation information across multiple
countries

Stay aware: Get notified of significant changes
Understand: Know where you are most at risk for liability
Engage: Influence the legislation

Apply: Shape your data strategy to maximize return and minimize legal
risks and penalties

Operationalize: In-house staff, outside council, automated solutions,
and hybrid
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