RSAConference?015

San Francisco | April 20-24 | Moscone Center

CHANGE

Challenge today’s security thinking

.
oo 15 000
,,,,,

SESSION ID: MBS-R04

True Cost of Fraud and
Cybercrime Against Your Mobile
Channel

Charles McColgan Mark Crichton, CISSP

CTO Director, Fraud & Risk Intelligence Product Mgmt
TeleSign Corporation RSA, The Security Division of EMC

@TeleSign @RSA

#RSAC



Agenda

¢ Growth In Mobile
¢ What are the threats?

¢ The Hacker Ecosystem

¢ Cost of Fraud in Mobile
¢ What Can | do?

#RSAC

oy

RSAConference2015 - # S8 .



RSAConference?015

San Francisco | April 20-24 | Moscone Center

Mobile Growth




#RSAC

I\/Ioblle Growth

RSAConference2015 ]



, #RSAC

Smartphones are taking over

~132-million babies

Source: Frederick S. Pardee Center for
International Futures, Jan 17,2014

LI & TeleSign
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~1-billion smartphones
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Source: IDC Worldwide Mobile
Phone Tracker, January 27, 2014
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Smartphones are taking over.. everywhere!

Share of mobile connections
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Figure 1: Smartphone penetration by region — the only way is up
Source: GSMA Inteiligence
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Smartphones are taking over... everywhere!
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What we hear about in the news today... PGSR

Almost 15 breaches per week in 2014 - 25% increase from 2013

145M 4.6M 56M Massive Reach Cultural
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- ® 1 Source: Identity Theft Resource Center, 20]?,; -
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Mobile Fraud Follows Consumer Demand

Increasing consumer access:
Tablets, Smartphones,
Wearables

279%0 of all 2014 banking
transactions from mobile
devices*

50% year-over-year growth in
mobile transaction volume*

3290 of fraudulent transactions
are from mobile channel*

*Source: RSA Fraud and Risk InteIIigenc&C;l'Qr -
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Mobile Fraud Examples

¢ Fraudsters use stolen credentials on mobile devices to;:
¢ Purchase goods with the victim’s debit/credit cards

¢ Gather more info about the victim to be used/sold for fraud purposes
¢ Name, address, phone, email, order history, address book, etc.

¢ Send money via BillPay service, etc.
¢ Access sensitive information (i.e. bank account records)
¢ Lock real user out of account (ransomware)

¢ Fraudsters create thousands of accounts they control to:
¢ Test and use stolen credit/debit card numbers
¢ Spam/phish other users

: - > iy 4
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Why Is stopping mobile fraud harder?

+ ldentifying and stopping fraud on mobile is very different from web
¢ |IP address pool is small on many carriers
¢ Device fingerprinting is less effective and less mature
¢ Cookie tracking is limited

¢ Solutions that work for web fraud are far less effective for mobile
fraud

+ Visible in the $92.3M/year loss on average per company!*

*Source: J. Gold Associates, 2015
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Malicious App detections are growing

+ Malicious apps are posing as legitimate apps
¢ For Malware Distribution
¢ For Phishing Scams

+ 350,000 malicious Android app detections in 2012*
¢ 1,400,000 malicious Android app detections in 2013*
¢ 3,500,000+ malicious Android app detections by 9/2014*

*Source: Trend Micro Annual Security Roundup 2012, 2013, 2014
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From the unsolicited ...

wil. AT&T 4G 12:00 PM el

iSPOOF Europe - SmS Spoofer

————
Messages

Call FaceTime Add Contact | |
i Wormanons M H
iSPOOF is one of the cheapest sms spoofer, May 10, 2012 8:19 AM ”

But what is an SmS Spoofer? an sms spoofer is an application that allow you .
to set who the message appears to come from by replacing the original Dear Shopper: | ”
mobile number (Sender ID) with alphanumeric text. This means that you can Congrats you have jus’t I[
send the sms you want to a number you want and FROM the number you want! $ 1000 Gift ”
If you send an sms from the number of your friend to another your friend won a ! , ”
he will see on your phone the name associate with that number! Card. Click here to claim e ”
your gift. II
B Fooves www.GIFTCLICKSITE.com [
+ Send Sms Spoofing the senderlD (Quit2end) J Il

" Numbers and Names are supported = ”
«" User Friendly ”
«" Secure Login System ”
+ Fast delivery (less than 1 minute) ”

+” It works in all the Europe, and many other states! I[

e | e —— 1
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To the user installed ...

O Android Security Sui... O Android Security Sui... O Android Security Sui...

Do you want to install this
application?

Do you want to install this

Installing...
application? 9

Allow this application to: money

send SMS messages
e Your messages
edit SMS or MMS, read SMS or

System tools
MMS, receive SMS

change network connectivity,
change Wi-Fi state, change

Network communication
full Internet access

Storage

modify/delete SD card contents

Phone calls
intercept outgoing calls, read
phone state and identity

Services that cost you
monev

your Ul settings, disable
keylock, display system-level
alerts, modify global system
settings, prevent phone from
sleeping, reorder running
applications

Hide

Cancel Install Cancel Install

® (® TeleSign
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Where does my data go?

BAH“"": EENTEH A or from Heveadorp, Gelderland

Carding Forum| Carders Forum

\ visitor from Tunisia
(276 Viewing) Carding Forum| Carders Forum
Threads: 7,047 Posts: 16,730

\ vigitor from Superior, Wisconsin
Carding Forum| Carders Forum

Threads: 216 Posts: 1,240 & ay, y A visitor from Mont-laurier, Quebec
Carding Forum| Carders Forum

\ visitor from Romania

Threads: 1,326 Posts: 1,835 Carding Forum | Carders Forum

Real-time view - Get Feed)it

Threads: 751 Posts: 7,967 esterday,

(70 Viewing) BS TRAFFIC

Threads: 189 Posts: 1,017

(33 View

Threads: 109 Posts: 533

Threads: 24 Posts: 276

(2 Viewing)

Threads: 97 Posts: 476

(9 Viewing)

Threads: 51 Posts: 833
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Controlling the Devices Remotely

L SANKING

| Project ID: | 555 (11 phones, user) -| Color scheme:  Yellow -| Manage users and projects Oct 06, 2014 09:30:21 #d User: admin |
‘ Selected phone: *# w107 Last command: call list (send)  Send time: 02-10-2014 09:18:31 Status: SMS ON | Call OFE | Rec OFF | Admin ON| Rec call OFF | & |
® Number 'IMEI “IccID ) code  Info General Info | Intercepted SMS List | All SMS List | All Call List | Contaw Analise | Sounds List | Application List | Pictures List | Code History |
Qe
Show all phone | Show favorites only
—— 71 Y Commands Refresh Status Bar
- —— 07 *
— 101 * ”
-—13 * Sg 83
———10 T Start SMS Stop SMS
— - w549 ¥
120 w E
——T04 b 4 Get SM$S
—— - L3 i
— G35 * . Change

control

number for RiEE

all project
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Controlling them locally ...

Add new card

Enter your credit card you want to use Google
Wallet.

visa B

Card number

RSAJ

(o TeleSign
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Mandiant U.S.A. Cyber Security
FBI. Department of Defense
U.S.A. Cyber Crime Center

Country: United States

Regi
City.

ATTENTION!
Your phone has been blocked up for safety reasons listed
below.
All the actions performed on this phone are fixed.
All your files are encrypted.
CONDUCTED AUDIO AND VIDEO.

You are accused of 9 and/or of banned

(child pornography/zoophilia/rape etc). You have violated World Declaration on non-
proliferation of child pornography. You are accused of committing the crime
envisaged by Article 161 of United States of America criminal law.

Atticle 161 of United States of America criminal law provides for the punishment of
deprivation of liberty for terms from 5 to 11 years.

Also, you are suspected of violation of 'Copyright and Related rights Law
(downloading of pirated music, video, warez) and of use and/or dissemination of
copyrighted content. Thus, you are suspected of violation of Article 148 of United
States of America criminal law.

Article 148 of United States of America criminal law provides for the punishment of
deprivation of liberty for terms from 3 to 7 years or 150 to 550 basic amounts fine

It was from your phone, that unauthorized access had been stolen to information of
State importance and to data closed for public Internet access.

Unauthorized access could have been arranged by yourself purposely on mercenary

ire

law may be interpreted as unintended (if you had no incidents before) and no
arraignment willfollow. However, it is a matter of whether you have paid the fine to the
Treasury (to the effect of initiatives aimed at protection of cyberspace).

The penalty set must be paid in course of 48 hours as of the breach. On expiration of
the term, 48 hours that follow will be used for automatic collection of data on yourself
and your misconduct, and criminal case will be opened against you

Amount of fine is 300$. You can settle the fine with
MoneyPak xpress Packet vouchers.

As soon as the money arrives to the Treasury account, your phone will be unblocked
and all information will be decrypted in course of 24 hours.

Then in 7 day term you should remedy the breaches associated with your phone.
Otherwise, your phone will be blocked up and criminal case will be opened against
youself (with no option to pay fine).

Please mind, that you should enter only verified passs of vouchers and abstain from
caching out of vouchers once used for fine payment. If erroneous passs were entered,
or if attempt was made to cancel vouchers after transaction, then, apart from above
breaches, you will be charged with fraud (Article 377 of United States of America
criminal law; 1 to 3 years of imprisonment) and criminal case will be opened.

%) oney o

Voucher NO/PIN Value

Pay MoneyPak

300 v

How do | unblock the phone using the MoneyPak?

1. Find a retail location near you.
2. Look for a MoneyPak in the prepaid section. Take it to the cashier and load it with

3. 70 pay fine you should enter the digits MoneyPak resulting pass in the payment form
and press "Pay MoneyPak

RSAConference2015
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Traditional vs eCommerce vs Mobile Fraud

Increasing For The Average Merchant

$3.08
$2.69

O=

2012
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And Higher For Certain Merchants and Channels

@ $2.3O International Merchants

g $3.34 Orders by Mobile

D $2.62 OrdersOnline

Fraud Losses Growing

1.36%
0.80%
0.69%
2013 2014
mCommerce International
Merchants Merchants

1.21%

0.85%

0.53%
2013 2014 2013 2014

Large eCommerce
Merchants

(Fraud losses as percent of revenue)

® (3 TeleSign
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Methodology and Survey Size

¢ Survey consisted of 250 NA organizations
¢ 44% Large ($1B+), 25% Medium ($500M-$1B), 24% Small ($100M-
$500M), 7% Very Small ($100M)
¢ Average Total Revenues of $2.54B
¢ Weighted average across all organizations

¢ Internet and Mobile Revenues

¢ One third generated revenues from the Internet in the 26%-50%
range.

¢ 25% indicated that 11%-25% of that revenue came from a mobile app.

RSAConference2015 9
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Mobile Losses by Company Size

¢ Lostrevenues as percentage of total revenue in past 12 months due to
Mobile Fraud

¢ By Company size (Average Percentage Ranges)
+ Very Small ($100M), Small ($100M-$500M), Medium ($500M-$1B), Large

($1B+).

Very Small Small Medium

19%-9% 10%-24% 10%-24% 10%-24%
_ $150K-$450K $150K-$6M $1.3M-$24M $15M-$240M

Copyright 2014 J.Gold Associates, LLC.

¢ Total losses across all size organizations are large and will only grow!

@ (3 TeleSign
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By The Numbers

¢ Acompound view of revenues, losses, and growth rates

Average Total Average % of Average % of Average $ Loss | Average 5 Year

Revenue Total Revenue Total Rev Lost per year dueto | Mobile Growth
Due to Mobile Due to Mobile Mobile Rate

$2.54B 4.53% 3.04% $92.3M 47%

Copyright 2014 J.Gold Associates, LLC.

¢ Total losses present large potential revenue if fraud eliminated.
¢ Given these losses, companies are not spending enough on security.
¢ Companies must increase level of expenditure on remediation of losses.

¢ Investing as little as 10%-20% of the yearly losses in enhanced security would provide
significant boost to organization’s ability to limit or eliminate the losses resulting from fraud.

@ (3 TeleSign
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Rogue App’s

¢ Detect and shutdown apps targeting customers in public app
stores

¢ Don'’t forget the “non-public” ones too!

¢ Perform App Scanning on device D
¢ Suggest “AV” for the mobile |

_____________________________
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Perform Big Data

Who you are?

What is the device that you are
coming from?

Did we see this device?

Did we see this behavior?

Did we see this origin location?
Is the device compromised?
What do you typically do?

And more...

® (3 TeleSign
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Risk Analytics

® o : e, feed-back
Mobile activity bﬁ = 2 % Fraudintell
[ B\ )
Device profile
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At every step of a users journey

IN THE WILD BEGIN ONLINE SESSION LOGIN /
TRANSACTIONS
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Apply What You Have Learned Today

¢ Based on research companies are seeing a disproportionate of
fraud happening via mobile devices. Specific dollar and
engineering investment must be made to protect this channel.

¢ Personally, look at what apps you have on your mobile device.
What data are they are using and ask yourself do they need it?

¢ Restrict or Remove apps that ask for too many permissions or that you
don’t use or need

+ Invest in security for your users, your app or management of your
mobile apps (MDM)

-

- -
- “
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