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When does the Constitution protect our privacy?

“The right of the people to be secure in their persons, houses,
papers, and effects, against unreasonable searches and seizures,
shall not be violated, and no Warrants shall issue, but upon
probable cause, supported by Oath or affirmation, and particularly
describing the place to be searched, and the persons or things to
be seized.”

- Fourth Amendment (1791)
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What happens when data leaves your possession?

| wlhe Wallace Bros’ Company,
Stutesuitle, I,

P20, @/% (e viiaa ’/”/A//NMW e

Ex parte Jackson (1877) — the Constitution protects letters in transit,
requiring the government to get a warrant from a judge to open a
letter in transit through the postal system
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How does the law respond to disruptive
technology?

Olmstead v. United States (1928)
— the Constitution does not protect
the privacy of phone calls in transit
through the telephone network

wa
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Courts and Congress catch up.

1967: Supreme Court reverses
Olmstead: voice in transit is protected
by the Constitution

1968: Congress adopts the federal
Wiretap Act - detailed procedures for
Issuing judicial warrants for
interception of “wire or oral”
communications in transit

1978: Congress adopts a parallel
universe of rules for national security -
FISA
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Disruptive technology — a second wave

1969 — CompuServe founded — Internet introduces non-voice comms
and stored comms :

1977 — Commercial cell phone service introduced
Problem: Wiretap Act only

covered “wire” or “oral”
comms and only in transit.
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Congress responds again -
Electronic Communications Privacy Act 1986

¢ Required a warrant for all real-time access to content

¢ Cell phone conversations
¢ Email and other electronic communications

& However, allowed access without a warrant to some
stored communications and other stored data
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Two new waves of disruptive technology

“The Cloud”

¢ Under ECPA, many communications, documents and other items
stored with a service provider are available to the government with
a mere subpoena — no court order required, no probable cause of
criminal conduct

Location

¢ ECPA allows access to “records pertaining to a subscriber” without
a judicial warrant and without a finding of probable cause

o
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Warrant vs. subpoena — what's the diff?
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Subpoena involves no prior judicial approval

Unitesd States District Court
SOUTHERN DISTRICT OF INDLANA

TO: Kristine Clair SUBFOENA TO TESTIFY
4701 Pise St, Box 96 BEFORE GRAND JURY
Bhiladelphia, PA 19143 SUBPOENA FOR:

Operson  KDOCUMENTS OR OBIECT(S)

YU ARE HERERY COMMANDED s sppest and testify befoee the Grand Jury of the United States Digirict Court
as the place, date, snd time specified below

PLACE RO
444
U S, Coartheuse
46 East Ohio Stresd, 4¢h Floor | DATE AND TIME
Indiarapolis, [N 46204 Fubrusry 24, 2006
910 am

¥OU ARE ALSD DUMMANDED e brisg with 5o the fplloaing documentis] or object(s);
SEE SUBPOENA ATTACHMENT

T lisw of sctul agpeatance before the Grand Jusy, you may volanerily waive your right 1o personally present the
recards and request & Special Agent to take custody of the documents o present to the Girand Jury. If yoa elect 10 da 50,
please complete the enclsed Wasver ind Certificaticn and forward It and your respanse befire the date of compliance fo
the amention of

Task Force Officer Joel A Arthar
Fedaral Rurean of Investigation
575 M. Pennsvlvanis Street, Room 679
Indianapolis, I 46204
Telephore: 317-530-3301

Fou are not to disciose the existence of shis requess unless authorized by the Assistant TS, Attorncy. Any
such disclosure would imped the investipation belng conducted and iherehy interfere witk the cnfarcement of the
las.

This subypeens shall remain in effectuntil you are granted leave to depart by the court or by an offfcer acting oo behalf

of the gpun.
CLERK - DATE
" LAURA A BRIGGS. CLERK lenuary T3, 200%
Arthur!

AR v |

This sabpeen is issadipon application NAME, ADDRESS AN PHONE NUMBER OF
of the United States of Amevica ASSISTANT U S, ATTORNEY
TIMOTHY M. MORRISON Dioris L. Fryor
Uhnited States Attorney Azsizmant United Stabes Alorsy
09-01-DLF-15:10 10 Woest Markes Strees, Suite 2100

Indiznapolis, Indiang 262043048
*If not apylicsble, enter *none.” (317) 226-6333
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The parallel universe — foreign intelligence collection

Foreign Intelligence Surveillance Act

Warrants for surveillance inside the US, targeting persons inside the US
National Security Letters for stored metadata

Pen/trap provision for real-time collection of metadata

Warrants for physical searches

Section 215: Business records (sunsets Junel, unless Congress acts)

SanndunnfunnPenndunn®

Section 702 (aka “PRISM”): Programmatic approval of surveillance
targeting non-US persons reasonably believed to be outside the US

-

wa
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The courts begin to respond

¢ One federal appeals court requires warrant for all stored email
(Warshak — 2010)

¢ Supreme Court requires warrant for prolonged GPS tracking —
does not rule on cell tower data (Jones — 2012)

¢ Supreme Court declines to rule on NSA surveillance (Clapper —
2013, pre-Snowden)

+ District courts rule on Section 215 program (2013, post-Snowden)
— two for and one against; 3 appeals pending

=
o
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Time for Congress to respond again

Updating ECPA — a
convergence of interests:

¢ Service providers

¢ Users

¢ Government

b3
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Digital Due Process
<\ DIGITAL
9F DUE PROCESS

{EIN

ABOUT THE ISSUE OUR PRINCIPLES v RESOURCES

WHO WE ARE ' Digital Due Process is a diverse coalition of privacy -
- advocates, major companies and think tanks, working | OUR PRINCIPLES
together. To simplify, clarify, and unify the
: : - ECPA standards, providing stronger
Coalition Members Include: privacy protections for
communications and associated
Lttty data in response to changes in
'f technology and new services and

usage pattemns, while preserving the
o legal tools necessary for
® government agencies to enforce the

‘o n\\“ laws, respond to emargency
circumstances and protect the
public.

(1117
‘&“ Lu‘
1y ™

MORE »

www.digitaldueprocess.org
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ECPA Reform

¢ Judge’s warrant for all content
¢ Leahy-Lee — S. 356 — 16 cosponsors
¢ Yoder-Polis — H.R. 699 — 261 cosponsors

¢ Judge’s warrant for location tracking
¢ GPSAct-—H.R. 491, S. 237

¢ Reform bulk collection of metadata
¢ USA FREEDOM Act

P
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Reform Government Surveillance 1 v inf t |

The undersigned companies believe that it is time for the world's
G | O b a | governments to address the practices and laws regulating government

surveillance of individuals and access to their information.

( | Ove r n | | | e nt While the undersigned companies understand that governments need

to take action to protect their citizens' safety and security, we strongly

L]
S u rve | | | a n C e believe that current laws and practices need to be reformed.

Consistent with established global norms of free expression and privacy

R e fo r | | | and with the goals of ensuring that government law enforcement and

intelligence efforts are rule-bound, narrowly tailored, transparent, and
subject to oversight, we hereby call on governments to endorse the
following principles and enact reforms that would put these principles
into action.

AOI. LSorophox 4 Go gle Linkedm B Microsoft , YAHOOQ!
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Apply

¢ Next week you should:
¢ Join Digital Due Process

+ Coordinate with your legis affairs office or trade association to
Include ECPA reform on your legis policy agenda

¢ In the next three months, you should:

+ Talk with your general counsel about your internal policies for
responding to government demands

¢ Within six months;

+ Work with your general counsel to survey data holdings and
determine how they fit within ECPA

I
#
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