
#RSAC

SESSION ID:

John P. Carlin David Sanger 

Preventing and Disrupting 
National Security Cyber Threats

PNG-W04

Chief Washington Correspondent
New York Times 
@SangerNYT

Assistant Attorney General for National Security 
U.S. Department of Justice 
@TheJusticeDept



#RSAC

The evolving cyber threat landscape 
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Threats: Insiders, criminal organizations, terrorist groups, nation-
states and their proxies 

Motivations: Financial gain, commercial advantage, favoring 
domestic industry, developing military technology, political coercion, 
and retaliation

Risks: Significant financial loss; loss of sensitive business 
information, trade secrets, and competitive advantage; costly litigation; 
reputational damage with employees, customers, and investors; and 
physical damage
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What you can do… 
Establish C-Suite focus on network security risk management, 
crisis management planning, and incident response. 
Identify and prioritize what you are trying to protect, and 
develop a layered security approach accordingly. 
Integrate with others facing the same threats – join or establish 
threat sharing relationships with others in your sector and with the 
USG; identify and implement best network defense practices.  
Engage proactively with us when an incident does occur, 
including through early notification and robust interaction to 
identify, disrupt and deter the attackers. 
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