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Large Longitudinal Effort

Global Information Security Workforce Study Respondents
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Diverse Respondent Representation ¥ =

Respondents by Region Respondents by Job Titles

C-Levels &
Executives
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Diverse Company Representation ¥ =~

Respondents by Company Size
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10,000
or more

Respondents by Industry
Vertical

Gov't Non- Banking,
Defense Insurance &

Finance

Gov't Defense

A\ Manufacturing

Telecom &
Media
Other Private
Enterprise
Healthcare
Personal & Information
Professional Technology

Services



Let’s talk about why you are here: Study Shows Salariesy ws«
Increasing!
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Key Themes of the 2015 Study

¢ Security Concerns Continue to Escalate

+ Application Vulnerability Concerns Unmatched by Remediation
Efforts

¢ Security Readiness Stuck in Neutral
¢ Even though we are spending more money

¢ Sprawl in Security Technologies is a Material Concern

+ Growing importance of managed or outsourced security
services

+ Cloud adoption is no longer a question of if, but how much.

o
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The Workforce Shortage o

¢ What we can see.. ..

¢ And, what lies beneath




What is a Shortage? o

Price ﬁ

Scarcity in a Free Market

Surplus sapasm

! Demand
Shortage
>
Q, Quantity
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What Is Shortage? fiex

Shortage in an Imperfect Market

Price ﬁ‘

Demand

Quantity 4
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Workforce Shortage Indicators B
Churn

Did you change your employer or employment status in 2014?
(Percent of Survey Respondents)

Yes, changed employer
while still employed

No change in employer 14%

or employment statu
in 2014
81%

Yes, changed employer
due to a layoff or
termination
3%

Yes, became self-
employed
2%




Workforce Shortage Indicators R
Churn Despite High Satisfaction

Overall, how satisfied are you in your current position?
(Percent of Survey Respondents)

Very satisfied | 30%
Somewhat satisfied _.—J 46%
Neither satisfied nor dissatisfied _a_J 11%
Somewhat dissatisfied _._J 9%
Very dissatisfied _;_J 3%

Prefer not to answer J..J 2%
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Workforce Shortage Indicators i
Increasing Compensation
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Workforce Shortage Indicators T
Increasing Compensation

2015 Salary Distribution for All 2013 Salary Distribution for All
Security Professionals Security Professionals
Americas Developing Countries Americas Developing Countries




Workforce Shortage Indicators W RAC
Staffing Perceptions

Would you say that your organization currently has the right
number of information security workers, too few, or too many?

Too few 62.2%

The right
number

Don't
know

Too
many 1.9% W 2013 Wi 2015




Workforce Shortage Indicators
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Staffing Plans Insufficient to Meet Need

Would you say that your organization
currently has the right number of information
security workers, too few, or too many?

Don't

know 100 many

9.5%  1.9%
The right

number

26.4%

Too few
62.2%

Over the next 12 months, do you expect the
number of information security professionals
in your organization to increase, decrease or
remain the same?
Don't
Decrease know
3.1% __2.5%

>

Stay the
same
42.2%

Increase
52.1%
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Workforce Shortage Indicators

Reasons Why Too Few Information Security Workers
(Percent of survey respondents)

Business conditions can't support additional personnel at this 0
time 57%
It is difficult to find the qualified personnel we require _ 37%
Leadership in our organization has insufficient understanding of ' ' A59%
the requirement for information security i

Other F 5%

W 2013
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Workforce Shortage Indicators W e
Difficulties in Locating Qualified Personnel

Reasons Why Too Few Information Security Workers
(Percent of survey respondents)

Business conditions can't support additional personnel at this 57%
time 45%
o)
It is difficult to find the qualified personnel we require ﬁ B
45%
Leadership in our organization has insufficient understanding of J 45%
the requirement for information security 43%

5%
Other : 59

W 2013 w2015
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Workforce Size Estimate and Projection

Workforce Shortage .
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Workforce Shortage Effects

What is the impact of your organization's shortage of

information security workers on each of the following?
(Selected as Top 2 on a 5-point Very Great Impact-to-No Impact at All Scale)

On the existing information SeCUritY... L T %
On the Organization as d Wh0|e — 59%
On Security breaCheS — 50%

On customers E 48%
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Workforce Shortage Effects B

VWhatl you can see

Security professional efficiency
& Qutsourcing

Technology leverage to reduce
security professional workload

What you can’t see

~ Pushing security tasks to
IT professionals, a force

multiplier

~ Security tasks are getting
left undone or performed

sub-optimally

\
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Question

At what point do we stop using the term “shortage” and
we use the word “crisis” instead?

o

RSAConference2015 P 4



Visit (ISC)? booth
108/109 for your
copy of the report
or
WWWw.isc2cares.org

to download

The 2015 (ISC)? Global
Information Security Workforce Study

A Frost & Sullivan White Paper > Sullivan Market Study in Partnership with:
Michael Suby,VP of Research ISC 20 Booz | Allen | Hamilton
Frank Dickson, Research Director strategy and technology co
Information & Network Security
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