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Ops-Centric -> IR-centric

Silos -> Fusion

Rely on products -> Rely on threat intel

Collect tool output -> Collect it all

Tools -> People

Passive -> Active

Signatures -> Signatureless



#RSAC



#RSAC



#RSAC



#RSAC



#RSAC



#RSAC

f (x) = y
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Next week you should:
Define the mission and purpose of your SOC
List everything that your team is working on, and streamline

In the first two weeks following this presentation you should:
Identify the “output metrics” that you should be measuring
Determine your detect-to-contain time and set a goal

Within a month you should:
Establish how you will be testing and measuring your capability
Show demonstrated improvement

16

Apply What You Have Learned Today
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Questions?
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