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Security without compromising experience

Techniques for securing the data should be specific to the type of cloud service

IaS

Applications
Data

Runtime
Middleware
O/S

Virtualization

Servers

Storage

. Service Provider security responsibility



Common concerns about the cloud

Is my content safe in your data centers?

Who has access to my organization'’s
content in the service?

What visibility do [ have into the
activity on my content in the service?

Can I encrypt everything so that
it's not possible for you to have
access to my content?




Encryption
Options

Data Loss Prevention 3¢
Search ¥
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General content analysis 3¢
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Cloud principles

You own it, you control it

‘tlS your da‘ta We run the service for you

We are accountable to you

Privacy Continuous
by design compliance




Detense in depth approadh

100101
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Gain
100011 Content transparency
011011

m Physical security [EESEEd
N |< Intrusion and
e’[WOI’ vulnerability detection
] Host iy
B pplication |
Ad M | N Account management

Independently verified to meet key standards —
ISO 27001, SSAE 16 (SOC 1) Type I and (SOC2) Type Il only), FISMA




Security strategy beyond defense

Red teaming
Our own Office 365 pen testers test our services
Simulate outsider and insider attack scenarios
Strict Rules of Engagement (“do no harm”)
Practice incident response

Bug bounty

» External security researchers hunt for vulnerabilities
« Compensated for significant valid vulnerabilities if found
+ Enable customers to run their own vulnerability assessments




Farning and maintaining customers’ trust

Transparency

’—-
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\
\ In the world of Saas, it is through

transparency and control that we
and maintain customers’ trust

Investments we announced yesterda
/ are a significant step in this direction

Privacy / Compliance




Building transparency and control

Transparency - Control

© ¢

~ Security and Customer Advanced
complxance signals Lockbox encryption




Security & compliance signals

] Office 365
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ISV Partner Integrations

A LORIC by Palerra

3 C Tj'i :8080/#threati i (77ed0963-ee30-11e3-a077-c5453937c62f
Apps || Comedy Movie | Wa

Help = KeyTech  Admin ~

Threats
Dashboard

Identified Abnormal Event Time Range  Last 12 weeks

Application
03651

Menitor

Category

Rnaits Anomalous Activity

User ID: 7
@ sam.cliver@outiook.com
Th g ®
reats
atails: 3
Datail: 3w "
User behavior risk. Failed logins and Unique 1P connections deviates from normal K i
a8
'y behavior for sam.oliver@outlook.com = 40 -7
FRichots Predicted Threat: 30 it
Possible account compromise attempt 20
@
! Detected On: 10
ors &
Bopes e Mar 08, 2015 18:48:01 UTC ol . : — :
2/13 2119 2/25 373
Occurred On:
Mar 08, 2015 18:48:01 UTC Trevctg par 2oy poin
Configuration | Login Geographical Locations W Emails Delivered m Failed Logins ® Unigque Failed Login IPs Failed Login Geographical Locations W Login Actions b
View incident B File Download Actions B Unigue Login IPs

App and Instance Category Issue count  Date
0365:RI Login Geographical Locations 1 Feb 13,2015 UTC =

0365:RI Emails Delivered 3 Feb 13, 2015 UTC areps

0365:RI Failed Logins 1 Feb 13, 2015 UTC

0365:RI Unique Failed Login IPs. 1 Feb 13, 2015 UTC

Sy




Content level enc rypti Of 1l rest in SharePaimit L

COBtBent Azure. ” 0‘ "
containers "’ &’ "’










Customer controlled keys in Exchange
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Transparency and control: running the service

= -

Most operations are automated

Data Center operations do not require access
to customer content

H o Occas ‘where humans eell iicess
to run data center operations

Humans have to meet clearance requirements
and require 2 factor auth to request access

Any access is highly controlled with multiple
levels of approval using Lockbox
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Customer Lockbox
[t's your data

You own it, you control it



Service Request# EXSR359XXX
[Status: Active]

to fix this issue



mailto:daveh@contoso.onmicrosoft.com

0365 Production Environment

ou are accessing an information system that may contain U.S5. Government data. System usage may be monitored. recorded. and subject to audit.
nauthorized use of the system is prohibited and may be subject te criminal and civil penalties. Use of the system indicates consent to monitoring
and recording. Administrative personnel remotely accessing the 0FFice 365 environment:

shall maintain their remote computer in a secure manner, in accordance with organizational security policies and procedures as defined in
icrosoft Remote CunnactIUIt Security Policies;
(2> =hall only access the ice 365 environment in execution of operational, deployment,. and support responsibilities using only administrative
applications or tools dirnutly related to performing these responsibilities; an
(3> shall not knowingly store, transfer into, or process in the Office 365 environment data exceeding a FIPS 199 Moderate security categorization
(FISHA Controlled Unclasngzed Information.
[Please disconnect this session if you disagree.

ERBOSE: Connected tn
PS D:NUserssDesktop? get—conmand—HrmTlailboxRestoreRegquest

PS D:\Users\Desktop>







[connect] Please wait for bhuild status ...

fconnect] You are remotely accessing the Office 365 environment.
[connect] Type [#] to ignore your last selection. and select a datacenter location randomly going forward.
[connect] Checking smart card requirements...

-« . .YARNING:

You are accessing an information system that may contain U.%. Government data. System usage may he monitored. recorded. and subject to audit. Unauthorized use of the system is prohibited and may be subject to criminal and civil
penalties. Use of the system indicates consent to monitoring and recording. Administrative personnel remotely accessing the Office 365 environment:

1> shall maintain their remote computer in a secure manner, in accordance with organizational security policies and procedures as defined in Microsoft Remote Connectivity Security Policies;

2> shall only access the Office 36% environment in execution of operational. deployment. and support responsibilities using only administrative applications or tools directly related to performing these responsihilities; and

<3> shall not knowingly store, transfer into, or process in the Office 365 environment data exceeding a FIPS 19? Moderate security categorization (FISMA Controlled Unclassified Information).

Please disconnect this session if wou disagree.

P8 Gislsers?
P8 GisUsersy
P8 CinlUsers>
P8 Cinlsers>
P8 Cislsers>
P C:nlUsers>
P C:\Users>
PE C:nlUsers>
P8 G:sUsers? Request—LockhoxElevation —Role AccessToCustomerContent -Tenanf contosofonmicrosoft.com)-DurationMinutes 3@ -ServiceRequestNumber( 'EXSR3IS9RAR’ -Reason 'Fix user mailbox missing issue’



0365 Production Environment
[connect] Please wait for bhuild status ...
[connect] You are remotely accessing the Office 365 environment.

[connect] Type [#] to ignore your last selection, and select a datacenter location randomly going forward.
[connect] Checking smart card requirements...

««. .WARNING:

You are accessing an information system that may contain U.S. Government data. System usage may be monitored, recorded. and subject to audit. Unauthorized uwse of the system is prohihited and may he subject to criminal and ciwil
penalties. Use of the system indicates consent to monitoring and recording. Administrative personnel remotely accessing the Office 365 environment:

(1> shall maintain their remote computer in a secure manner, in accordance with opganizational security policies and procedures as defined in Microsoft Remote Connectivity Security Policies;

(2> shall only access the Office 365 environment in execution of operational. deployment. and support responsibilities using only adninistrative applications or tools directly related to perforning these respongibilities; and

(3> shall not knowingly store. transfer into. or process in the Office 365 environment data exceeding a FIPS 199 Moderate security categorization (FISMA Controlled Unclassified Information).

Please disconnect this session if you disagree.

C:\Users?
S C:\Users>
ConlUszers
Cinlzers>
Cinlzers>
CizlUsersy
CislUsersy
C:slsers?
C:slUsers? Request—LockboxElevation —Role AccessToCustomerContent —Tenant contosoPRonmicrosoft.com —DurationMinutes 3@ —ServiceRequestNumber 'EXSR359X%%’ —Reason 'Fix user mailbox missing issue’

Requestor CreateTime Approval Approver Action

42helelr—wl31-49f2-haBa—hf52gnalcfad 4,12,2015 11:18:56 PH-_Pending Pending

PS C:slUsers>




B %S Q r & 3 AccessToCustomerContent Lockbox Service changs request i pending spproval - LockBarElevatedccentWarkflow - Metzage (HTML) T M - 5 X
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Dilbate Reipond Coibtk Steps i) Move Tagi Fa Editing Inos "~
Wed LAT0IS 17 AL
mailer@lockbox.com
AceessToCustomerContent Lockbos: Service change request is pending approval - LockBoxBlevateAccessWorkflow
Te W oce@microsaft.com "
Whe's Whae + Gt mcae appe
i EXCHANGE SERVICE CHANGE MANAGEMENT E

ERVICE CHANGE REQUEST

qur service change request is pending approva

REQUEST INFORMATION

Datacenter O,

Requested Action Lockbcafiow

Requestor On-call Engineer

Create Time 4/8/2015 £:55:48 PM

Reason Fix the user mailbox missing siue
Delay Until <ASAPS

Approvers Mcrosofl Manager

REQUESTED ACTION PARAMETERS

Role ActesiToCustomerContent
ActlonName LeckbaxFiow

Duration 03000

Tenant contoso.enmicrosoft.com
AccountNameToElevate ore-acoesaccount
ProcessDurationHours 1]

Service Request @ EXSRIFON

uest ID 42belelr-wi3i-492-bada-bI52gnaidal
a






health

-
escalations

)

oncall

fabric

%]

optics

/4

changes

[ )
(1]}
dedicated

b

yodapivot

ESCALATIONS

ALERTS

ELEVATION APPROVER

ELEVATION REQUESTOR

Elevation Approver

Approve All Pendings Reject All Pendings

Requestor

OCE

Role

AccessToCustomerContent

Duration

00:30:00

Create Time

04/12/2015 23:10

Approval Status

Pending

Request details:
Approve
Id: 42belelr-wi131-49f2-bala-bf32gnaicfad
Requestor: On-call Engineer
Create Time: 04/12/2015 23:10
Role: AccessToCustomerContent
Duration: 00:30:00
Reason: Fix the user mailbox missing issue

Approver List:

Approval Status:

Approver:

Microsoft Manager
Pending

Microsoft Manager =

X

Reject




health

-
escalations

)

oncall

fabric

%]

optics

/4

changes

[ )
(1]}
dedicated

b

yodapivot

ESCALATIONS

ALERTS

ELEVATION APPROVER

ELEVATION REQUESTOR

Elevation Approver

Approve All Pendings Reject All Pendings

Requestor

OCE

Role

AccessToCustomerContent

(54 Request details:

Microsoft Manager =

X

Duration

00:30:00

£\ Confirm

This action would approve the selected elevation request.

2-ba0a-bf32gnalcfad

ontent

)xmissing issue

/r

OK

Approval Status:
Approver:

Pending




':I OSP | Exchange PROD v Microsoft Manager ~ o}
4

Elevation Approver (54 Request details: X

ESCALATIONS

fi | | | oo | e

home
- ALERTS Requestor Role Duration Create Time Approval Status Ik 42belelr-wi31-49f2-bada-bfi2gnaicfad
Requestor oOn-call Engineer
health ELEVATION APPROVER OCE AccessToCustomerContent 00:30:00 04/12/2015 23:10 Approved Create Time: 04/12/2015 23:10
Role: AccessToCustomerContent
' ELEVATION REQUESTOR Duration: 00:30:00
“ Reason: Fix the user mailbox missing issue
escalations
Approver List: Microsaft Manager
Approval Status: (_Approved
r@ Approver: Microsoft Manager
oncall
fabric
optics
changes
)
L1
dedicated

¥

yodapivot
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B%S & ¢ & 3 BecessTel ustomerContent Lockbox Senvice change request i spproved - LockBonfleatedccessWorkdlow - Message [HTMLY
-
B tihoee x y [ [y F3Mectiog | B emapprovets 5 To Manager Y D~ | Ty I a’}) # Find
(- ’ {" =2 5w - 3 Tearn Email + Done P Actions = ™ Related -
& Junk - Deicte | Repby Rgph,- Foreard _% 5 (52 Reply B Detete ¥ Create New . Mfml u,..::u Cuu?mm Fanna:w Tuml.lu " =
Dt e Reipond CHsick SEepi i Move Tagi = Ecting

Wied LR015 BT AM

mailer@lockbox.com
AccessToCustomenContent Lockbox: Service change request is approved - LockBoxElevateAccessWorkllow
Te W ocedmicrosaft.oom

Wha's Wha

. EXCHANGE SERVICE CHANGE MANAGEMENT

Zogm
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REQU EST APPROVED
Your 5 priequest has been approved by Datacenter appro nding approval from Tenant admin.

REQUEST INFORMATION

Datacenter oA

Requested Action  Lociboefiow

Requestor On-call Engineer

Create Time 47872015 £:55:48 PM

Reason Fuot the user mailbox missing ssue
Delay Until <ASAP>

Approvers Customar

REQUESTED ACTION PARAMETERS

Role AccessTolustomerCantent
ActlonMame LocicbanFow

Duration 03000

Tenant comoLa onmiErasalt cam
AccountNameToElevate ooe-accesmaccount
ProcessDurationHours o

Service Request & EXSRIZLO00

Request 1D 42bete 7w 31 -4512-balu-bI52gnatelad
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eeeeC ATAT LTE 3:58 PM om

= Q e 4

Focused Other 4 Quick Filter

® reporter@exchangelabs.com Tuesday
© A data access request is pending your approval
0365 DATA ACCESS REQUEST Attention Required
SERVICE CHANGE REQUEST A data access request

1 Message

= D ® =

Mail Calendar Files People Settings



eeeec ATRT LTE 4:44 PM & 9

< Inbox (v o (]

A data access request is pending your approval =
Inbox
mailer@lockbox.com
To john.doe@contoso.onmicrosoft.com -
2:54 PM

Show Details

0365 DATA ACCESS REQUEST

SERVICE CHANGE REQUEST
A data access request is pending your approval. If this request is not
approved in a timely manner it could adversely impact your level of service.
Please login to the Exchange Admin Center to approve this request.

REQUEST INFORMATION

Product Exchange

Service Request # EXSR3 543000

Tenant contoso.onmicrosoft.com

Requestor

Reason stomar e
Create Time 4T/2015 F47:10 PM

Expires 4/B/2015 1:54:38 AM UTC

Request ID A2beletr-wl 31-4972-bala-bf5 2gnaichad

Need more information on how to approve this request? Click here
Review Microsoft Office 365 data access policies here

« Na) ~»

= & 5 @ =

Mail Calendar Files People Settings




] Office 365

Ligue KN . ) e Sign in with your work or school account

- - john.doe@contoso.onmicrosoft.com
Connect Jolgi

XTI YT YT Y ]

O Keep me signed in

povezati. 1an nno 3 . 1 = - Can't access your account?

Verbinden -#nc¢

ﬁ Your work or school account can be used anywhere you see this
symbol. & 2015 Microsoft Legal Privacy Feedback




Office 365

Home

Install Office on your PC

02 02 @2 Q5 02

Word Excel PowerPoint Qutlook OneNote

Got a Mac? Sign in to Office 365 on your Mac to install.

Smartphone or tablet? Get Office on your devices
Learn how to set up email and Office 365 apps on your device

Collaborate with Office Online

PowerPoint
Word Online Excel Online Online

Language: English
Change language
Troubleshoot installation

&

OneDrive

OneNote Online




Office 365

Office 365 admin center <«

w

earch users, admin

Welcome to Office 365! admin shortcuts
DASHBOARD h the video to get an overview Reset user passwords
SETUP Set up your services Add new users
Download your software Assign user licenses
P USERS
Get information on Yammer Download software

COMPANY PROFILE
COMTACTS resources

SHARED MAILBOXES Working with domain names

ch the video to get started quickly

Setting up mobile devices

MEETING ROOMS

Setting up user permissions in
GROUPS SharePoint
DOMAINS Service overview Office 365 Admin Help
Known issues
PUBLIC WEBSITE — L
Service health Current health Information on Yammer
P BILLING N o
o service issues | Exchange No issues ]
o = mity
P EXTERMAL SHARING cormmun t)'
| Identity Servi Mo issues . e
b SERVICE SETTINGS ! ' Ask a question in the forums
I Lyne No issues Check out our blog
REPORTS h
~ e . Participate in the community
} SERVICE HEALTH Service requests I Office 365 Portal No issues !
NSUPPGRT No open service requests | Office Subscription No issues
PURCHASE SERVICES ) ) Rights Management )
nactive email users 1 Senvice Mo issues
RIEESACECENTERS 0 users have not signed in for 30 days or more. .
| SharePoint No issues
TOOLS
4 ADMIN Mail protection I vammer Enterprise No issues
Exchange 13 messages received, 0 processed by filtering. View details and history
Lync

Messa ntar
SharePaint viessage cente

- . 1 new message in the past 7 days Planned maintenance
Lompliance
Azure AD No planned maintenance scheduled.

ne cervices
Bing Places for Business cluded services



Office 365

Office 365 admin center <«

w

earch users, admin

Welcome to Office 365! admin shortcuts
DASHBOARD h the video to get an overview Reset user passwords
SETUP Set up your services Add new users
Download your software Assign user licenses
P USERS
Get information on Yammer Download software

COMPANY PROFILE
COMTACTS resources

SHARED MAILBOXES Working with domain names

ch the video to get started quickly

Setting up mobile devices

MEETING ROOMS

Setting up user permissions in
GROUPS SharePoint
DOMAINS Service overview Office 365 Admin Help

. Known issues
PUBLIC WEBSITE
Information on Yammer

» BILLING - REFERENCE NUMBER REQUESTED DATE ~ REASON ACTION STATUS ACTION
b EXTERMAL SHARING . community
: EXSR35GX00¢ 4/8/2015 To fix a customer impacting issue Pending Approve Reject i
b SERVICE SETTINGS Data access requests Ask a question in the forums
. Check out our blog
REPORTS (R e View details and history
Participate in the community
| SERVICE HEALTH
» SUPPORT Service requests
No open service requests
PURCHASE SERVICES
MESSAGE CENTER B A ~ R
viessage center
TOOLS 3 new messages in the past 7 days
4 ADMIN
Exchange ncluded services
Lync

SharePaint
Compliance
Azure AD

Bing Places for Business



Office 365

Office 365 admin center <«

w

earch users, admin

Welcome to Office 365! admin shortcuts
DASHBOARD h the video to get an overview Reset user passwords
SETUP Set up your services Add new users
Download your software Assign user licenses
P USERS
Get information on Yammer Download software

COMPANY PROFILE
COMTACTS resources

Working with domain names

SHARED MAILBOXES '-‘ ch the video to get started quickly

Setting up mobile devices

MEETING ROOMS

Setting up user permissions in
GROUPS SharePoint
DOMAINS Service overview Office 365 Admin Help
Know ues
PUBLIC WEBSITE nown issue
Sarvice health DATA ACCESS REQUESTS Information on Yammer
> BT ; ACTION
155U .
PAEIERALG A NE ARE YOU SURE YOU WANT TO APPROVE THIS DATA ACCESS REQUEST? cornmunity

Approve Reject

P SERVICE SETTINGS Data access requests Ask a question in the forums
REPORTS 1 request(s) pending Check out our blog

Participate in the community

» SERVICE HEALTH
Caruir Al 1actc
» SUPPORT service requests
Mo open service requests
PURCHASE SERVICES
MESSAGE CENTER
o= Message center
Uzells 3 new messages in the past 7 days
4 ADMIN
BEEE ncluded services
Lync

SharePaint
Compliance
Azure AD

Bing Places for Business



admir
DASHBEOARD
SETUP
P USERS

COMPANY PROFILE
IMPORT
CONTACTS
SHARED MAILBOXES
MEETING ROOMS
GROUPS
DOMAINS
PUBLIC WEBSITE
P BILLING
b EXTERMAL SHARING
P SERVICE SETTINGS
REPORTS
4 SERVICE HEALTH
Service Health
Planned Maintenance
4 SUPPORT
Owerview
Service Requests
PURCHASE SERVICES
MESSAGE CENTER
TOOLS
4 ADMIN

Exchange
Skype for Business

<«

| >

Welcome to O

Set up your services

Download the latest version of Office

Get information on Yammer

|-‘

Service overview

ce health

Se

1 issue

Data access requests

0 request(s) pending

Mo open service requests

Message center

3 new messages in the past 7 days

ncluded services

365 Ent

h the video to get an overview

ch the video to get started quickly

REFERENCE NUMBER REQUESTED DATE

EXSR359:00K 4/8/2015

View details and history

REASON ACTION STATUS

To fix a customer impacting issue (* Approved

ACTION

Mone

admin sho
Reset user pas:
Add new users
Assign user lice

Download soft

resources

‘Working with ¢
Setting up mol

Setting up user
SharePoint
Office 365 Adn
Known issues

Information on

community
Ask a question
Check out our

Participate in tl



100101
011010

Submits .
request |\ eu———— gy = = @

Customer - ——— _ - |

; Microsoft Engineer

L

N




H %S O ¢ & 3 AcceisToCurtomerContent Lockhar Servce changs request action has completed - LotkBorElevateAc cessWorkllow - Message (HTML)
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mailer@lockbox.com
AccessToCustomerContent Lockbos: Service change request action has completad - LockBoxElevateAccessWorkflow
Te W ocedmicrosoft.com

Whio's Wiha

J EXCHANGE SERVICE CHANGE MANAGEMENT

~

4+ (et rnde sppe

—
-

CTION EXECUTED SUCCESSFULLY

count has been provisioned for AccessTolustome

REQUEST INFORMATION

Datacenter

Requested Action  Lockoouiow

Requestor On-call Engeneer

Create Time 47872015 45548 PM

Reason Fix the user mailbox missing ssue
Delay Until <ASAP=

Approvers Mecrasoft Manager

REQUESTED ACTION PARAMETERS

Rale AccmiaToCustomarCantent
ActionName LockboxFiow

Duration 03000

Tenant contosa.onmicrosoft.com
AccountMameToElevate coz-acoasmccount
ProcessDurationHours (]

Service Requert & EMSRAISE00

Request ID 42b &6 r-wi131-4902-bada-BIS2gna1efal



Connected to 0365 Production Environment

[PROD]
[FROD]
[PROD]
[FROD]
[PROD]
[FROD]
[FROD]
[FROD]
[PROD]
[FROD]
[PROD]
[PROD]
[FROD]
[FROD]
[FROD]

lzers>
slzers >
slzers?
lzers
Sllzers >
Nlsers?
lzers>
slzers >
slzers?
lzers
Sllzers >
Nsers)
Nlsers?
lzers>
\Uzers? Get—Command New—HailhoxRestoreRequest

OO0 0000

ommand] ype Name HoduleNane

Function New-MailboxRestoreRequest tmp_xBxpgdzf . hng

[FROD] P§ G:NUsers?




Connected to 0365 Production Environment

PS5 Cislzers?
PS Cislszers)
PS Civlsers)

PS C:vlzers)

PS C:\lsers>
PS Gislzers?-Mew-MailhoxRestoreRequest -SourceStoreMailbox “1dakkf1-f584-rf56-8441-49easdsaacd?l"” -SourceDatahase “"RER-RE-SFDGAGG-0B" -TargetMailbox “contoso.onmicrozoft.comsdavehBcontoso.onmicrosoft.con” -Priority high —ConflictResolut




Customer Lockbo ﬁ L




0365 Production Environment

ou are accessing an information system that may contain U.S5. Government data. System usage may be monitored. recorded. and subject to audit.
nauthorized use of the system is prohibited and may be subject te criminal and civil penalties. Use of the system indicates consent to monitoring
and recording. Administrative personnel remotely accessing the 0FFice 365 environment:

shall maintain their remote computer in a secure manner, in accordance with organizational security policies and procedures as defined in

icrosoft Remote CunnactIUIt Security Policies;
(2> =hall only access the ice 365 environment in execution of operational, deployment,. and support responsibilities using only administrative

applications or tools dirnutly related to performing these responsibilities; an
(3> shall not knowingly store, transfer into, or process in the Office 365 environment data exceeding a FIPS 199 Moderate security categorization

(FISHA Controlled Unclasngzed Information.
[Please disconnect this session if you disagree.

ERBOSE: Connected tn
PS D:\UserssDesktop?> get—command w—MailbexRestorchogoest

PS D:\Users\Desktop?




Service Request# EXSR359XXX [Status: Closed] N N
Lockbox Request# 42belelr-wl31-49f2-ba0a-bf52gnalcfad0 | =
Role Requested CustomerContentAccess ’ E

100101

sbmits=2% (Ul 2\ VR Jirocd\ N  Froi
request

i

oft Ei . ~ Microsoft I . Customer ~ Microsoft Engineer

L AR RN R A R



Trust = transparency + control

Monitor
our content

Revoke““content Control

access our conten
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== Microsoft

© 2015 Microsoft Carporation. All rights reserved.
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