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DBVA B
4 Big Challenges from a Security Standpoint

¢ Clients and Employees may execute 100% of his activity with the
bank remotely and from any device.

¢ We don’t own all the infrastructure anymore (Clouds, Hybrid, etc.).
And more ... not even the apps that use it !!

+ How can we make this new world coexist with all of our legacy?

+ New ways of doing and use of new technologies to “build” Digital
Companies. (l.e. Agile methodology, DevOps, Big Data, etc.)
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100 % remote interaction
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Does
authentication
play a key role?

It does. But we
need to adapt it to
the channel and
device.

6 RSAConference2015 - #9%


https://creativecommons.org/licenses/by-nc-sa/2.0/

#RSAC

Does
authentication
play a key role?

It does. But we
need to adapt it to
the channel and
device.

7 RSAConference2015 - 9% .



B BVA #RSAC

] B T P Do_es _
[ Disneyland. SRR == authentication

RESIDENT SALUTE

DISNEY LICENSE  CLASS: CARACTER \ o play a. key rC)le’>

MICKEY MOUSE | Nemasis. 9
1313 HARBOR BOULEVARD
ANAHEIM CA 92803

TN | ® And... it has to be
- e at least as reliable
s “traditional”
mechanisms

M?CK&/ Mousa |

RSAConference2015 - #9%


https://creativecommons.org/licenses/by-nc-sa/2.0/

BBVA i

How can we ensure data exposed is the
one we authorized?

Having “Data Customs”
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What if it
does not
work?

Panic
buttons to
address
Incidents.

Source: lan Hughes
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We don’t own all the
infrastructure anymore...
neither the applications
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How to ensure confidentiality if you don’t control the infrastructure?

Well, the architectural design to address security has to be
Infrastructure independent
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That Is also
happening on
the
application
side...
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Legacy coexistence
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Sometimes we need to develop our own security software
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New ways of doing and
“new” technologies
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What can we do if
there is a goal to
deploy at any time
needed?

We need to
automate testln% (as
much as possible)
and embrace
SecDevOps.
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without knowing 4
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DBVA B
4 Big Challenges from a Security Standpoint

¢ Clients and Employees may execute 100% of his activity with the
bank remotely and from any device.

¢ We don’t own all the infrastructure anymore (Clouds, Hybrid, etc.).
And more ... not even the apps that use it !!

+ How can we make this new world coexist with all of our legacy?

+ New ways of doing and use of new technologies to “build” Digital
Companies. (l.e. Agile methodology, DevOps, Big Data, etc.)
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Lessons learned - Apply

+ |f your company is making a digital transformation - Don’t bury
your head in the sand, “just” ride the wave.

¢ Make sure the red lines you draw are real. Be consistent. Be
honest. Open your mind.

& Shift “Security” state of mind toTrust Generator.
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