RSAC Studio

Challenge today’s security thinking

Stop Selling & Start Marketing Your
Information Security Program

Thom Langford

Chief Information Security Officer
Sapient
@thomlangford
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The activities carried out in
this case study are factually
accurate; the opinions
expressed in this
presentation are my own
and do not necessarily
represent those of my
employer
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Security @ Sapient

ntroduction to Information Secunty: Welcome

Welcome to Security at Sapient training,
We lve in an amazing world today. We
have access 10 information that we need
at our lingertips.
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MESSAGE i

Good, Secure & Open advice 5 pient
A senies of practical security tips for work and home Sa

#8 Personal Device Security Tips

Good. Sel

-l) ltnmv:

Global Security Office

Mary of us use Internet enabled dewvices such as a phone, tablet or even games
consoie: st ke your comauter they JUSt a5 SUSK eptible to risks mharent wat

transactions, When shopping, banking, or shaning personal informat

the same precautions as you do with your personal computer

Password protect your device »

Be J«)'v.: of ";-:u.-:(" surfng wt 2

;(a‘upll"'-a-':i!-.niml“ 'v'r_-lc' " ;ZI" posbion rcrien ) by %o pair with your phor
.F.’n.lu:' We-Fy mrwu'hsi

De ’l;"a:"‘ \q';! ol your dewce bed dev
Aword public charging stations

Back your data up

Encrypt personal or corporate fes orewnls Ut ' it
M your Srece 5 lost or stolen 1¢ the ¢
Y
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e full stop

nounBRITISH
noun: full stop; plural noun: full stops; noun: fullstop; plural

noun: fullstops
1 a punctuation mark (.) used at the end of a sentence
or an abbreviation.
= used to suggest that there is nothing more to say
on a topic.
= g complete cessation.
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COININa,

'kpbma/
noun
noun: comma, plural noun: commas; noun: comma butterfly; plural
noun: comma butterflies
1 a punctuation mark (,) indicating a pause between parts of a
sentence or separating items in a list.

& MUSIC
a minute interval or difference of pitch.
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Statistics

73 "/3 /a

incidents laptop theft requests for help
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Progress so far...

this is definitely a break from the

norm, engaging, educational, and
relevant. Thank you GSO for
taking a risk and developing

something new and refreshing.

@thomlangford
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S0 funny! Love this
video! Keep 'em
coming haha!
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My expectations were
low - but they were
vastly exceeded. Loved
the video!
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Kudos .. yet another good
story with clear
message ... looking for
next one.
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This time, end was not that
interesting (to) what we
saw in earlier episodes but
message was still good.
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Security at Sapient
Certificate of Completion

This certifies that:

&salutation—> &FirstName— <~Surname— &QOracleid—>
of &homeoffice—= Office

has completed the Security at Sapient
training and successfully answered
the examination questions

T sapert ave?
s Sgcp:fs«zcumyﬂlhce Do you h
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Hello everyone,

The Global Security Office (GSO) is launching owr new security education and
awareness program, “Restricted Intelligence”™. This series of materials wil help you
manage secwrity more effectively — not only at work, but also In your personal lives

In the coming weeks and months you will see:

* An Information Security “Soap Opera® series of Ailms (watch the first episode
below!)

* Artidies about best practices in the office

* “Good, Secure & Open™ advice leaflots for use #t home and work {you can
share them with friends and family 1oo)

* Revamped Security at Saplent Trakning coming in February 2015

* GSO sponsored events with local chapters of development security
organzations

* Film nights (with refreshments) featuring Hollywood Nims with just a hint of
securky in them

We have also revamped our Yox page and It Is starting to fill up with wseful content,
interesting artickes, and blogs and opinions from your GSO team, We invite you to
use this space 10 interact with us in 8 far more dymamic way, and much of our new ’

content will debent there, At the same time, you can always check out our company w
© @thomlangford = 40 " RSAConference2015 “
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commas

V4

(not full stops)
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@thomlangford

m' uk.linkedin.com/in/thomlangford
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