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Financial malware families

Rented malware Kit malware

Private malware
y nbers of a core

Many members
group. Core group
spreads the malware.
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Man In The Browser

¢ Most Financial Malware is Man

In The Browser malware
aANK

¢ The aim is to defeat SSL/TLS

¢ Malware hooks the browser

SSL tunnel

B - + Modifies pages after it exits the
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Roll your own — 2004 - 2007

& Bankpatch

& Haxdoor

& A-311 Death

& Limbo / Nethell

+ Lots of tweaking required

+ Makes old hands misty eyed...

INTELL

BY FOX IT 4 RSAConference?2015




#RSAC

Cybercrime kits - 2006

¢ In 2006 ZeusS appears
+ The original cybercrime kit
+ Now anyone can run an attack

+ Author goes by the name of
Slavik

¢ ZeuS becomes very popular
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SpyEye enters the stage - 2009

¢ SpyEye comes out in 2009
gunning for ZeuS market share

+ First versions were terrible! @ Spy Eye..

wl Find INFO  y Statistic  w  FTR 50 settings

¢ But cheap: $1000 versus $8000 C& owr edt Mo <

et Credit Cards .

¢ Authoris Gribodemon

+ Adopts ZeusS config style

¢ A battle ensues...
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Not the only game in town

¢ ZeuS and SpyEye were not the
only game in town

¢ Carberp — attacks in Europe (EENEWS

¢ Then went after Russian banks —
key members arrested in 2012

+ Sinowal or “The one that got
away” — closed group

¢ Disappearedin 2013 - unusual
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An entire ecosystem appears

Mail with infected link

Infected website
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An unholy alliance - 2010

What happened What actually happened
¢ In October2010 ZeuS is at + Slavik was part of a gang using
version 2.0.8.9 ZeusS to go after high value

I : accounts — JabberZeuS
¢ Suddenly Slavik announces he is

quitting and + More profitable than selling ZeuS
handing over support and + Wants to getrid of kit business
developmentto Gribodemon,

¢ Starts work on next version which

th f SpyEye!
R R becomes P2PZeuS
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A big leak - 2011

+ Early 2011 the entire ZeuS2.0.8.9
source code leaks
¢ Lots of new families appear
¢ ICE-IX
¢ Citadel
+ KINS

+ Cost of malware goes down
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CP :: O6w,as craTucTuKa

~

Vo 'Zad,ﬁcz caternet won- decunily

B Citadel Builder =13
e & Citadelif
wi_l_h | & Universal Spyware System “4w*~ S
i Information about active bot
(Encryption key:

[~ Configuration Language:

Source configuartion file: ’]Enghsh j
|C:\Dotumentsand Settingsis i bladiCita_1.3.5.:

Browse... Edit... Buidoslbo
Build the bot configuration Build the bat files-proxy Build Bot Build Modules |

antiemulation_enable=0 ;l
package_max_size=51200 bytes

use, leo=1

use, ookie=1

enc

Cre: able file...

Size of output file is 225280 bytes,

BUILD SUCCEEDED!
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The end of SpyEyes - 2013

¢ Gribodemon neverreleases a
SpyZeuS

¢ Instead he too starts working on a
managed version of SpyEye,
SpyEye2

¢ But heis arrested in 2013 while
on holidayin Costa Rica and
extradited to the US
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P2PZeuS — Halcyon days and demise

¢ From 2011 — 2014, P2PZeusS is ) U.S. DEPARTMENT or STATE

DIPLOMACY IN ACTION

Enter keyword nere s
. /
I m m e n Se I O l l Ia r ( SECRETARYKERRY | MEDIACENTER | TRAVEL | CAREERS | BUSINESS | YOUTH & EDUCATION
ABOUT | POLICY | COUNTRIES =~ ECONOMICS ENERGY = ARMS CONTROL & CIVILIAN SECURITY | PUBLICDIPLOMACY ~ ASSISTANCE &

STATE  ISSUES ' &REGIONS ~ &ENVIRONMENT INTERNATIONAL SECURITY | & DEMOCRACY &PUBLICAFFAIRS  DEVELOPMENT
YOU ARE IN. > Briefings > - By D 2015 > February

New Reward for Cyber Fugitive i
: AN ®
IBY "II"EXLXE. E 23X

Conspiracy to Participate in Racketeering Activity: Bank Fraud; Conspiracy to Violate the Computer Fraud and Abuse Act;
Conspiracy to Violate the Identity Theft and Assumption Deterrence Act; Aggravated Identity Theft: Conspiracy: Computer Fraud:
Wire Fraud; Money Laundering

EVGENIY MIKHAILOVICH BOGACHEV

¢ Active worldwide

T

¢ Many groups use it as a platform for
attacks

malware. Ganm

¢ In 2014 after years of investigation ,
Iead by the FBI botnet iS taken down Aliases: Yevgeniy ﬂogm‘hc\_I'\xclwl}D\El|;hé);l\g;1l8-;schc\,"lm‘k)I,‘}J."_"slnnk",'l’allmx«n‘-n'

Date(s) of Birth Used: October 28, 1983

Height:  Approximately $9" Hair: Brown (usually shaves his head)
Weight: Approximately 180 pounds Eyes: Brown
NCIC: WS90989955 Sex: Male

T .

¢ And Slavik’s identity becomes P - SO~
Technology fickd

kn Own Remarks: Bogachey was last known to reside in Anapa, Russia. He is known to enjoy boating and may travel 1o

locations along the Black Sea in his boat. He also owns property in Krasnodar, Russia

CAUTION
- ——
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And so to the present day

et C:4KDIAG32_TestSW' CashInOut'CashInOutModules'.crsl.exe = Ellll
File Init Commands Application—-CSC Service Continuous Rel DeviTest
]

¢ Former P2PZeuS customers
building alternative platforms:
Dyre and Dridex -

Door not opened or missing!?

Sele t.F3
Show e ror N

¢ Remnants of Carberp group
involved with Anunak — attacks
againstretail and Russian banks

¢ Other groups now focusing on
retail — Point of Sale

¢ CopycatRansomware
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What should you take away?

¢ Financial malware has come a long way — attacks more
sophisticated

¢ Actorsin this space are diversifying — retail, ransomware
¢ Threats evolve, they don’t appear out of nowhere

¢ Context helps you understand - taking a longer view makes things
clearer

¢ Look beyond the malware
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