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Computer virus could 

bring entire rail network 
down in seconds. 
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350k /day 
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Millions /day 
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So what changed? 

 Interesting shift in deployment tactics 

 The Old Days: 
 E-mail with malware directly attached (.exe/.zip) 

 The Last Few Years: 
 Opportunistic infection via legitimate, but infected websites 
 Links to exploit pack pages 

 The Last Few Months? 
 … I’ll come to that in a moment 
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Breakdown of Exploit Packs 
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Changes 

 Mass use of document based malware 
 Macros! 
 Just open this .exe – seriously, it is legit! 

 Shift from the basic <div> or <iframe> trick to PHP insertion (e.g.) 

 Higher quality simple scams 
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“James, I’m coming in to town. Please 
check my itinerary and let me know if 
you have time for a beer? 
 
Jason” 
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Would you click this? 
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Or this? 
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Or this? 
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My personal favourite… 
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Exploit Breakdown 
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CyCoomer 
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ROP Chains Ahoy! 
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Not As Perfect As It Seems 
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Oops : Inception 
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Decoy Documents 
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Or A Car Advert 
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GoldSun (Pitty Tiger Group) 
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GoldSun Decoy 
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The Family Tree 

25 



#RSAC 

Single Exploit Files 
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Compound Exploit Files 
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The AFRQ Rankings 
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Family Grouping 

29 



#RSAC 

Factoring In Broken… 
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So why bother trying 
hard? It’s 2015 people 

must be smarter… 
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Wi-Phishing 
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The UI? 3 Different Models 
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Browsers Connected 
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Android Versions 
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Average click time? 

 

1.3 seconds 
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Average click time? 

 

2k people 
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Average click time? 

 

<1% VPN 
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Average click time? 

 

109 credit cards 
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Simple Social Engineering Tracker 
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Simple Social Engineering Tracker 
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IoT Devices 

 Ripped a tonne apart 

 Many lack the basic mitigations we expected in Windows XP SP2! 

 It’s like AlephOne: Smashing the stack all over again 

 Many have simple flaws – command injection!? 

 

 Everyone says panic about IoT, but despite the flaws little has 
happened. Attacks don’t seem to care… 
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Conclusions & Apply 

 Seriously, operational processes beyond Windows! 
 It isn’t all about big sexy headlines 
 Simple attacks work really well still in 2015 and attackers know it 
 Exploits are becoming more rare and ‘high value’ 
 Carefully challenge hype, don’t buy in to ‘scared cows’ 

 Users take a long time to pick up when we change advice 
 8 character passwords, scams containing spelling errors… etc. 
 Focus on SE/Awareness now before it augments further 
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More? 

 http://www.sophos.com/wifi 
 Please grab the video, use the stats and make a point 

 Check out ExploitThis! For more technical details (HT to the 
awesome guys @SophosLabs like Gabbor and Fraser) 

 Twitter: @jameslyne  I’ll push the GitHub links shortly, or DM 
me. 

 Come see EXP-R01 for more on exploit mitigations 

47 

http://www.sophos.com/wifi


#RSAC 

Thanks! 

Questions? 

 

James Lyne - @jameslyne 
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