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No certificate
trust was harmed
In the making of
this presentation.
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Category Name 7

(%] Adult/Sexually Explicit
Advertisements

Arts & Entertainment
Chat

Computing & Intemet e
Criminal Skills

Drugs, Alcohol & Tobacco

Education

Finance & Investment

Food Drink

Zambling Legend:
Games

Glamour & Intimate Apparel Allow category
Government & Politics (%) Block category
Hacking
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Activity Timeline
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Top Applications

General Activi

h?)")ﬂ‘

Google Services

hy perphoton.com
xbox ve.com

Facebook

63104 1003028 1 xb..
248 eakamalnet

e

Seam

Apple Services

| I

Top Categories

Sockal Networking
Web Services Provider
Computers / Incermet
Games

Search Engines / Port.
Mecia Sharing
Buaness / Economy
-,

Wed Acvermsements

Suaness Applcanons
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Seriously? This late?? L Check Point

9 Are you going to play on

g YouTube all night?
Please, go to bed that's enough Media Shanng
for one night, don't you think?

No way, I'm going to stay up all night long!

Concel l 0K
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| I guess this is what | get for forging a note from my mom to

my English teacher.. *sigh* — with Kellman Meghu.

9,

You won't be going to Google
Search

Just bring me a signed note from your
mother, and | will lift the ban ;)

bl 8
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Have a great Birthday!

Enjoy your day
Before you go off for some Social Networking
on KiFacebook, just wanted to take a moment
and wish you the best day ever, and happy
(safe) internet browsing!

Love,
gatekeeper (your hard working
firewall)
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Y Source Country Y Source Y User Y Y Y Y Protection Type Y Protection Name
. Lithuania 78-60-1-101.static.zebra... @D W U VU signature GNU Bash Remote Co...
URL http://99.253.4.27/
Event Name IPS
WEB Client Type Other: () {:
}
echo BANG: S(cat /etc/passwd)
Firewall Rule UID 73A87676-1346-4D64-BF13-E3E359B65DA1
Protection ID asm_dynamic_prop_ZDBASHRCE

2 Tars
Check Point RSAConference2015 -
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Anti-Bot & Anti-Virus / More / By Protection Name (By Number of Events)
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v Vifus Incident. vypass D0y Ouies i Ackors ~ G ABVS T ey S et W e

Trafc
REP nston Source @ jawswn (1002 254)
Activity DNS quary of 3 510 kNown 1 contain Destinabon @ 1+400 org atkas-nsterg (199 19 54 1)
S Service domam fadpS )
« Low Acwon [TTH
Lo & woue O ecton & ougeng
Type 0 ons Reputaton
p— '::""('“uw 11:34 16 22 Jun 2012
g Qe Py Actve Not completed
> SISNN Origin pewkneper (1002 1)
' Tk (100219)
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we Virus Incident: bypass

£ jawsvm (10.0.2.254)
3 REP.hston (DNS Reputation)

bypassed

DNS query of a site know

contain malware

all Low Severity
& Medium Config
@ Todayat11:34

:

Art-Bot Settings
AriVius Seltng:
Malware DNS Teap

Malwase DNS Trap

When a mabsare s3ues 3 DNS request the DNS answer & replaced with a bogus IP.
Infectad hosts tiying o sccess the bogus IP are then identhiad a5 mabcous.

V. Resolve requests to

© |P of extemal interface in Securty Gateway
SIE N X E J

Irtemal DNS Servess

Add rtemal DNS servers to better dentiy the ongn of malicious DNS requests:

W #RSAC

Type lo Saach

! dam 0\]

Name
L ywsvm

4+ Add. NER. XRemove
IP Address Comments ;

10.0.2.2%4 a2
RSKConferenceZOlS—*



Anti-Bot & Anti-Virus / More / By Protection Name (By Number of Events)
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Jun 15 Jun 16 Jun 17
20z 2012 un 1

Jun 20
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- 012 2012

RSAConference2015 b2



W #RSAC

|
|
|
L
|
|
|
B
|
|
|
|
|
|
|
|
|
|
[
|
|
|
|
|
L
|
|
|

Source B xetman-macar (1002 210)
B xetman
De s tnation 0 i1 gatekaeper (99 252 238 148)
Service udp/S3357
Action W Prevent
Dwection & ougong
(EventDetection
Start Time 1138 45 23 Jun 2012
Actrve NO! Com pleted
Ongn gatekeeper (1002 1)
Detected By ik (1002 10)
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; Timeline View o
ssolution: 1 Day * Manage ~ M Citical ™ High  Medium B Low B Infoemational / Very Low B Unknown
HEol & AnliVilus / Importart Anti-Bot (By Numbes of Events)

©

1ot & AntiVius / Important AntiVinus [By Number of Events)

1
- | | | | | | | | | | |

Jun 23 Jun 24 Jun 25 Jun 26 Jun 27 Jun 28 Jun 23 Jun 30 Jul 01 Jul 02 Jul03 Jul 04
anz anz2 2mz2 2m2 an2 anz 2mz 2mz2 a2 anz2 anz2 2m2
»
Anti-Bot & Anti-Virus / Most Important ~ o X
€ v | v| ¥ Souce | 7 User | vs. | v| v| vroectonType | 7 PriotectionName | 7 Maware Activiy
- 4 kyle-macpro (10.0.2.1... kyle LI 3 URL Reputation Opetstor EvadedTyphoo . Commurncation with C&C
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ll‘ Apple Quicktime Heap Over...: @ Detect [FlcopyDetats @8 Acbons > W bs~ o 0 )
__

Attack Name Apple QuickTime Protection Violation © xyte-macpro (10.0.2.190)
Attack Information Apple Quicktime heap overfiow Destination W 74125174106
Action “ Detect Service nep [icp/80)
IPS Profile Recommended_Protecton Dwection @ outgoing
CVE-2004-0431
Ic"‘“" o EventDetecton |
Protection Type VU Signature Start Time 17-39°42 24 Jun 2012
Follow Up . Active Completed
Performance Impact & Medium Origin gatekeeper (10021)
Confidence Level & Medium Detected By ik (10.0.2.10)
— TN Event Information
R . Event Name Apple Quickiime Heap Overflow
Packet Capture @ Packe! Capture Product Neme U Check Point IPS Sofware Blade
Severity ull High

Check Point RSAConference2015 ~
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Threat Description:

" There is an integer overflow in the media file parsing mechanism within Apple QuickTime, a tool that allows users to play,
create, and deliver multimedia.

There is a vulnerability in the media file parser within Apple QuickTime. It is possible for a remote attacker to execute arbitrary
‘oodo on the victim's computer in the context of the victim user when they open a malicous QuickTime file,

It is expected that a vulnerable QuickTime program will terminate upon the launch of a malicious QuickTime file. The QuickTime
application must be restarted for renewed QuickTime accessibility.

However, it is possible that a specially crafted QuickTime file will facilitate the execution of arbitrary code on the remote server
in the context of the user opening or viewing the malicious file.

IPS Protection:

vy
~t
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Jrotection Details - Apple Quicktime Heap Overflow

| General | Network Exceptions | Description | Notes |
Apple Quicktime Heap Overflow

W, Type : Sewverity =1 Confidence Level Performance Impact Protection Type
~ Signature IUIID High Medium Medium - Clients
* Sun Jun 17 2012 06:42:51 - Downloaded and automatically marked for Follow up. Unmark
Profile # Acton Ovenide Track Exceptions
£ Defaul_Protection ©7 Inactive  No Log None
% Recommended_P... C} Detect No Log None

Check Point
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Bot addresses

|rl Signatures

SensorNET

Malware
Sites

I

Check Point
ThreatCloud™ A
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Cindy
To: Kellman Meghu
Fwd: | , 3s VIP Server Information

Check out this new little scam. Now, if | didn't know BETTER | may click that link
several times over, but | DO KNOW BETTER.

Check Point
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Time B...
Yesterday 16:07:40 YU
Yesterday 16:05:40 Y
Yesterday 16:05:27
Yesterday 16:03:27 U
Yesterday 16:03:26 U
Yesterday 16:01:26 U
Yesterday 16:01:16
Yesterday 16:00:44
Yesterday 15:59:16 Y
Yesterday 15:58:44
Yesterday 15:58:38 WU
Yesterday 15:58:36 Y
Yesterday 15:56:38
Yesterday 15:56:36 WU
Yesterday 15:56:36 U

000000000000000 7"~

g
3

taylor-air
taylor-air
taylor-air

taylor-air
taylor-air
taylor-air

:
23831 HEREE3E

taylor-air
taylor-air
taylor-air

taylor-air

Source User N...
taylor

Destination

67.231.211.195
67.231.211.195
67.231.211.195
67.231.211.195
67.231.211.195
67.231.211.195
67.231.211.195
67.231.211.187
67.231.211.195
67.231.211.187
67.231.211.195
67.231.211.187
67.231.211.195
24.156.130.192
67.231.211.187
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Attack Name

Apple QuickTim...
Apple QuickTim...
Apple QuickTim...
Apple QuickTim...
Apple QuickTim...
Apple QuickTim...
Apple QuickTim...
Apple QuickTim...

Apple QuickTim...
Apple QuickTim...
Apple QuickTim...
Apple QuickTim...
Apple QuickTim...
Apple QuickTim...

Attack Informa...

Apple QuickTim...

Apple QuickTim...

Apple QuickTim...

Apple QuickTim..
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Interface
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Apple QuickTim...

Apple QuickTim...

[= ethl .

Apple QuickTim...
Apple QuickTim...
Apple QuickTim... Apple QuickTim... [ ethl .

Apple QuickTim..

. 2 ethl

Apple QuickTim...
Apple QuickTim...

Apple QuickTim..
Apple QuickTim..
Apple QuickTim..
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#RSAC
Express yourself in the world's largest 3D Chat and Dress-Up community!

Member Login

&, 85,707 people online now

h91 Aferert courtrien’

g i f n’rv

Choose Your FREE Avatar

Over 3 Million people
like IMVU on Facebook!

J
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el
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Protection Details - Infinity Exploit Kit Landing Page El i

| General | Network Exceptions  Descroton  Notes |

Attack ID:

Last Update:

Industry
References:

Source:

Threat Description:

execution.

IPS Protection:

Attack Detection:

Supported Products:

CPAL2014-1622 )
29-January-2015

2013-2465

IPS Research Team
Security Gateway: R77, R76, R75

Infinity is a web exploit kit that operates by delivering a makoious payload to the wictim's computer. Remote attackers
can infect users with Infinity explott kit by enticing them to visit a malicous web page.

Infinity Exploit Kit installs payloads on infected computer, which could result in data leakage and remote code

This protection will detect and block Infinity explost kit infection attempts.

[ Ok || Cowe || Heb

RSAConference2015 ;




=== Content Protection Violation

W #RSAC

Log Info General Event Information
Origin gatekeeper Attack Name Content Protection Violaton
Time 11/Feb/2015 06:24:58 Attack mformator Infiity Explodt Kit Landang Page
Blade Uws Confcerce Level g Medum
Product Famiy Network Performance Impact ¢ Medium I
Type Log Protection Name Infinity Exploit Kit Landing Page
Potcy Protection Type 1 protection '
e @ Reject Protection 1D asm_dynamic_prop INFINITY9
Poiicy Name Standard ety e
Policy Date 11/Feb/2015 03:04:06 Protection Exception  Add Exception..
Poiicy Management  frik P
Rie s CVE-2014-0322, CVE-2014-0502,
Rute Name Users on With Industry Reference  CVE-2013-1347, CVE-2014-1776,
Ruse UID {17ADBCES-95C9-441A-BCAB-A1 1718671 (Ve-ai3-ata, CVe-201a- 200

IPS Profile Recommended_Protection
Traffic Suppressed Logs 1"
Source © kyle-gamerpc (10.0.2.191) Total Logs 12
Destraton 0 s423687.103
Destraton Port )
|
Check Point RSAConference2015 -




The Day My Kids Brought Home Malware

Kellman Meghu
Q @kellman
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