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#RSAC

Overview

¢ Problem & challenge — Email as a threat vector

¢ Email Authentication Overview — All Published RFC’s

¢ SPF — Authorizing the servers
¢ DKIM — Authenticating the message
¢ DMARC - Policy and Reporting

¢ Case Studies; Where Are we Today?

¢ Apply What You have Learned
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Problem

TARGET

3 RSAConference2015 - »# :ﬁ



W #RSAC

Attack Impact

Anthem Data Breach 18% success rate of phishing

80M Consumer Records Compromised 14.5 Million Victims

Beware of phishing scams in the wake of

N N o e n, ALY
y - Beware: Anthem P‘lar.lk Victims Are Getting -
Pcammers Begin Phishing I ;ﬂ berded by Pishing Scams Anthem hack leaves room for
'‘Anthem Plan Members scammers to pounce
25% February - ATTORNEY GENERALS ISSUES WARNING IN 10 STATES
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What 1Is DMARC?

+ Domain-based Message Authentication, Reporting &
Conformance”

¢ Specification to help reduce the potential for email-based abuse by
solving a couple of long-standing operational, deployment, and
reporting issues related to email authentication protocols.

¢ Standardizes how email receivers perform email authentication
using the well-known SPF and DKIM mechanisms
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Email Authentication Overview

SPF

* Authenticates Message Path
* Authorized senders in DNS

#RSAC

DKIM

* Authenticates Message Content
* Public encryption keys in DNS

g /
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Consistency Policy Visibility Aggregated Failure &

A method to Senders can Reports on Insights Spoofed

leverage the declare how to  how receivers Telemetry into email reports

best of SPF process process your mail (RUF)

and DKIM unauthenticate  received email streams (RUA) T
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DMARC — Who should care

83% 0§ oo SR 42%

of CISO’s that agree Secure Acquire of consumers less likely
brand protection is Protect Retain to do business with you
their responsibility. Respond Monetize following an email attack -

Cloudmark Study

— CSO magazine's annual State of the CSO survey

Loyal
Brand
Advocate
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DMARC - Solving the pro

How To Block CryptoLocker, A Virus That Encrypts Your m arkicit i
3
Files Then Demands A $300 Ransom PC nsers: beware of CryptoLocker

Your personal files are encrypted!

Two in five Brits cough up for CryptoLocker.
ransomware's demands

Yo e s emyption :odced o1 D4 campi 5o, veass
T ey & Veomosn o ected e o v oo vy

‘money s not tranferred to

Ransom goes up from $100 to $300

CryptoLocker Virus: New Malware Holds Computers cker demands a ransom of $300. I actually triples the price o

e 00 Wi oo e A ge ofts ransomware potential They|

Mo v than pay for the demand. Even MS Securty Center, who ide}

BEE > states that complex method are being used in the encrypiion
Sign in News

NEWS tecHNOLO| 5¢:36:22 T

Home Viotd_ UK ogland .rland_Sotand « e

CryptoLocker'is Bad News
Cryptolocker ransomw! ”
Eat:ot:trZSO,OOO PCs Crypto Locker virus hijacks your computer, makes|
y Leo Kelion

Techology eponer pay $300 ransom: What to do

Success criteria — reduce
hijacked accounts

10M

Reject policies on 35 active
and 3000+ defensive domains '

oM _
Dec '13

Rejected 30M emails within days — the majority of them having Cryptolocke
EAC o foronee

fyptoLocker s mahuare which encypts fes on the infected co
hours to make nt. I th
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blem

To: REDACTED

Tracking Number [JG2<57522

At the request of the shipper, please be advised that delivery of the following shipment has been rescheduled.
Important Delivery Information

Tracking Number: | DREA
Rescheduled Delivery Date: 14-April-2014

THE CUSTOMER WAS NOT AVAILABLE ON THE 1ST ATTEMPT. A 2ND ATTEMPT WILL BE MADE
PACKAGE WILL BE DELIVERED NEXT BUSINESS DAY.

B No Action Receiver Override Quarantined B Rejected

———- II- - — |_Il llllllllllllllllll-_lll
Jan ‘14 Feb'14

Mar '14 Apr ‘14 May '14 Jun "14 Jul 14 Aug '14 Sep ‘14 Oct '14
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Case Study

¢ These truths are self-evident:

4

Email must be protected as a

trusted channel of communication.

Email protection extends beyond
our direct control.

No single solution to protect email.

Failing to protect email results in
measurable losses.

>

Activity
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Activity Drops After
Phishing Incident

t
|
|
|

Incident
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Proof Points

¢ PayPal noticed 70% drop in reported phishing within the
US following the publication of the DMARC specification.?

¢ DMARC drove a 14% reduction in detected phishing in
2014 vs. 2013 as measured against organizations within the
Financial Sector.?

¢ DMARC effectively protects ~80% of PayPal customers
from spoofed domain email.3

1. PayPal data for 2012 - 2014
2. Kaspersky Lab Report: http://bit.ly/Kaspersky-Financial_cyberthreats 2014
3. PayPal data as of March, 2015

o
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Where Are We Today?

2013 2014 2015
DMARC R/Q DMARC R/Q DMARC R/Q
FDIC 100 13.0% 2.0% 21.0% 2.0% 24.0% 6.0%
IR 500 3.0% 0.1% 6.2% 2.0% 9.4% 2.4%
Federal 50 4.0% 0.0% 6.0% 0.0% 12.0% 2.0%
Social 50 22.0% 14.0% 36.0% 18.0% 46.0% 26.0%

Source: OTA Analysis as of April 9, 2015. IR 500 (Internet Retailer Top 500, Social (gaming, social, dating,

storage and other top visited sites excluding content, banking and commerce) sites.

DNS validator tool https://otalliance.org/resources/spf-dmarc-record-validator

R/Q - Reject or quarantine policy ¥ >

Lists updated as of April 9, 2015 based on current rankings. See https://otalliance.org/HonorRoll for details= 2
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https://otalliance.org/resources/spf-dmarc-record-validator
https://otalliance.org/HonorRoll
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But DMARC Coverage Varies

¢ DMARC protection requires mailbox provider
adoption to be effective.

¢ Coverage varies by region, driven by the top 5
regional mailbox providers.

¢ US coverage is the strongest: ~85%
¢ Global average: ~63%
¢ Germany has the lowest: ~30%

o
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Apply What You Have Learned Today

¢ Within 1 week
¢ Publish a DMARC “p=none” Policy (aka. “monitor only”)

¢ Within 30 days
¢ Compete a audit of all domains
¢ Evaluate Email Flows + Threats
¢ Lock Down Defensive & Parked Domains
¢ Pressure MTA / enterprise vendors to support email authentication

¢ Within 90 days
¢ Implement SPF & DKIM on all domains and subdomains
¢ SPF “-all” Record
¢ Move to DMARC “p=reject” if / when necessary
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Resources

¢ Email Security & Integrity Resources
¢ https://otalliance.org/resources/email-security
¢ https://otalliance.orqg/DMARC

¢ Agari http://agari.com/

¢ Online Trust Audit & Honor Roll https://otalliance.org/HonorRoll

¢ Symantec
http://www.symantec.com/email-security-cloud/?fid=symantec-cloud
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