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Exﬁltratlon

C&C Often Use Port 9001‘
(75% during perlod
analyzed)
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Over a seven-day period, the ten
most commonly used port numbers
for SSL traffic to servers classified
as “botnet command and control”

74.66%
5.45%
2.51%
1.97%

1.73%
1.68%
1.06%
0.99%
0.98%
0.98%




Bogus Dyre “Google” SSL certificate (used in July, 2014) v =«
along with legit cert used during same time period by Google

-

General | Details | Certification Path | | General | Details | Certification Path |
Show: [{AJI:: v] Showe: [«:.ﬂ.ll} v]
Field Value - Field Value -
=] Signature hash algorithm shal DSignaturE hash algorithm shal L
Issuer rooti@google.com, 94.23,.236.... |— Blssuer Google Internet Authority GZ, ... |_
=1 Valid from Thursday, July 24, 2014 9:53:... B'\u‘alid from Wednesday, June 04, 2014 Z:... 1
=] valid to Friday, July 24, 2015 9:53:38 ... |= [E=] valid to Monday, September 01, 2014 ...
5 rooti@google.com, 94,23, 236.... Subject www . google.com, Google Inc,...
RSA (1024 Bits) 1 [=]| Public key RSA (2048 Bits)

|_-__|Thumb|:|rint algorithm shal Enhanced Key Usage Server Authentication {1.3.6....
I-_']ﬂ'il imhimrint 2 ra f5 =1 82 7O -1 b 10 A= i m':h ihicrt Altermative ame Mk Blame =wnana anmnle coen i
E = root@google.com CM = www.google.com

CMN = 94,23, 236.549 0 = Google Inc

QU = google L = Mountain View

0 = Google 5 = California

L = miami C =Uus

S =FL

C = LIS

Edit Properties... [ Copy to File... ] Edit Properties... [ Copy to File... ]
Learn more about certificate details Learn more about certificate details
Fake Real




Recent Dyre C&C SSL certificates with 360-day

validity, 1024 bit RSA keys, and key-mash details

#RSAC

[E>cs [==]
| General | Details | Certification Path | General | Details | Certification Path
Showe: [::.ﬁ.]l::- v] Showe: [::.ﬁ.]l::- v]
Field Value - Field Value -
Blssuer asdgfdgs, sdfhdsfga, asdgdfh... Blssuer aswgerwvcx, iukjfghij, dfshsdhr...
D'u'alid from Wednesday, December 10, 20... D'u'alid from Monday, December 15, 2014 ...
D'l.-'alid to Saturday, December 05, 2015... | D'l.-'alid to Thursday, December 10, 2015... [
Subject asdgfdags, sdfhdsfga, asdgdfh... Subject aswaqgerwvcx, iukjfghi, dfshsdhr...
[E=] Public key RSA (1024 Bits) E [E=] Public key RSA (1024 Bits) E
D'I'humbprint algorithm shal D'I'humbprint algorithm shal
[E=] Thumbprint c594bc 20 278F47 50 77 2d ... [=] Thumbprint 55 7b 84 3 06 5Ffc5 0a 16 5d ...
CM = asdgfdgs CM = aswgervcx
0OU = sdfhdsfga 0OU = iukjfghj
0 = asdgdfhfd 0 = dfshsdhrey
L = sdfhsdfghdf L = wfdaafth
5 = sdfghshfsd 5 = sdfhwbnsfd
C = Al C = Al
Edit Properties... [ Copy to File... ] Edit Properties... [ Copy to File... ]
Learn more about certificate details Learn more about certificate details
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Seeing and Apprehending Upatre



//localhost/Users/Grant/Desktop/Blue Coat Systems, Inc./FY2015/RSA Conference Speaker Submissions/Presentation Material/Seeing and aprehending Upatre-RSA SSL.mov
//localhost/Users/Grant/Desktop/Blue Coat Systems, Inc./FY2015/RSA Conference Speaker Submissions/Presentation Material/Seeing and aprehending Upatre-RSA SSL.mov

[l Time a Source(s) Type Method

1 @ 16:14:19 didropboxusercontent.com/content_link/KriTzo0OY9hNikaYgHDBFh3HWa. .. | | application/zip GET
[ﬁ“@@{ﬁb%d@fmmu sercontent com/content_link/RhkVNAG871ljkMuhwaniEegReh . [1 | application/zip GET
maIICIOugresented: applicationszip Source IP Address: 192.168.0.2
downloads::ceq application/zip Destination IP Address: 23.21.176.173

delivered fromy: ot 63527
Destination Port: 443

D%pbOXEﬂensi-:ln: 7ip Size: 74.08 KB
decrypted byuthe:asraoois10es02720109373208012
SSL VlSlbllﬁf}ﬂ 2c27791f6741261848c511e72873d267ab2e1d
. Fuizy,Hash: 1536:QP4QW]|sYgxXSTaNMQUXaBDkDAPHWSF9q2E92yAHWMO . QwQWHIEAUDAYH+DE993N
App“ance’ %i al LUREL: dl.dropboxusercontent. comicantent_link/RhEVMAQET1jEMubhwEnlEegRchHegqUtVTejUTGELIgoPZIPOVIMtKBE

eXtI’aCted by Mame: RhkVMNAGET 1ljkMuhwanlEe gRchHeglUtvTejUfGLEU goPZIIPDYVMikBEa v dLIML3

Security LRI Host: dl.dropboxusercontent.com |

Referrer: www.dropbox. comis/dzyk814wiwhtgkg/Orie C3%ATamento. pdf zip

Analytics
Actions Eal Preview 0 Download Q Analyze PCAP ‘L Explore Root Cause w Feputation
[[1 @@ 10:51.07 di.dropboxusercontent.com/content_link/OmXPoQ56Y rf9zvpesxRzLILON1 ... L | application/zip GET
] @@ 10:51:27 di.dropboxusercontent.com/content_link/30Bpgo4pRyj3BctFw8XjnPBCHN. .. |, | application/zip GET
[ @@ 10:51:33 di.dropboxusercontent.com/content_link/BN4FgSyjhob4NOnsbEZm3KGa. .. |4 | application/zip GET

[[] @10:52:03 di.dropboxusercontent.com/content_link/HQ7DTTG1ZIAVLaYK89EboLKS. .. || | application/zip GET



Artifact Preview

Text Hex

HTTP Headers Strings File Info

User-Agent: Opera/9:80 T
Host: 94.23.236.54:150

GET/Z;E?ukZI- ' W512600.Cn- im vmim islisielisln (B0min W Bemmil /5/publickey/ '§ [mim =i il '/ HTTP/1.1
Malwareversion Machine name OSversion Unique identifier string Command PublicIP address

HTTP/1.1 200 OK

Server: Stalin

Content-Length: 400
/0309us1/D620_W512600.1228F774285096F5DEC1D42C7C85E2D6/5/publickey/174.29.12.29/
1/0309us1/D620_W512600.1228F774285096F5DEC1D42C7C85E2D6/0/Win_XP_32bit/1037/174.29.12.29/
/0309us1/D620_W512600.1228F774285096F5DEC1D42C7C85E2D6/5/rplc/174.29.12.29/
1/0309us1/D620_W512600.1228F774285096F5DEC1D42C7C85E2D6/1/nfpnQXNKVMKBQIFYRNIGDQMTfHASMiV/17
1/0309us1/D620_W512600.1228F774285096FSDEC1D42C7C85E2D6/14/NAT/Symmetric %20NAT/0/174.29.12.29/
/0309us1/D620_W512600.1228F774285096F5SDEC1D42C7C85E2D6/14/user/not_support/0/174.29.12.29/
1/0309us1/D620_W512600.1228F774285096F5SDEC1D42C7C85E2D6/63/browsnapshot/174.29.12.29/
/0309us1/D620 W512600.1228F774285096F5DEC1D42C7C85E2D6/63/browsnapshot/174.29.12.29/
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Building Together a Trustworthy Internet

one project at a time

SSL Pulse

Survey of the SSL Implementation of the Most Popular Web Sites

Summary

Published Date: February 07, 2015
Comparisons are made against the previous month's data.

SSL Security Summary

|

16.4%

secure sites

Total sites
surveyed

148,486
-04%

Inadequate security

124,105

-25%

Secure sites
WA+ WA BA-

24,381

+25%

SSL Labs Grade Distribution

40%

30%

20%

10%

SSL Server Test

@ Quaurs sst LABS —

33U Maport estranet caloryconch de s u

Enter domain name for testing:

About This Project

Title: SSL Pulse
Created by: SSL Labs
Date Published: April 25, 2012

Details:
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RSAConference?2015

San Francisco | April 20-24 | Moscone Center

Thank You!

Grant Asplund
Director of Evangelism
grant.asplund@bluecoat.com

@gasplund




