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Today’s SSL Landscape 
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Secure Sockets Layer (SSL) or Transport Layer Security (TLS) 

Top 10 Most Visited Web Sites2017 U.S. Retail

e-Commerce Sales

$434.2B

www.Statista.com

http://www.statista.com/statistics/272391/us-
retail-e-commerce-sales-forecast/
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In Our Labs

 Annual

 +246.25 Billion Requests – HTTP – Down 3% to 83%

 +39 Billion Requests – HTTPS – Up 5% to 14%

 Daily

 Up to 750M Domain or IP Address rating requests - HTTP

 Up to 110M Domain or IP Address ratings requests – HTTPS

 30K Unique/Unknown Executable Applications Contained -

HTTPS
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In Our Labs – Typical Seven Days…

 Top 50 Sites Visited - 69% HTTPS

 Top 10 Most Visited Sites – 100% HTTPS

 1.1M Sites Classified - Potentially Unwanted Software

 24% - Enterprise Users 76% - Consumer Users

 Most Use Port 443 - Legitimately Purchased SSL Certificates

 +40,000 Requests - Newly-Classified Malicious HTTPS Sites

 100,000 Requests to Command and Control HTTPS Sites

 Typically Already Infected – 35% from Enterprise Users
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 Delivery of Malicious Code

 Command and Control

 Exfiltration

 C&C Often Use Port 9001 

(75% during period 

analyzed)



#RSACOver a seven-day period, the ten 

most commonly used port numbers 

for SSL traffic to servers classified 

as “botnet command and control”



#RSACBogus Dyre “Google” SSL certificate (used in July, 2014) 

along with legit cert used during same time period by Google
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Recent Dyre C&C SSL certificates with 360-day 
validity, 1024 bit RSA keys, and key-mash details
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Seeing and Apprehending Upatre

//localhost/Users/Grant/Desktop/Blue Coat Systems, Inc./FY2015/RSA Conference Speaker Submissions/Presentation Material/Seeing and aprehending Upatre-RSA SSL.mov
//localhost/Users/Grant/Desktop/Blue Coat Systems, Inc./FY2015/RSA Conference Speaker Submissions/Presentation Material/Seeing and aprehending Upatre-RSA SSL.mov
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Screenshot of 
malicious 

downloads 
delivered from 

Dropbox, 
decrypted by the 

SSL Visibility 
Appliance, and 

extracted by 
Security 
Analytics
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Trojan-Dyre

command-and-

control traffic
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BitCoin SSLam
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Report:
“Security and Privacy on the Encrypted Network”
January 20, 2015

“At some point during every attack 

the adversary becomes an insider 

with credentials to access your 

most sensitive

stuff.”

“Network encryption impacts 

traffic inspection and enforcement 

of security policies. Encrypted 

networks also complicate security 

monitoring because traffic needs to 

be decrypted at wire speed for 

capture and forensics.”

“As security guys we favor more 

decryption than less, to enable 

more comprehensive inspection, 

and therefore stronger monitoring 

and enforcement. But this is a 

company-specific choice.”

“It is very common for 

sophisticated attackers to encrypt 

traffic to and from compromised 

devices. If you don’t decrypt both 

ingress and egress traffic you are 

blind to certain attacks.”

“Given the performance impact of 

decryption you will need to manage 

expectations all along the way. You 

likely cannot buy enough 

decryption gear to decrypt all 

traffic without any performance 

impact.”

“When you decrypt for monitoring 

and forensics the

data may remain unencrypted 

indefinitely. You need to be 

sensitive to this change, and far 

more careful and stringent about 

how and how long you keep 

unencrypted data.”

“But organizations which need to 

decrypt substantial network traffic 

tend to quickly crush the 

performance of existing security 

devices if they try to decrypt on 

them; onboard decryption may 

reduce performance of other 

security devices by up to 80%.”

“Don’t assume that all encrypted 

traffic will be on certain ports. 

Attackers frequently hide encrypted 

traffic on odd ports to evade 

decryption.”

“The encrypted network is 

becoming more of a reality every 

day, which means the only way to 

effectively enforce security 

policies, catch attacks, and monitor 

networks is to see all traffic.”
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Apply Slide Goes Here

 Still finalizing…



#RSAC

Thank You!

Grant Asplund

Director of Evangelism

grant.asplund@bluecoat.com

@gasplund


