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Shared Responsibility Model for Security in the Cloud

On-Premises laas PaaS SaaS

° Hyperviso rZEE )Eﬁ)tl ( g uest ) *Diﬂﬁ%f&{%ﬁﬂg "mg%" (for reference) (infrastructure-as-a-service) (platform-as-a-service) (software-as-a-service)
User Access User Access User Access User Access
+ HoStZREER , FEETARELYES
Applications Applications Applications Applications
e e Operating System Operating System Operating System Operating System
2 %FE% I G u eStE!}D/_\EE_é?%Hm I %}j E.]-L\/{;‘T_'Gé}fﬁéﬂgug u eSt Network Traffic Network Traffic Network Traffic Network Traffic

Hypervisor Hypervisor Hypervisor Hypervisor

= {Eﬂﬁzpu%ﬁﬂﬁ:‘ﬁiﬁﬁiﬂ:%)ﬂ}\Aguestc']%‘?jﬁé”hostt - Infrastructure Infrastructure Infrastructure Infrastructure

Physical Physical Physical Physical

mu%xqii*ﬂlﬁgls%\*A’&\ ?@T&ﬁﬁfﬁ&kﬁ% Customer Responsibility Cloud Provider Responsibility
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G & microsoft.com/en-

An eligible submission includes a RCE vulner. soft Hyper-V that enables a guest virtual machine to

~ \ HE\ 7 d 2 % compromise the hypervisor, escape from a guest virtual machine to the host, or escape from one guest virtual
Q -tt,HH L/L 1 Ze rO I U m =7 Zerodium machine to another guest virtual machine.
¥ Vulnerability Type Tier Proof of concept Functioning Exploit Report Quality Payout range (USD)*
JJ:\ /|I=I| } I )\L\ HyperVISor RCE Tier 1 Required fes High “
\ .
We're paying up to $500,000 for i P

AR exploits targeting VMware ESXi (vSphere) or o $50000
= = B Microsoft Hyper-V, and allowing Guest-to- : Tier2  Required s High 150,
*  MicrosoftERAEFFHHE [y R -

NELZEHRAR IR The e?(plons must work with default configs, o -
be reliable, and lead to full access to the Tier3  Required High $20000

iﬁiﬁ host. Contact us: High $15,000

Low $5,000
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https://www.redhat.com/en/blog/hardening-qemu-through-continuous-security-testing

FQEMU Fuzzfi— Lt B HiRHSE (& mm

« When virtualization encounter AFL-A Portable virtual device fuzzing framework with AFL(2016)
 VDF: Targeted Evolutionary Fuzz Testing of Virtual Devices ( 2017)
« Virtio Device Fuzzing by Dmitrii Stepanov (AFL + virtio & SPDK, 2019)

o Qtests (Unittest) with libfuzzer in QEMU Projects (2020, https://fossies.org/linux/gemu/docs/devel/fuzzing.txt)

« HYPER-CUBE: High-Dimensional Hypervisor Fuzzing(2020)


https://fossies.org/linux/qemu/docs/devel/fuzzing.txt

L Fuzzi 72020 e ——
« WM EEAIRYFuzzer ? : { APPs

e
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Table C-1. Basic Exit Reasons

Basic Exit
Reason Descripti
Exception or non-maskable interrupt (NMI). Either:

1: Guest software caused an exception and the bit in the exception bitmap associated with exception’s vector was
1. This case includes executions of BOUND that cause #BR, executions of INT1 (they cause #DB), executions of
INT3 (they cause #BP), executions of INTO that cause #0F, and executions of UDO, UD1, and UD2 (they cause
#UD).

2: An NMI was delivered to the logical processor and the “NMI exiting” VM-execution control was 1.

External interrupt. An external interrupt arrived and the "external-interrupt exiting” VM-execution control was 1.

Triple fault. The logical processor encountered an exception while attempting to call the double-fault handler and
that exception did not itself cause a VM exit due to the exception bitmap.

- BEBERESHVM EXIT

G Intel?ﬂﬂ@é\68$¢'r§7ﬁ ( Intel® 64 and IA-32 Architectures Software

1
Developer ‘s Manual 3A, 3B, 3C, and 3D: System Programming Guide — fff& C ) 5 e e

S P Start-up IPI (SIPI). A SIPI arrived while the logical processor was in the "wait-for-SIPI" state.
e rﬁ_]%l I | | E bﬂ ]@,]:E: 5 1/0 system-management interrupt (SMI). An SMI arrived immediately after retirement of an I/O instruction and

caused an SMM VM exit (see Section 34.15.2).
Other SMI. An SMI arrived and caused an SMM VM exit (see Section 34.15.2) but not immediately after retirement of

° :ZB/ \%112#:'/‘\5’\.]};1{[_ an I/0 instruction. ! :

ARJI 1= B~ = : - S
7 Interrupt window. At the beginning of an instruction, RFLAGS.IF was 1; events were not blocked by STl or by MOV

SS; and the “interrupt-window exiting” VM-execution control was 1.

° ﬁEE f E*EF %i@%g EJ'I 'l%' [u] ;Z I:FI I)_izﬁ NMI window. At the beginning of an instruction, there was no virtual-NMI blocking; events were not blocked by MOV

= SS: and the “NMI-window exiting” VM-execution control was 1.
_ Task switch. Guest software attempted a task switch.
° J:F%H'L’EZ;UZE Et-ia':é ( ;ll:ltrl p I e _fa u |t ) CPUID. Guest software attempted to execute CPUID.

GETSEC. Guest software attempted to execute GETSEC.
HLT. Guest software attempted to execute HLT and the "HLT exiting” VM-execution control was 1.




QEMUYN{a[4h IRV MEXIT

« accel/kvm/kvm-all.c
«  EBRAEAEMBRHIER
« KVM_EXIT_IO
«  KVM_EXIT_MMIO
«  DIRERIVFINARK ORIER

trace_kvm_run_exit(cpu->cpu_index, run->exit_reason);
switch (run->exit reason) {
case :
("handle_io\n"):
/* Called outside BQL */
kvm_handle_io(run->io.port, attrs,

( *)yrun + run->io.data_offset,

run->io.direction,

run->io.size,

run->io.count);
ret = 0;

case :
("handle_mmio\n");

/* Called outside BQL */

address_space_rw(&address_space_memory,
run->mmio.phys_addr, attrs,
run->mmio.data,
run->mmio.len,
run->mmio.is_write);

wIE = (=
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I/0 PortfIMMIO

- CPUS/IMERIREE. FiERRiNEEISUE R E R BRI Z IR KL
«  AEQEMURJY/O imtBEEMAY , FILE 24 TFMI/OIRH"
- SCRrmiEPort Mapped I/OfIMemory Mapped I/0

and OUTS/OUTSB/OUTSW/QUTSD) cause VM exits.

25 Use I/0 bitmaps This control determines whether |/0 bitmaps are used to restrict executions of I/0 instructions
(TN IJA IjI»F-_ (see Section 24.6.4 and Section 25.1.3).
: ¥
IN/O UT AY j: g V M EXIT For this control, "0 means “do not use I/0 bitmaps” and “1” means “use I/0 bitmaps.” If the 1/0
bitmaps are used, the setting of the "unconditional 1/0 exiting” control is ignored.
~ls, =] A% n e L =D ] e e T
«  MMIOENHZEmmap /dev/mem[EiH{TIEE#E(E

- VMEXIT/F , QEMUESRE HRAEHAZHERZFIE




18daf1/0 PortiiMMIO

«  igEHrealizeREN ( #IMaA ) SiEMEMARC
- IgMENER.read/ . writetgE
« .min/max_access_sizefgEE/RIBEgR/IVKIKE
«  PORTAIMMIOZguestRiZEHARY

REEN. RE—MAO
« B Eguestfit&RAYREIR/LFEBLAXE N AANO

const MemoryRegionOps serial_io_ops = {
.read = serial_ioport_read,
.write = serial_ioport_write,
.impl = {
.min_access_size -
.max_access_size 2
}r
.endianness = DEVICE_LITTLE_ENDIAN,

}:

static void serial_io_realize(DeviceState *dev, Error **errp)

{

Seriall0 *sio =
SerialState *s =

SERIAL_IO(dev);
&sio->serial;

if (!gdev_realize(DEVICE(s), NULL, errp)) {
return;
¥

memory_region_init io(&s->io, OBJECT(dev), &serial_io_ops, s,
sysbus_init_mmio(SYS_BUS_DEVICE(sio), &s->io);
sysbus_init_irq(SYS_BUS_DEVICE(sio), &s->irq);

"serial",

8);
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-display

b " oy a4 2
root /home/! -2.0/x86_64-softmmu play to use. Th ion is a replacement for the
File Edit View Search Terminal Tabs Help 0 d1/ ... options. 1 ues for type are
american fuzzy lop 2.52b (main)
curses
0 days, 0 hrs, 6 min, 56 sec Y
0 days, 0 hrs, 6 min, 0 sec 21 gr d ode or if the graphics
N\ /‘\/_\j- Ej-l.l l) N none seen yet 0 i upport a t mode. Generally only the
° np = 4[j']\ a: 2 /T , X E 'L none seen yet 0 d pport text mode.
0 (0.00%) 21.89% / 22.01% Do not di /i ; i1l still
0 (0.00%) 1.02 bits/tuple emulat
AS ,_‘_1:!'/ (=] o th
L] FuZZ % 1E'r‘m calibration 1 (4.76%) FU thesd
IEI= 7/8 (87.50%) 12 (57.14%) opLion NG
473 0 (0 unique)
0 (0 unique)
PPEST
=T N, EE 13/80, 0/0, 0/0 2
0/0, 0/0, 0/0 21
0/0, 0/0, 0/0 al
0/0, 0/0, 0/0 19

%

\ 0/0, 0/0, 0/0 0
FTEORIE5] o o
28.57%/3. n/a 4% orma , QEMU uses SDL to d y A outpu With this option,

command

the con
explicit jou can sti ) to d Lin
kernel with

betueen the console and https://manpages.debian.org/jessie/gemu-
system-x86/gemu-system-x86 64.1.en.html



https://manpages.debian.org/jessie/qemu-system-x86/qemu-system-x86_64.1.en.html
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I I f18 Virtual Machine

libvirt + virt-manager B eromnce Logeathost CPUS: 8

. EMNEREERD , KRBT '

(=2 VirtlO Disk 1

REREESSNEE  IUAEFERES0ET |

Model: Opteron_G4

EJ Display Spice

B RRINRARE25#aNEIRAMDISK B Sounc: s

g=s Console

@ Channel spice

PR#EIAIaIEAYIOPORTEMMIOH IR/ ARFE B veeo o

EF Controller Virtio Serial
EF Controller USB

Add Hardware
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S$E1{CFuzzerfpL R

« SCSI-BUSHHS
Use-after-free

- BRINBERTURESE
REBHRIT

Thread 1 "gemu-system-x86" received signal SIGSEGV, Segmentation fault.

backend.c:689

ck=0x0,

end.

3ta=0x0) at util/

L/async.c

€:1900
c:146

in blk_bs (blk=6x557d6c797e10) at block/block-
689 return blk->root ? blk->root->bs : NULL;
(gdb) bt
#0 in blk_bs (i'--0x557d6c797e10) at block/block-ba
#1 in blk_get aio_context (b ‘-0x557d6c797e10) at b
#2 in scsi_dma_restart_bh (oj *-0x557d6c795c00) at hi
#3 in aio_bh_call (':_0x557d6b678bd0) at util/
#a in aio_bh_poll (ctx=0x557d6b24c330) at ut
#5 in aio_dispatch ('*‘_0x557d6b24c330) at util
#6 in alo_ctx_dispatch (source=0x557d6b24c330, Lb user_da
#7 in g_main_context dlspatch () from /11b/x86 64- llnux gnu/llbgllb 2.0.50.0
#8 in glib_pollfds_poll () at JT ‘jwj loop.c: 219
#9 in os_host_main_loop_wait (ti _0) at u
#10 in main_loop wait (i~niiauiing=0) at Jtiiy”aiw-
#11 in main_loop () at vl.c:1810
#12 in main (argc=64, argv=0x7fff694a7638,

(gdb) print blk
= (BlockBackend *)
(gdb) print blk->root
= (BdrvChild *)

(gdb) print blk->root->bs
Cannot access memory at address 0x203a22746e657665

vp=0x7fff694a7840) at vl.c

14475

= R

1260



[1] RIS T EE/EERS

[2] AN IES—RFEHER |, thHdscsi_dma_restart_cb[a]JEER

[3] EHWUHNCEDN/ERE | tkEFscsi_dma_restart_bhigitRIEELZIEFHglib_pollfds_polliERIETT ,
XN ENEARI IR ERTSR

[4] GuestNFIPCIREBE \PERIEKEHIER |, tkBTacpi_pcihp_eject_sloteESB—NMEIEMFRZIRBITS

[BI/[A1EARRLEREE— MR TRIE , AR5 GRS, NIRRT M 4R , slaHIiUaF,



RedHatfyIEH

static void scsi_dma_restart_bh(void *opaque)

d SCSIDevice *s = opaque;
. {RETE , XANDHE , RedHatFHRALCVE SCSIRequest *req, *next;
= — - = = S = o gemu_bh_delete(s->bh);
. HHE  SESEEAREITEEEL. EREERE s->bh = NULL;
SRSy 5 e == = = 10_ text_ i blk get_aio_ text(s- f.blk
. NOXEEEMNIEFHE | X MBI AR GTATLO FOREACH SAFE(req, s5-oredquests, mext, next) (

scsi_req ref(req);
if (reg->retry) {

«  WRFARIN  INAERERBER
* gemu_bh_deleteZEfreefy&3E , MEBNSIXNMXIREBAT LA H1E


https://bugzilla.redhat.com/show_bug.cgi?id=1854811
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AT FelRE—{CFuzzerfSF R Al
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EREIIRERTRMAIEFEIEH

«  PMIO/MMIO
FHEEEANQEMUESFuzzBIR , MEBREMREEIENBR

e1000fuzz
floppyfuzz

fuzz json
idecorefuzz
nbd _client fuzz

gemu_gmpfuzz

testUSBFuzz
usbehcifuzz
usbohcifuzz
usbuhcifuzz

usbxhcifuzz

gggggg



=

usbxhcifuzz.cpp # X

- HF—1MNT . RTEARPMIO/MMIORN

p_reset(&g_dev);

o  BEVLUZEBIVIEYMAEMCIEEERE dev.state = USB. STATE_DEFAULT;

g_dev.remote_wakeup = 0;

g_dev.addr = 0;

- EIIREAEREERRIIIEE 5 1/ const chars data =

// int size = sizeof ¢
remaining_fuzz_size =

o /E\IZEETE%E’\J ;ﬁ %EEE{JE(J{—%E% fuzz_data = (unsigned charx)data;

// OHCIState oh = {0};

ohci_soft_reset(&oh);

= %Bﬁ_‘tﬂl/ofiflﬁ ( tbglﬂzﬁﬂlﬁgﬁﬁj I} @Eﬁgﬁ%?i'ffﬁ ) g :;J;wset(&g_xhcitransferjunk. 0, sizeof (XHCITransfer));
© BEE—RRENRE (EFRERERLLARNER R )

memset(&g_xhcitrb, 0, sizeof (XHCITRB) * 5000);
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AHEE "RE "RBETERR SEE  NnZER
ERETEMREEN (MRIKRFZERBETX—EE )
RIEQEMUMBIYESK , FalWliaiREBEUE
1RIEFuZzZEUREE PMIO/MMIOREL
—hgiBEClibFuzzer , LIKIARIGRRAGUIKBEINEE

while (remaining_fuzz_size) {
switch ((unsigned long)(get_rand_byte()) % 4) {
case 0:{
unsigned long a = (unsigned long)get_rand_byte();
unsigned long b = (unsigned long)get_rand_uint();

//printf("remaining_fuzz_size -= 6;\n xhci_oper_write(xhci, %d,

xhci_oper_write(xhci, a, b, 4);
break;
3
case 1:{
unsigned long a = (unsigned long)get_rand_uint();
//printf("remaining_fuzz_size -= 5;\n xhci_port_write(xhci, 0,

%4, A\ ?

%d,

4):\n, a)s

xhci_port_write(&xhci->ports[0], 0x00, a, 4); //only 0x00 is valid...

break;
i}
case 2:{
unsigned long a = (unsigned long)get_rand_byte();
unsigned long b = (unsigned long)get_rand_uint();
//printf (" remaining_fuzz_size -= 6;\nxhci_runtime_write(xhci,
xhci_runtime_write(xhci, a, b, 4);

%d,

% 4Y-Xn": a;

ab)E

b)
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“S8_{t"” Fuzzer BY{iizd

X#%(F) {RIEB(E) BEE(V) BREO)
00\ x00\x00\X00" -

NEW cov: 454 ft: 3115 corp: 1509/3269Kb exec/s: 4712 rss: 635Mb 3256 2 Inse
C NEW cov: 455 f 3116 corp: 1510/3272Kb exec/s: 4691 rss: 635Mb 3448 3 Eras
m NEW cov: 455 f 3117 corp: 1511/3276Kb exec/s: 4698 rss: 635Mb 4096 4 CMP-
NEW cov: 456 ft: 3118 corp: 1512/3278Kb exec/s: 4710 rss: 635Mb 1887 4 Inse
(=] S N S S NEW cov: 456 ft: 3119 corp: 1513/3282Kb/ exec/s: 4703 rss: 635Mb 4096 1 Cros
EEEET;m“EthalX%ﬁ'ﬁ*@ﬁi NEW cov: 456 ft: 3121 corp: 1514/3286Kb exec/s: 4704 rss: 635Mb 3468 1 Inse
NEW cov: 461 ft: 3126 corp: 1515/3290Kb exec/s: 4691 rss: 635Mb 4096 5 chan
\x00\x00\x00\x00\x00\x00\x00\x00" -
#520117 NEW cov: 461 ft: 3127 corp: 1516/3293Kb/ exec/s: 4728 rss: 635Mb L: 3623 MS: 2 Chan

w

L= S L ST =] 5@ kg M 11523688 NEW cov: 461 ft: 3128 corp: 1517/3295Kb exec/s: 4717 rss: 635Mb L: 2399 MS: 3 Cros
S [)r\lulitxlj\ I [XEI/O XEI{J}%«E 1 1% % ':I L/Lj:l_] #524288 pulse cov: 461 f 3128 corp: 1517/3295Kb exec/s: 4723 rss: 635Mb

#525315 NEW cov: 461 ft: 3129 corp: 1518/3299Kb exec/s: 4690 rss: 635Mb L: 4096 MS: 5 Cros

0\ x00\x00\x00\x00\x00\x00\x00" -
o /|\4k~13k L 2|'|| . “% =d 525688 NEW cov: 461 ft: 3138 corp: 1519/3303Kb exec/s: 4693 rss: 635Mb 3998 3 chan
E /- I)\ -LI Lx ‘ NEW : 461 3139 corp: 1520/3307Kb exec/s: 4711 rss: 635Mb 4096 1 Cros
3 NEW cov: 461 3140 corp: 1521/3311Kb exec/s: 4713 rss: 635Mb 4096 1 Cros
NEW cov: 461 3145 corp: 1522/3315Kb exec/s: 4707 rss: 635Mb 4096 1 Copy
5 NEW cov: 461 3146 corp: 1523/3319Kb exec/s: 4723 rss: 635Mb 3405 5 Shuf
o] EE%-LA;ES‘:’ a\EUE/\Jf%ﬁ% 1—%6%2&?}:“/_‘:'5 %ETEﬂ-ll‘% NEW  cov: 461 3147 corp: 1524/3322Kb exec/s: 4736 rss: 635Mb L: 3780 5 chan
“20 =m/x ==JET, == =27 , 2Emik NEW  cov: 461 3148 corp: 1525/3326Kb exec/s: 4703 rss: 635Mb L: 4096 1 Cros
NEW cov: 461 3149 corp: 1526/3329Kb exec/s: 4720 rss: 635Mb 3073 2 chan
NEW cov: 461 3154 corp: 1527/3333Kb exec/s: 4710 rss: 635Mb 3722 : 2 Eras
S N ol —— NEW cov: 461 3155 corp: 1528/3334Kb exec/s: 4717 rss: 635Mb 646 MS: 5 Chang
Xj-%_ﬁ\lQ%E{JFUZZ;ﬁE'EHE,%[% NEW  cov: 462 3156 corp: 1529/3338Kb exec/s: 4707 rss: 635Mb L: 4096 MS: 1 Cros
NEW cov: 462 3158 corp: 1530/3342Kb exec/s: 4715 rss: 635Mb 3936 4 Copy
NEW 462 3159 corp: 1531/3346Kb exec/s: 4723 rss: 635Mb 4096 5 Shuf
NEW : 462 3160 corp: 1532/3350Kb exec/s: 4724 rss: 635Mb 4096 4 chan
NEW 462 3161 corp: 1533/3354Kb exec/s: 4725 rss: 635Mb 4096 3 chan
NEW cov: 462 3162 corp: 1534/3357Kb exec/s: 4728 rss: 635Mb 3461 4 chan
NEW cov: 462 3163 corp: 1535/3359Kb exec/s: 4732 rss: 635Mb 2217 1 Eras
NEW cov: 462 3164 corp: 1536/3362Kb exec/s: 4734 rss: 635Mb 3449 5 Chan




Fuzzf455E

- KRULT 84 AR
- {HQEMUEZA (RedHat)EH 2t EFuzz
- RBAEHE
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usbohclfuzz cpp:1558:16: runtime error: index 8 out of bounds for type 'uinti6_t [8]"
SUMMARY: UndefinedBehaviorSanitizer: undefined-behavior usbohcifuzz.cpp:1558:16 in

READ of size 2 at Ox7fff8396a620 thread TO

#0
#1
#2
#3
#4
#5

op.cpp:

#6
#7

0x61fc18 1
0x611boe 1
0x5f09c5 1
0x5ec131 1
0x450572 1
0x4593dd 1

480

0x4593dd 1

0x45b832

in

ohci_service_iso_td(OHCIState*, ohci_ed*, int) (/home/leonwxqian/exdisk/usbohci/usbohcifuzz+0x61f
ohci_service_ed_list(OHCIState*, unsigned int, int) (/home/leonwxqian/exdisk/usbohci/usbohcifuzz+
ohci_frame_boundary(void*) (/home/leonwxqian/exdisk/usbohci/usbohcifuzz+0x5f09c5)
LLVMFuzzerTestOneInput (/home/leonwxqian/exdisk/usbohci/usbohcifuzz+0x5ec131)
fuzzer::Fuzzer::ExecuteCallback(unsigned char const*, unsigned long) /home/leonwxqian/exdisk/libf
fuzzer::Fuzzer::RunOne(unsigned char const*, unsigned long, bool, fuzzer::InputInfo*, bool*) /hom

fuzzer::Fuzzer::MutateAndTestOne() /home/leonwxqian/exdisk/libfuzzer-workshop/src/llvm/projects/c
fuzzer::Fuzzer::Loop(std::Fuzzer::vector<std::Fuzzer::basic_string<char, std::Fuzzer::char_traits

ng<char, std::Fuzzer::char_traits<char>, std::Fuzzer::allocator<char> > > > const&) /home/leonwxqian/exdisk/libfuzze
#8 0x44bc8f in fuzzer::FuzzerDriver(int*, char***, int (*)(unsigned char const*, unsigned long)) /home/leonwxqia

4

#9 0x41ebd2 in main /home/leonwxqian/exdisk/libfuzzer-workshop/src/1llvm/projects/compiler-rt/lib/fuzzer/FuzzerMa
#10 0x7f4b4206e82f in __libc_start_main /build/glibc-LK5gWL/glibc-2.23/csu/../csu/libc-start.c:291
#11 0x41ed28 in _start (/home/leonwxgian/exdisk/usbohci/usbohcifuzz+0x41ed28)

Address 0x7fff8396a620 is located in stack of thread Te at offset 64 in frame
#0 0x61ce2f in ohci_service_iso_td(OHCIState*, ohci_ed*, int) (/home/leonwxqian/exdisk/usbohci/usbohcifuzz+0x61c

This frame has 1 object(s):

[32, 64) '

iso_td' <== Memory access at offset 64 overflows this variable

HINT: this may be a false positive if your program uses some custom stack unwind mechanism, swapcontext or vfork

(longjmp and C++ exceptions *are* supported)

SUMMARY: AddressSanitizer: stack-buffer-overflow (/home/leonwxqian/exdisk/usbohci/usbohcifuzz+0x61fc18) in ohci_serv

Shadow bytes around the buggy address:
0x100070725470:
0x100070725480:
0x100070725490:
0x1000707254a0:
0x1000707254b0:

=>0x1000707254c0:
0x1000707254d0:

00 00 00 00 00 0O 6O 60 00 00 00 00 00 0O 0O
00 00 00 00 00 00 0O 6O 60 00 00 00 00 00 00 0O
00 00 0O 6O 00 00 00 00 00 00 0O 0O 0O 0O 00 00
00 00 0O 6O 00 00 00 00 00 00 0O 0O GO 6O 60 00
00 00 0O 60 60 00 00 00 00 00 00 0O 1

00 00 00 00[T3] 00 00 60 00 00 00 00 00
00 OO0 OO OO0 OO PO OO OO OO OO OO OO OO OO PO 0O



ui/console.c BBttt EEn)ER
if (chr->label) {

« -chardev vc,id=[ID HERE] char msg[128];

int len;
> ]\EHJ: HDV?E-TL/L@JL_/\iﬁlﬁ% QEMU COLOR BLUE'
« -mon chardev=[SAME ID HERE]
o B BRI LS | BiZIRE
«  IRBBESHsnprintfEiEZEmsg[128](max = 128)

«  SAIBvc_chr_writeO£BX M msgrhigitsnprintfiiREE N FHZIconsoles




® if (chr->label) {
snprintf... char magl1201;
int len;

s->t attrib.bgcol = QEMU COLOR BLUE;
5 len = snprintf(msg, sizeof(msg), "%s console\r\n", chr->label);
function ve_chr_write(chr, (uint8_t *)msg, len);

= s—>t_attrib = s->t_attrib_default;
snprintf o >

int snprintf ( char * s, size_t n, const char * format, ...

Write formatted output to sized buffer

Composes a string with the same text that would be printed if format was used on printf, but instead of being printed,
the content is stored as a C string in the buffer pointed by s (taking n as the maximum buffer capacity to fill).

, ﬁn%i@@ﬁ’\]?fv’f%tl:’?sﬁ:/\%i)‘(nﬁfcilgié, NFHF&EFLEEL, ERMASITR.
If the resulting string would be longer than n-1 characters, the remaining characters are discarded and not stored, ;7Y
ounted for the value returnedi=)VAs=R{i[slad[-] R

A terminating null character is automatically appended after the content written.

After the format parameter, the function expects at least as many additional arguments as needed for format.




M—I—*H

(gdb)
o — NITR= =L -] 2190 vc_chr_write(chr, (uint8_t *)msg, len);
ui/console.c BY=StHEE (AR b
/ m‘ ! ‘ﬂ e 2190 vc chr write(chr, (uint8 t *)msg, len);
db int 1
; adie i e
o JLFRRSHFEAIBFuzzerfIgHST A ) LS SRa SR
.(agdb) 1

- IBEIHIIDRN AT EEEEE

| was able to reproduce the said OOB issue in ui/console.c with

® TLX;@E%*EJ:{%Y_EIJ DN ﬂéﬁj:gg-l- %a: *I I”*U% $ ./bin/gem enable-kvm -m 2048 -charde :.id=‘p-:—rl -e 'print "A" x 1025",width=640,height=480 \

-mon chard \" x 1025" -nographic /var/lib/libvirtimages/f27vm.qcow2

° 1E Red H atllij:%/m\ﬁﬁ}iﬁ%U*yBEE’JAj -IQ%ID .ﬂ:t;EECVE =:‘3~01314::EPROR Addres:.banm er stac k-buffer-overflow on address 0x7fffffffd690 at pc 0x5555566ad82a bp 0x


https://patchew.org/QEMU/20200701181801.27935-1-kraxel@redhat.com/

Erm
171 . ————=—=——_ = g

2 Ed:ﬁi%ﬂ%igé—%l E}E% /] ﬁET&EE1%‘EEH * Thank you so much for reporting this issue. I'll go through the other similar snprintf(3) instances
- FIRARVRNEECEIRS | BERERERR [l e
SnprintfEURY BRI FES I ER AT 714

Prasad J Pandit / Red Hat Product Security Team




TRV HLZN—EZEEE



BHY : IFEBIRAVEIRICES | ERABRSITREEEANEER
AR, RRSE—EIRERT). BFEI4EPIREABRT
iEHR © ISR ENSERRERATFSEE | BIEQEMUREFEEARERIBHNS. IHTFSER
BEimd | LIREILSERISFhEE
QEMU—EBoBRERIERE , SRIEEAIZS/932(URIIEN , FE64ANEMR FrIsEH AR
ERHRYRENRR |, NZRIFmARRIsnprintflali@ , LAURINIpfsE X4 R FEFPRYE SRR
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REZIARRRZEHIT

WX ARBFRARNEXSE RIS FuzzerF KT

IRERBE DRI TR

RATOMERRRSE (SR, §FPATCHFHEIRE S

RGN T RS, LA ERIBANEIUTFCVE-2020-14364iX 40 T AEER R SABRYEIE
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